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FSlint (finds file system “lint”)

 Duplicates

* Installed packages

- Bad names

* Name clashes

« Temp files

» Bad symlinks

* Bad IDs

* Empty directories

* Non stripped binaries
 Redundant whitespace
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FSlint — Duplicates

@ - o Fslint
Search path | Advanced search parameters
dAdd | fhome/bcadmin
e s— B recurse?
==Remove |
Duplicates Name Directory I
Installed packa 15x 459,047 (6,479,872)
T e paC | 1. 1rib /home/bcadmin/Tools/hFsutils-
Bad names hed /home/bcadmin/Tools/hfsutils-
hcopy Jhome/bcadmin/Tools /hfsutils-
Name clashes hdel /home/bcadmin/Tools/hfsutils-
Temp Files hdir J/home/bcadmin/Tools/hfsutils-
hformat Jhome/bcadmin/Tools/hfsutils-
Bad symlinks hfsutil J/home/bcadmin/Tools/hfsutils-
hls J/home/bcadmin/Tools /hfsutils-
Bad IDs hmkdir J/home/bcadmin/Tools/hfsutils-
: : hmount /home/bcadmin/Tools/hfsutils-
Empty directories
TPy CToe N howd /home/bcadmin/Tools/hfsutils-
Non stripped binaries | hrename J/home/bcadmin/Tools/hfsutils-
s hrmdir Jhome/bcadmin/Tools/hFsutils-
Redundant whitespace |, o nt /home/bcadmin/Tools/hFsutils-
hvol J/home/bcadmin/Tools/hfsutils-
{3.649.536)
E | [HSelect || Eisave ]lﬂnelete | @ Merge |
323, es wasted in 1061 files (in 634 groups)

Image source (BitCurator wiki):
https://wiki.bitcurator.net/index.php?title=Identify_and_delete_duplicate_files
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FTK — Flag Duplicates

« Simpler process than FSlint, still a powerful feature

» Checks entire file and generates MD5

* Assigns primary status to first instance of each MD5

 Assigns secondary status to subsequent instances of
each MD5
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FTK — Flag Duplicates

' Additional Analysis B N . =i

Hashing / Job Options | 1ndexng ( Toaks | Mscellaneous |

—File Haghsas —PhotobMA
[T MD5Hash [ 5HA-256 Hash [ PhotoDMA
[ 5HA-1Hash hash |
™ Flag Duplicate Files
KFE —Refinemant
i <FF Growps || | indude OLE Sweams:  [al -

[T Recheck previcushy processed items

| Fuzzy hash

I™ rateh Fuzssy hzsh Horaey

I Pecheck previcush prozessed items
Fuzzy hash ontions |

| Target ltems Job Options

" Hghlighted Ttems I™ Send Emai Alert on Job Completion

" Chedwed Items
' ™ Currently Listed Dtems

% all Items
|

0K I Cancel
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NSRL Reference Data Set (RDS)

VERSION
RECORD
PRODUCT
RECORD
OpSystemCode ProductCode
MfgCode
Y Y
OZEE’?}H"G MANUFACTURER FILE
RECORD RECORD RECORD

Image source (NSRL): https://www.nsrl.nist.gov/Documents/Data-Formats-of-
the-NSRL-Reference-Data-Set-16.pdf
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NSRL Reference Data Set (RDS)

 Hashsets and metadata used in
file identification

» Data can be used in third-party
digital forensics tools

* RDS is updated four times each year

* As of v2.55, RDS is partitioned into four divisions:

* Modern — applications created in or after 2000
 Legacy — applications created in or before 1999
* Android — Mobile apps for the Android OS

*i0OS — Mobile apps for iOS
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FTK — Known File Filter (KFF)

« KFF data — hash values of known files that are
compared against files in an FTK case

« KFF data can come from pre-configured libraries (e.g.,
NSRL RDS, DHS, ICE, etc.) or custom libraries

* FTK ships with version of NSRL RDS bifurcated into
“Ignore” and “Alert” libraries

 KFF Server — used to process KFF data against
evidence in an FTK case

 KFF Imeort Utilitx — used to imEort and index KFF data
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FTK — Known File Filter (KFF)
' Additional Analysis e~ —

Hashing / Job Options | 1ndexng ( Toaks | Mscellaneous |

—File Haghes —Photalia
™ MDS Hash [~ SHA-256 Hash ™ PhotaDia
[T 5HA-1Hash [ Fuzzy hash |

™ Flag Duplicate Files

—Refinement
l_ — <FF Growps || indude OLESweams:  [al -

r Recheck presviouste pre el jbems

i Fuzzy hash
I_ [Aatch '.'Ir.-'";' hiezh ”.l'ﬂ';.'
| I Pecheck presioushy processed items

F ".-“II'."'II".IlI - I

Target ltems Job Options

" Highlighted Ttems [ Send Emai Alert on Job Completion
" Chedwed Items

' ™ Currently Listed Dtems
% all Items

oK I Cancel I
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Other tools to work with NSRL RDS

* nsrisvr - https://github.com/rihansen/nsrisvr/

» Keeps track of 40+ million hash values in an in-
memory dataset to facilitate fast user queries

» Supports custom libraries (“local corpus™)

* nsrlllokup - https://rihansen.qgithub.io/nsrliookup/
- Command-line application

» Works with tools like hashdeep:
http://md5deep.sourceforge.net/

» National Software Reference Library - MDS/SHA1/File
Name search - http://nsrl.hashsets.com
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Bill Freedman fonds filtered in FTK
Filter  |Descripton _|#offiles |Size

Unfiltered All files in case 26,651,084 3,568 GB

Primary status Duplicate File indicator IS “Primary” 731,417 83.48 GB

Secondary Duplicate File indicator IS 16,569,218 271.5 GB

status “Secondary”

KFF Ignore Match all files where KFF status IS 2,548,119  44.29 GB
“Ignore”

No KFF Ignore Match all files where KFF status IS 24,102,965 3524 GB
NOT “Ignore” + KFF status IS “Not
checked”

Primary status + Match all files where duplicate file 626,351 71.95 GB
No KFF Ignore  indicator IS “Primary” + KFF status
IS NOT “Ignore”

Actual files + Match all disk-bound files where 103,412 61.81 GB
Primary status + duplicate file indicator IS “Primary” +
No KFF Ignore  KFF status IS NOT “Ignore”

DALHOUSIE 1818 2017 BitCurator User Forum - Tools for identifying duplicate files and known

UNIVERSITY 218 software files 12



* Does it matter which duplicate file is selected for
preservation? What if there are MD5 matches with
different file names or extensions?

« Can queries against NSRL RDS be incorporated into
BitCurator workflows?

* Could provenance-based libraries of “known file”
hashes be incorporated into BitCurator workflows?

» Can repositories share provenance-based hash
libraries (expose our “local corpus” of MD3s...)?
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