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Abstract

Due to its enormous capabilities, machine learning has been applied to various dis-
ciplines since its emergence. Cybersecurity is no exception in this regard. However,
the effectiveness of machine learning classifiers comes at a cost.

Although these classifiers’ complexity is the reason they are accurate, it is also
the reason for their relative slowness. In this thesis, we try to propose a method that
can be used to generate a Snort-like signature from a trained classifier. By doing this,
we can get a signature (or usually multiple ones) that approximates the classifier and
helps us do the filtering more efficiently. Apart from efficiency, this method can help
us gain some insight into the inner-workings of the classifier.

After deriving the signatures from the classifier, we have to have an environment
to evaluate our signatures. This environment should be able to simulate a real-life
scenario to make the evaluation as veracious as possible.

For this evaluation, we have also proposed multiple methods that can be used
for signature evaluation without divulging any confidential information inside the
signature. These methods are then compared to see, which is the most suitable in

different circumstances.
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Chapter 1

Introduction

With the ever-growing reliance of human beings on the Internet, the need for privacy
and security is becoming more and more critical. The concern about the safety
of information stored on the Internet can hinder people from using it to its fullest
potential. For defending Internet servers from different adversaries and intruders, we
have many schemes in place. However, their constant need for reconfiguration to filter
new malware varieties can be tedious and costly for companies implementing those
schemes. Machine learning (ML) can act as a remedy for this problem. By training
classifiers that are not susceptible to small modification in malware’s codes, we can
build network intrusion detection systems (NIDS) that are more robust than their

signature-based counterparts.

Although these classifiers perform well as NIDS, they cannot match signature-
based NIDS in process time. As a result, some companies may decide to avoid using
such classifiers because of the resource-wise overhead they impose. In this thesis,
we have introduced a new method for deriving signatures from trained classifiers.
By deriving a signature that encompasses the algorithm that the classifier uses for

prediction, we can have the best of both worlds.

ML interpretability can help us get to the desired signature from the trained ML
model. However, due to the inherent trade-off between the accuracy and interpretabil-
ity of a ML model, training a highly accurate model while maintaining interpretability
is usually not feasible. Therefore, in some scenarios, data scientists may prefer a less
accurate model that is partially interpretable over a black box that is more accurate.
Nevertheless, there are some methods that can give us some insight into the classifier
function. Using these methods, we may even be able to better understand a classifier
without the need to reduce its complexity at the cost of accuracy. In this thesis, we
have taken a look at some of such methods used in the scope of ML interpretability

for finding a signature that mimics the ML model function.
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After deriving the signature, we need to have a way of evaluating it. The degree to
which the derived signature succeeds in mimicking the ML model function can be seen
by testing it against the same data we used to evaluate the ML model. However, a
model’s accuracy can sometimes be deceiving. A highly accurate model can sometimes
fail to perform that accurately in a real-life scenario. That is because the data that
we encounter in real-life scenarios are much more diverse and unpredictable.

For this evaluation, to simulate real-life scenarios well enough, it would be better
to use as much network traffic as possible. However, using network traffic from other
sources can impose drastic overhead on the company’s resources. An alternative is
filtering the network traffic using the signature inside the third party company (i.e.
the company that has provided the network traffic).

The methodology mentioned above can divulge some classified information about
a company’s network infrastructure. As a result, it is required that this filtering
happens while the signature is encrypted. Hence, for the sake of confidentiality,

we propose and compare different methods for performing this filtering in a secure

manner.
Unencrypted
Traffic
\\\
Encrypted Secure Rule |  Encrypted
Signatures Matcher V| Matched Traffic

Figure 1.1: Outline of the challenge faced in secure matching

As shown in Figure 1.1, the main challenge is performing matching while the
signatures are encrypted, and the network traffic isn’t. The remedy for this situation
is either encrypting the traffic in a specific way that can support matching or securely
decrypting the signatures without violating confidentiality. Both of these solutions

are explained in detail in Chapter 4.



1.1 Motivation

ML is a discipline that designs algorithms able to adapt to the system’s data dynam-

ically. A ML algorithm is a function with an input and an output

fla) =y (L1)

This function will adapt its behaviour depending on the data used to train the
algorithm. Traditional algorithms are functions too, but contrary to ML, their be-
haviour is defined in the code. In ML, the behaviour of the function is defined by the
data used to train the model. The same algorithm, trained with different data, will
behave differently.

On the other hand, signature-based NIDS are strictly defined and must be changed
now and then to be able to capture malware with the same functionality but slightly
different syntax. Adversaries can easily evade these kinds of NIDS by modifying some
parts of malware’s code. Therefore, the maintenance of these systems can be costly
and time-consuming.

Due to the dynamicity mentioned above, ML models are more error-free and
efficient in filtering malignant and benign network traffics. That is because ML models
can capture the semantic definition of malware and do not restrict themselves to
syntax. Hence, one cannot evade them by making small changes to an already renown
malware. Therefore, these MLL models have been applied as NIDS extensively before.
Some of these applications are mentioned in the following paragraph.

Avatefipour [1] introduces an application of ML in in-vehicle network security in
their work. Hui [2] introduces different ML techniques that are applicable in creat-
ing intrusion detection systems. Finally, Xin [3] introduces different cybersecurity
schemes that utilize ML or deep learning in their survey paper.

These ML models can be useful in the detection and prevention of network intru-
sions [4]. Signature-based IDS can easily be evaded by introducing a small modifica-
tion inside the malware code [5]. In this way, adversaries are constantly changing some
small portion of their malware code to avoid detection. As a result, signature-based
IDSs have to be updated so often to capture modified malware. This never-ending

game can cost some companies too much money. ML classifiers can overcome this
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hurdle by learning the malware’s inherent functionality rather than its syntax. In
this way, these classifiers cannot easily be bypassed by only changing a small part of
the malware’s code.

Despite their effectiveness, these classifiers suffer from a serious issue. These
classifiers’ effectiveness relies on their complexity, and this complexity comes at the
cost of resource-intensiveness. As mentioned before, all these classifiers impose drastic
overhead on the system vulnerable to security threats to the point that their efficacy
is sometimes ignored. For instance, none of these methods can be implemented on an
implantable medical device because of their vast power consumption [6]. Although
security threats to these devices can be life-threatening, we cannot implement these
methods on them. It is because they have limited resources, and their batteries cannot
regularly be replaced.

It would be great to determine these classifiers’ knowledge to detect intrusions
and implement them in more efficient ways. For doing so, we have decided to use
different ML interpretability techniques. These methods can derive a signature-based
counterpart IDS that is way more efficient and almost as effective. After deriving
these signatures, we need to see how well they perform in detecting malicious network
traffic.

The best way to evaluate the derived signatures is to test them against real network
traffic and see if they are performing satisfactory enough or not. For doing so, we may
want to use network traffic from different organizations since network traffic produced
by one company may not be enough for evaluation. However, getting extra network
traffic and evaluating at our end imposes serious overhead on our available resources.
Sending signatures in plain text to third-party companies is not viable since it can
divulge confidential information about the security infrastructure. To overcome these
issues, we have decided to propose a way to filter network traffic from the encrypted
signature.

The absence of a comprehensive method that can be used to interpret these clas-

sifiers and then evaluate signatures derived from those led us to research this thesis.

1.2 Contributions

This thesis makes two significant contributions to the field of cybersecurity;
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1. Utilizing ML interpretability techniques to derive signatures from trained clas-

sifiers.

2. Introducing different methods for evaluation of the derived signatures and com-

paring them.

Although we have dedicated the bulk of the thesis to familiarizing readers with
the required background knowledge, these two contributions form its cornerstones.
Furthermore, in later chapters, we discuss the possibility of enhancing some of these
algorithms further.

At first, we discuss some basic concepts about the interpretability of different
ML models. We also introduce some basic techniques for ML interpretability and go
over their pros and cons. One should consider different criteria like local or global
interpretability and model-dependent or model-agnostic nature that the ML inter-
pretability technique offers.

Following that, we discuss different types of encryption of signatures that make
the filtering of network traffic possible without divulging confidential information in
the signature [7]. For doing so, we have tested conventional public-key [8], homo-
morphic [9], and order-preserving cryptosystems [10]. We have used RSA [11] as
an example for a conventional public-key cryptosystem. We have also considered
using Ivan Damgard, Martin Gaisler, and Mikkel Krgigaard (DGK) [12] (i.e. a ho-
momorphic cryptosystem named after its creators) and Paillier [13] for implementing
homomorphic encryption in this context. Based on our problem’s definition, we can
use a simplified version of order-preserving encryption that meets our constraints.

Finally, we show how ML interpretability and these signature evaluation tech-
niques relate to one another and give different alternatives for different scenarios

based on each method’s pros and cons.



’ Un-interpretable Machine
Initial Data Learning (Deep Learning) }— Un-interpretable Model |
Training )
' Simplification | e Approximation Algorithm
Function | Simplified Deta (SHAP or LIME)
¢ Training Interpretable
Signatures |

Encryption I i Secure Rule Matcher |— 4-{ Evaluation Result

Figure 1.2: The overall proposed scheme in the thesis

In Figure 1.2, after training an uninterpretable model (e.g. Random forest or
neural network), we use an approximation algorithm to find what features play the
most crucial role in the model’s classification. After finding those features, we use
them for training another ML model that is inherently interpretable. Using the
knowledge gained from the interpretable model, we derive one (or multiple) signatures
that can mimic the initial uninterpretable model’s functionality. In order to see how
well the derived signatures perform in blocking malicious traffic, we use network traffic
from other organizations. However, sharing the signatures in plaintext can divulge
some confidential information. Therefore, we have to encrypt them without hindering
the process of matching. Encrypted signatures are then sent to the organization whose
traffic we want to use for evaluation. The result can then be interpreted to see the

efficacy of the derived signatures.

1.3 Organization of the Thesis

The remainder of the thesis is organized as follows:
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Chapter 2 delves into the background knowledge needed to understand the the-
ses. First, we explain notions in ML interpretability and introduces different tech-
niques for that. Then we discuss what attributes homomorphic cryptosystems should
possess and what attributes mainly concern us. Finally, we explain the idea behind
order-preserving cryptosystems and their application in our proposed signature eval-
uation method.

Chapter 3 explains our proposed method for signature generation and puts real-
life scenarios in which the proposed methodology can work. It also clarifies each ap-
proach’s strengths and weaknesses in our methodology and, given specific constraints,
helps choose the best one.

Chapter 4 explains the details regarding implementing the proposed method-
ology for evaluation of derived signatures. This chapter talks about different cryp-
tosystems used in implementation of different schemes for evaluation process. We
also compare security and efficiency of each scheme. In comparing efficiency of these
schemes, we have provided numerical values for their runtime. Doing so helps the
reader better understands the resource-intensiveness of each approach.

Chapter 5 covers conclusions drawn from the thesis and takes a look at how
the methodology can be further enhanced. It outlines how this thesis affects the
cybersecurity discipline, and in what scenarios one can make improvements to this

proposal.



Chapter 2

Background

This chapter explains the keywords and concepts that are important to know before we
can propose our methodology. First, it defines ML interpretability and demonstrates
its paramount importance in different fields. Then, we go over different methods for
achieving this interpretability and compare their pros and cons. After that, we clarify
the notion of secure computation and how that relates to our problem. Finally, we
go over the idea behind different kinds of encryption (i.e. public-key, homomorphic,

and order-preserving) that help us find an answer to our proposed problem.

2.1 Deep Learning Introduction

Deep learning is breaking performance barriers day after day in extraordinary feats
that defeat our traditional beliefs on the limits of the computer algorithms. Un-
derstanding images, natural language, and generating art are some examples of its
enormous capability. In many areas, we see results that challenge traditional ap-
proaches or overtake human skills. Deep learning has also been applied to DDoS
filtering applications with success.

Deep learning methods, composed of multiple non-linear transformations, gener-
ate simpler representations of data combined to form complex hierarchical outputs by
using deeper architectures. Deep learning is a subset of machine learning that can au-
tomatically represent the world using a hierarchy of simpler representations. Thus, it
makes the feature extraction step automatic. Deep learning’s significant contribution
lies in its ability to extract features from complex data without an explicit feature
representation phase using subject-area expertise. Deep learning follows the same
general approach as ML, but in this case, the main algorithm is based on artificial
neural networks organized in different structures and combinations.

Neural Networks come in many structures and with specific inner workings de-

signed for different applications that show differentiated behaviours. From the simple
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shallow architectures to the complex multi-layered ones, there is a whole list of pos-

sible constructions used in practical applications.

Shallow architectures are architectures with a reduced set of layers and neurons.
In contrast, deep architectures have many layers and neurons and can be constructed
from simpler networks designed for specialist tasks. Neural networks are the building
blocks of the complex Deep Learning architectures that can be trained over very large
amounts of data and are responsible for most of the breakthroughs that have been
attained by this discipline.

In these shallow architectures, each neuron is connected to all the neurons in its
preceding and succeeding layers. Each of these connections has a weight, and we
assign a number called bias to each neuron. We first randomly assign a value to each
weight and bias in the architecture for training this structure. After that, we input
our observation into the structure to what value is returned by structure. The act
of inputting our observations values in the structure is called feed forward. We then
compare the returned value with the value we expected to get (i.e. actual labels).
After that, by using gradient descent or any other optimization algorithm that we see
fit, we change the values of those weights and biases to make the structure’s output
as close as possible to the labels we have. The following figure helps in understanding

the whole process:
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,,

\\%____//f
Layer O Hidden Hidden Layer 3
Input Layer Layer 1 Layer 2 Output Layer

Figure 2.1: Overall structure of an artificial neural network(ANN)

In training an ANN, we start by equating the first layer variables (z1,x2,z3, ...)
with the values we have for each feature in our dataset. we then observe the output
value returned by the structure (i.e. y1,ys in this case) and then update the weights

and biases accordingly.

In deep learning, we will consider an architecture a combination of several simpler
networks into a single structure. In this sense, when we describe an architecture, each

of the components’ structure must be analyzed in detail.

Deep learning can be used for finding an answer to a problem that asks for
a mapping from an input vector x = {xy,z9, -+ ,z,} to an output vector y =
{y1,y2, - ,yn}. By increasing the size of the network with more layers, with more
neurons or with new networks, the algorithm would be able to represent more complex

functions and obtain the desired results.
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2.2 Machine Learning Interpretability

Understanding ML models has always been imperative for engineers and scientists [14].
Based on the General Data Protection Regulation (GDPR) made by the European
Parliament and Council of the European Union [15], an explanation of the model’s
decision or prediction is mandatory for some agencies. According to that regulation,
every person affected by a model’s prediction has the right to know why the model
made such prediction.

Based on [16], ML interpretability is the ability to explain the inner-workings of a
model to humans. Gilpin [17] also defines interpretability as “when you can no longer
keep asking why.” A number of methods have been proposed so far to achieve ML

interpretability. We intend to introduce some of them in this chapter.

2.2.1 Tree Surrogates

In this method [18], we make an approximate flowchart of the algorithm that the ML
model follows to make a prediction. A decision tree is trained using the initial data
used to train the model and the model’s predictions as labels. Since long decision
trees themselves can be hard to interpret and generalize [19], one should avoid using
unnecessary features. After training the decision tree, the interaction between vari-
ables is assumed to indicate the complex model’s internal process. In this method,
we surmise each variable’s effect in prediction is related to the entropy [20], Gini
index [21], or any other criterion based on which the splitting happens in the tree.
Although there is almost no rigorous mathematical proof behind this method, it is
shown that this method can be useful in some disciplines. One such discipline is con-
volutional neural networks (CNN) [22, 23]. Another such discipline is interpretability
of an artificial neural network (ANN). The figure below shows a surrogate decision
tree for an ANN classifier trying to find one of the most critical features in classifying

network traffic.
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Figure 2.2: A decision tree surrogate visualization

Decision tree surrogate can act as a flowchart of the function learned by a more
complex machine learning. It can be seen in Figure 2.2 that the feature Bwd Packets/s
(i.e. backward packets per seconds) has the lowest entropy amongst all other features.
Backward packets are notifications to the sender generated by a congested router.
This indicates that it is the most distinguishing feature for deciding whether network

traffic is malignant or benign.

2.2.2 Shapley Regression Values

In this method [24], we try to find each feature’s importance based on its presence or
absence. However, since the features may have subliminal effects on each other, this
method proposes retraining models using all the subset of features with and without
the specific feature. If we denote the set of all the features with F', subset of features
with S, and the specified features as {i}, the comparison formula between two models
becomes fsug(Tsuy) — fs(xs). Therefore, since we have to consider all the subsets
S C F\{i}, the Shapely value as feature attribution is calculated as weighted average

of the formula for all possible subsets:

SN F|—|S|—1)!
b= ) > ||F||. =Y [fsug(@sugy) = fs(@s)] (2.1)
SCF\{i} '

In this way, we can assign a value to each feature representing its contribution in

helping the ML: model make the decision.



13

2.2.3 Local Interpretable Model-Agnostic Explanations (LIME)

To get to know what this algorithm does, we must first define local and global inter-
pretability. Local interpretation of a model refers to explaining the reason behind a
model’s prediction for a particular instance. However, global interpretability is con-
cerned with explaining the overall approach that the model takes for prediction [25].
Local interpretability is used when we try to explain the model’s behaviour for a
specific decision. On the other hand, global interpretability is used to detect bias and
compare two competing models [16].

The primary rationale behind this method is that a model’s local interpretation
(fidelity) can sometimes help us know its global interpretation (fidelity) [14]. In this
manner, this method first finds an interpretable representation of the data. This rep-
resentation is a binary vector whose content is dependent on the domain on which the
model is being used. For instance, in text classification, this binary representation can
indicate the presence or absence of a word, while the model itself may use something
more complex like word embeddings. After that, it tries to train an explainer over
interpretable representation. The explainer can then be used to see to what extent

each feature contributes to the model’s prediction. The detailed process is as follows:

1. We find an interpretable representation (binary vector) of the data denoted as

x'.
2. We sample a random number of non zero elements of ' and call it 2z’. The

number of draws and the act of drawing happens in a random uniform fashion.

3. We find z (the original space representation) from 2’ and use f(z) (the model

prediction) as our explainer label.

4. We define 7, as an exponential kernel to measure locality of z to x and also

weigh the model prediction on z.

5. We define €2 function that is used to return the complexity of the explainer. That
is because there is an inherent trade-off between complexity and interpretability,

as the authors suggest.
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6. We then try to minimize the cost function:

£(z) = argergin L(f,g9,72)+ Qg) (2.2)

The 7,(z) is an exponential kernel defined on distance function D with width o . The

expression for that function is:
7(2) = eap(—D(x, 2)2/0%) (2.3)

The f function is the model itself, and g is any linear model such that g(2') = w,.%/,

i.e. the explainer we are looking for. The loss function is also defined as follows:

L(fg,m) = Y mal(2) (f(2) — g(z)? (2.4)

2,2/ €2

——

Figure 2.3: A simple visualization showing LIME intuition

In Figure 2.3, pink and blue areas represent the complex model. The explainer
is the dashed line found by sampling around instances. The 7, function weighs the
samples’ predictions, and the size of the crosses and dots represents that weight in

the figure. Figure adapted from [14].
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In this manner, finding a useful explainer can itself be thought of as an optimiza-
tion problem that can be solved by ML methods.

Although the function g found in this manner is a local linear explainer for a more
complex machine learning model, it can sometimes give us insight into the model’s

algorithm.

2.2.4 SHAP (SHapley Additive exPlanation) Values

This method expands upon Additive feature attribution methods. First, we need to
define what these methods are in order to be able to explain SHAP values. Additive
feature attribution methods have the form of a linear regression function on binary
variables.

As stated in (Lundberg and Lee, 2017) [26], the best explanation for a simple
model is the model itself. However, when the model is complicated, we cannot use
the model algorithm for interpreting it. In that case, we try to find a local linear
approximation for that model and call it explainer. Authors of the paper (Lundberg
and Lee, 2017) [26] argue that all the methods in the additive feature attribution
class (e.g. DeepLIFT [27], LIME [14], Shapley regression values [24], ...) try to
find a single unique solution in different ways. This unique solution has the following

properties:

1. Local accuracy states that the explainer should match the complex model in

some specific locality.

2. Missingness says that when a feature is absent in making the model prediction,

no impact should be attributed to that feature (neither positive nor negative).

3. Consistency contends that if a feature’s contribution to a model’s prediction is
higher than its contribution in another model, then its impact coefficient should
be higher in the second model. This can be stated in the following mathematical

statement:
Let f.(2) = f(h(2")) and 2’ \ i denote 2z} = 0. For any two models f and

f/, for all inputs 2’ € {0, 1}, if f,/(2') — fo'(z/ \ i) > fu(2') — fo(2"\ ©), then
oi(f',x) > ¢i(f,x). M is the number of simplified features and = = h,(z').
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The explainer that conforms with the definition and properties given above should

have the following form:

= > ERME= D - v 25)
I Cal
|2’| is the number of ones in 2z’ and 2z’ C 2’ represents all the binary vectors z’ whose
ones are a subset of the ones in z’.

Following this line of reasoning, the paper’s authors propose SHAP values as a
unified measure for feature importance. First, they get the model’s expected value
when we do not know any input feature’s value. After measuring this expected value,
they add value from the dataset for a feature and see how much the expected value is
changed. They do this process until there is no feature left. This process is done by
going through all the possible ordering by which the features can be added. That is
because the order by which the features are added matters in a nonlinear ML model.

The SHAP value for each feature is then the average of all such ordering.

2.3 Snort-like Signatures

In this section, we demonstrate the general format of the snort-like signatures. These
signatures perform traffic filtering using different network attributes. They also sup-
port defining the action that needs to be done if the signature matches network

traffic. the following figure shows a simple snort-like signature with its different parts

annotated.
Source Port Number o
Rule Header Protocol . Destination IP Address Rule Option
& , e
\ 7 t
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Figure 2.4: Example of a Snort-like signature

Figure 2.4 depicts an example of a simple snort signature. The section outside
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the parenthesis is called the rule header. It can contain different constraints filtering
traffic based on various network attributes. in this example, the rule header filters
traffic based on the protocol used and source and destination port numbers and IP
addresses. We can also specify a more specific range for port numbers (e.g., source
port numbers between 100 and 500). multiple IPs can also be filtered using subnet
masking. The first keyword used in the rule header is the action that needs to be
done when the signature matches traffic based on the given constraints inside its rule
header. In this case, the signature shows an alert for each packet it filters. This
alert’s content is also defined in the rule option section (i.e., the section inside the

parenthesis).

2.4 Homomorphic Encryption

The main idea of homomorphism comes from abstract algebra. In order to be able
to explain it, first, we need to explain some definitions from that discipline. The first

thing that we need to know about is the group.

Definition 1 (Group). In abstract algebra, a group is a set of elements with a specific

operator that satisfies group axioms.

The group axioms are closure, associativity, identity, and invertibility. Any group

must have all these properties. Each of them is explained below.

Property 1 (Closure). The group set must be closed under its operator. For instance,
the set of Integers Z are closed under addition. It means that if we add any two
integers, the result is also an integer. Therefore, performing the operation (that is
addition in this case) on two elements in the set (which are integers), we get an

element already in the set.

Property 2 (Associativity). The order in which you apply the operator to three
elements should not matter. If we denote the group operation as * , and the group
elements as a, b, and c, this property can be shown in the following mathematical

ETPTESSION.:

(axb)xc=ax(bxc)
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Property 3 (Identity). The group set should have an element called the identity
element. If combined with another element under the operator, this element gives the

wnitial element as a result. This can be stated as follows:
axi=1%a=a

In the above expression, ¢ indicates the identity element, and a indicates another
element in the group (it can also be identity element). Although a group does not
need to have the commutative property (a x b = b * a), its identity element should

have this property.

Property 4 (Invertibility). There should be an inverse element for every element in
the group set. Any element combined with its inverse under the operator produces
the identity element. This element also should have commutative property even if the

group does not have it. This property is shown below in the mathematical expression:

The a superscripted by -1 indicates the inverse element.

Definition 2 (Homomorphism). A homomorphic function is a mapping from one
group to another. This mapping should preserve group properties in both of them. If
we denote two elements of the first group as a and b and we denote the function as
f, f(a) and f(b) should be the second group’s elements. We show the operator in the
first group as -, and the second group operation is shown as x. Based on the group
properties mentioned above, we should have x -y = z, and z is another element in the
first group. We should also have f(x) * f(y) = f(z). Since we had x -y = z, we can
substitute z and get f(x) * f(y) = f(x-y). Any function that preserves this equality

1s called a homomorphic function from the first group to the second one.

If we think of plaintext space as a group set and ciphertext space as another group
set, the homomorphic encryption is the homomorphism between these two groups. As
a result, if we denote two plaintexts as P, and P,, the encryption function as F, and
their corresponding ciphertexts as C'; and Cy, we can show that the homomorphism

is only preserved if the following expression is satisfied:

Cl*OQZE(Pl'PQ)
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Since the four fundamental binary operations can be done using only addition and
multiplication, we only consider those two operations as the group operation. Based
on this, homomorphic cryptosystems fall under two major categories [28]. Fully ho-
momorphic and partially homomorphic. Fully homomorphic cryptosystems support
addition and multiplication at the same time. Therefore, if we perform the proper
operation on two ciphertexts, we get the encrypted result in plaintext. The same is
also true for multiplication. Gentry’s circuits are the first and only example of fully
homomorphic cryptosystems [29].

Partially homomorphic encryption, on the other hand, support only one of these
two operations. They only support either addition or multiplication. DGK and Pail-
lier are examples of homomorphic cryptosystems that only support addition (additive
homomorphism). RSA and ElGamal are examples of multiplicative homomorphic
cryptosystems.As we explain in Chapter 4, the problem of secure rule matching can
be reduced to a secure comparison of two integers. As a result, we can only focus
on additive homomorphic cryptosystems. The reason is that in the computer, all
the four fundamental binary operations (addition, subtraction, multiplication, divi-
sion) are done using addition [30]. Furthermore, they are not as resource-intensive
as a fully homomorphic cryptosystem. Therefore, we only focus on the two additive

homomorphic cryptosystems mentioned above (DGK and Paillier).

2.4.1 DGK Public-key Cryptosystem

Damgard, Geisler and Kroigaard proposed this cryptosystem in 2007 [12, 31]. They
had to create a new cryptosystem for their proposed solution to secure comparison
of two integers. This cryptosystem has lots of application from cloud computing [32]
to smart metering systems [33].

Like any other cryptosystem, DGK also works with three main functions (i.e. Key
generation, encryption, and decryption). We now explain the processes involved in
each of them.

Key Generation: First, take three integers k, t, and ¢ such that &k >t > (.
Then, We need two ¢-bit primes, namely v, and v, and two other primes of length

k/2 that we call p and ¢ such that

vy | p—1
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v | g—1

In this way, if we multiply p and ¢ we generate a k-bit RSA modulus that we denote
as n. After that, we find the smallest prime having more than ¢+ 2 bits (greater than
2¢72) and call it u. After that, we find two random numbers g and h from ZZ. The
multiplicative order of A and g modulo p and ¢ should be v,v, and uv,v,, respectively.
The multiplicative order of a number (denoted as b here) modulo m, is the smallest

positive number a such that
b*=1 (mod m)

It’s obvious that b should be coprime to m. Otherwise, we cannot get a remainder of
one no matter what the value of a is. The public key is
pk = (n,g,h,u)

And the secret key (private key) is

sk = (pa q, Up, Uq)

In this way, the plaintext space becomes Z, and the ciphertext space becomes Z; .
Encryption: Apart from the message itself, the encryption function also relies on
a 2t-bit integer random number. That is because we want the same key to produce
different ciphertext every time it is applied to the same message using the same key.
In this way, the secrecy of the cryptosystem is maintained. The formula for encryption
is given below

E,;(m,r) =¢g"h" mod n (2.6)

Decryption: If we denote the ciphertext generate by encryption as E,,(m,r), for

decryption we have to perform two steps:

1. First, we raise both sides of the equation 2.6 to the power of v,v,. Notice that
both v, and v, are only known to the person that has access to the secret key.

The equation then becomes:
Epr(m,r)’% = (g"™h")"" mod n
Since the order of h is v,v,, we can replace h”"e with 1 and get:

E,i(m, )" = (¢°»"*)™ mod n (2.7)
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Because the order of ¢g"»" is wu, there is an injection from possible values of m

to values of (¢*#"*)™ mod n.

2. Then, by solving the equation 2.7, we can easily find m. We can also create
a lookup table along with the key generation process to facilitate finding m.
This lookup table should consist of all the values (g’"s)" along with the 4 for
0<i<u.

Homomorphic Properties: As mentioned before, DGK is an example of an addi-
tive homomorphic cryptosystem. The homomorphic characteristics of this cryptosys-

tem are as follows:

1. Homomorphic Addition: This property states that if we calculate the re-
mainder of the product of two ciphertexts modulo n (¢; * ¢co mod n), we get the
encrypted summation of their corresponding value in plaintext. This is written

below in mathematical expression:

Eye(m,7) - Epe(m’,r") mod n = Ey(m +m' mod u,r + 1) (2.8)

2. Homomorphic Multiplication of Plaintext: Using this property, we can
raise a ciphertext to the power of a plaintext and get their product value in the

ciphertext. This is written below:

Epi(m, )™ = Ep(mm’ mod u, rm’) (2.9)
Notice that this property only support multiplication of a ciphertext and plain-
text. It does not cover multiplication of two ciphertext. That kind of multipli-
cation is only supported in fully or multiplicative homomorphic cryptosystems.
The reason we have mod u in both 2.8 and 2.9 is because the plaintext space,

as mentioned before, is Z,.

Although we have only given properties regarding addition or multiplication, we can
easily tweak this cryptosystem to support subtraction as well. We are interested
in subtraction because we want to use this cryptosystem to compare two integers
directly. Doing so is only possible through their subtraction and observing the sign

of the result. Even though subtracting a from b is equal to adding b to minus a, we
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cannot multiply a ciphertext with minus one to get its corresponding negative value.
That is because, as mentioned before, the message space is Z,, and this space does

not include minus 1. The remedy to this problem is postponed until Chapter 4.

2.4.2 Paillier Encryption

Pascal Paillier proposed this cryptosystem in 1999. Just like RSA, this cryptosystem
works on the assumption that it is computationally infeasible to find n-th residue
modulo of a number that is of unknown factorization. Although the modulo used in
RSA is n and in Paillier is n?, the idea is pretty much the same. First, we need to define
some of the functions used in this system’s key generation step before proceeding any

further.

Definition 1 (Euler’s totient function). For every positive integer n, this function
returns the number of integers in the interval [1,n] that are relatively prime (coprime)

to n. This function is denoted by ¢(n).

This function has some useful properties that make its calculation easier for some

specific numbers. These properties are as follows:
Property 1. For every prime number p, ¢(p) =p — 1.

This property is evident because every prime number has exactly two positive

divisors; one and itself.

Property 2. This property states that if we have ged(m,n) = 1, then ¢(mn) =
d(m)p(n). GCD stands for greatest common divisor (i.e. the smallest number that

divides two or more numbers specified inside gcd operator).

Proof. For proofing this property, we need to show that the number of elements in
the set Z7 .., is equal to the number of ordered pairs (x,y) where z € Z}, and y € Z.
This can be done by showing a bijection between these two sets. If we assume that the
ordered pairs are of the form (z mod m, z mod n), where z € Z . finding the inverse
mapping from these ordered pairs to z would be the same as solving the following
system of the equations:

z=x (mod m)
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z=y (mod n)

From the Chinese Remainder Theorem [34], we know that there is only one solution
to this system mod mn. We also know that the only way that a number is coprime
to mn is by being coprime to both m and n at the same time. This proves the fact

that |25, | = |Z5,| - |Z2]. O

mn‘ -

Property 3. This property contends that if p is prime and k > 1, then ¢(p*) =
pr=pFt =k =),

Proof. Since p is prime, the only way for ged(p*, m) to be any number other than one
is for m to be multiple of p. We are only interested in the multiples of p that are less
than or equal to p¥. These multiples are p, 2p, 3p, ..., p" 'p = p. As you can see there
are p*~! of such multiples. Any number between 1 and p* except these multiples is

coprime to p*. Hence, ¢(p*) = p* — p*~ L. —~

Definition 2 (Carmichael’s function). This function associate a positive integer m,

to every positive integer n, such that

=1

a” =1 (mod n)

for every integer a in the set Z. Carmichael’s function is denoted with .

Just like Euler’s totient function, this function has some useful properties that
facilitates calculation of its value for some integers (specially prime ones). One of
these property is directly used in key generation phase of Paillier cryptosystem. These

properties are as follows:

Property 1. For every prime number p, the value of this function is:

Ap)=op) =p—1

Property 2. If we multiply two distinct prime numbers, namely p and q, the value
of the Carmichael’s function for their product is calculated using the following for-
mula [35]:

A(pg) = lem(o(p), ¢(q)) = lem(p —1,¢ — 1)

LCM stands for lowest common multiple. The operator lecm calculates this smallest

common multiple between all the numbers passed to it.
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Just like DGK, this cryptosystem consists of three major phases in its functionality
(i.e., key generation, encryption, decryption). We now explain the steps that comprise
each phase.

Key Generation: First, we choose two prime numbers, namely p and ¢q. For

these two numbers, the following equality should hold:

ged(pg, (p—1)(q — 1))

This equality is always true for primes of equal length. After finding these two primes,
we calculate their product and call it n. Then we calculate Carmichael’s function value
for n. As told before, the Carmichael’s function value for multiplication of two prime
numbers is equal to lem(p — 1,¢ — 1). Then, we select a random integer from the set
Z . After that, we have to ensure that n divides the order of g. For doing that, first,

we need to define a function in the following form:

L(m):a:—l

n
After that, we need to check the existence of a modular multiplicative inverse in the
following form:

1= L(g* mod n?)~" mod n

The modular multiplicative inverse of a number is denoted by writing —1 as a super-

script of that specified number. It should hold the following property:
aa"' =1 (mod n)

If p exists, it’s guaranteed that n divides the order of g. After finding u, the public

and private keys are as follows:

pub = (n, g)

priv= (A p)

Encryption: Suppose we want to encrypt a message m (it should be less than n);
first, we need to choose a random number r from the set Z . After that, the ciphertext

is calculated as follows:

c¢=g¢™-r" mod n?



25

Decryption: Given a valid ciphertext ¢ (i.e. a number from the set Z*,), the plain-

text is calculated as follows:
m = L(c* mod n?) - u mod n

Homomorphic properties: This cryptosystem has additive homomorphic proper-
ties, just like DGK. Below we explain each of them. We denote the encryption and
decryption function by E and D, respectively.

1. Homomorphic Addition: If we decrypt the product of two ciphertext modulo
n?, the result is equal to the addition of their corresponding plaintext modulo

n. This is shown below in mathematical expression:

D(E(mq,r1) - E(my,71) mod n?) = (m; + my) mod n

2. Homomorphic Multiplication of Plaintext: Using this property, we can
find out the result of the multiplication of ciphertext and plaintext. If we raise
the ciphertext to the power of plaintext and calculate its residue modulo n?, the
resulting number after decryption is equal to the product of the two plaintext
messages modulo n. The equivalent of this statement is written below using

mathematical expressions:

D(E(my,r1)™ mod n?) = mym, mod n

Like DGK, the homomorphic additive property of this cryptosystem can be used
to perform a comparison of integers. One of the most important applications of
these cryptosystems is secure integer comparison. In secure integer comparison, both
parties involved in the comparison should not find anything about the other party’s
input. However, in our case scenario, only one party is untrustworthy. Therefore, we
do not need to deal with all the complications regarding the implementation of secure

integer comparison.

2.5 Order Preserving Encryption

As its name suggests, this cryptosystem focuses on maintaining the relative order of

numbers even after encryption. If we have two plaintext messages m; and msy such
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that m; > ms, and their corresponding ciphertext is ¢; and ¢y, we can know for sure
that ¢; > co if the ciphertexts were calculated using order-preserving cryptosystem.
It is evident that this cryptosystem only works on numeric data. Although finding a
cryptosystem scheme that maintains this property may seem easy at first, it has its

challenges.

First of all, no order-preserving cryptosystem can be asymmetric. To prove this
claim, assume that we have such a cryptosystem. We should have a public key used
for encryption and a private key used for decryption. In this scheme, just like any
other asymmetric cryptosystem, it is fair to assume that an adversary can access
public key and any ciphertext. Using the public key, the adversary cannot decrypt
the ciphertext that he has. However, he can encrypt any number that he chooses.
Suppose that the adversary encrypts a random number that he generated using the
public key. Since the cryptosystem used in this scenario is order-preserving, he knows
he can compare the ciphertext generated by him with the one he intercepted and
determine the relationship between the two numbers. If the adversary keeps doing
that, he can get to the actual plaint text with the time complexity of O(logn) using

a binary search.

Secondly, there is no way that this cryptosystem is INDistinguishable under
Chosen-Plaintext Attack (IND-CPA). In order to define what IND-CPA is, we need
to lay the groundwork of a hypothetical scenario. Suppose that we have an adversary
with two different plaintext messages on one side and a trustee with access to the cryp-
tosystem’s private key on the other side. The adversary sends both of the messages
to the trustee and asks for their ciphertext. The trustee only sends one ciphertext.
At this stage, the adversary cannot know for sure that what plaintext produced what
ciphertext. However, if this process continues for some time, he can know for sure
what ciphertext is for what plaintext. This is because of the inherent property of
the order-preserving cryptosystem (i.e. maintaining order even after encryption). In
any other cryptosystem that is IND-CPA, the adversary’s guess is approximately as
good as random guessing. That is because those cryptosystems randomize generated
cyphertext. Hence, even using the same key and the same plaintext gives a different

ciphertext each time.

Despite the problems that were just mentioned, the benefits of order-preserving
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encryption are too much to ignore. The main application of these cryptosystems
is in databases. Even though the interfaces provided by the database management
system (DBMS) usually provide an acceptable level of security, one may access the
database files on the disk by bypassing those interfaces. If that happens, none of
the security measures taken by the DBMS help in protecting the data. Conventional
cryptosystems are also not suitable for encrypting database files since we have to
decrypt them in retrieving information for each query.

So far, the only feasible solution for this problem is using an order-preserving
cryptosystem. By maintaining the order, these cryptosystems make it possible for
queries to be performed even on encrypted data. In that way, predicates containing
MIN, MAX, range, and COUNT can be run without decryption. ORDER BY and
GROUP BY operation are also applicable to the encrypted data. Furthermore, they
provide an additional layer of security. As a result, even if one gains access to the
actual database files on the disk, no information is divulged.

Following are different methods for implementing an order-preserving cryptosys-

tem:

1. Addition of random numbers [36]: In this scheme, the encryption of any
integer is done by adding that many random numbers. If we denote ciphertext
with ¢, and the integer to be encrypted with p, the encryption formula becomes
c = ?:0 R;. The R; in this formula denotes the jth number generated by
the pseudorandom number generator R. Although easy, this scheme has two
significant drawbacks. First, invoking the pseudorandom number generator p
times for encryption and decryption is computationally-intensive. Second, since
the ciphertext distribution resembles plaintext distribution, this scheme is prone

to estimation exposure.

2. Daisy-chained polynomial functions [37]: For encryption using this scheme,
we use multiple monotonic increasing polynomial functions, usually of first or
second order. The key in this scheme is the file containing the coefficients of
these polynomials. For encrypting a value, we give the number to be encrypted
as input to the first function. Then, we give the output of the first function
as the input of the second. This process continues until the last function. For

decryption, we follow the same procedure in reverse order (i.e. starting from the
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last function and ending in first). Although the distribution of ciphertext may
not be similar to the distribution of plaintext in this scheme, the ciphertext dis-
tribution is dependent on the distribution of plaintext. Therefore, conclusions
can be made about the distribution of plaintext by studying the distribution of
ciphertext.

3. Encryption using a lookup dictionary [38, 10]: This scheme uses a dictio-
nary using (key, value) pairs for encryption and decryption. In this scheme, the
key is the plaintext, and the value is the ciphertext associated with that plain-
text. Encryption is then achieved by finding the value in the lookup table for
a given key, and decryption is finding the corresponding key for a given value.
This lookup table can be created in a way that obfuscates the distribution of
plaintext. Suppose that our plaintext space consists of n distinct integer values.
First, we choose an arbitrary distribution. Then, we sample n distinct values
from the chosen distribution. After that, we sort the sampled numbers and
the numbers in plaintext space in two different lists. The lookup table is then
created by putting these two lists next to each other. The ciphertext for the ith
element in the first list is given by the ith element in the second list and vice
versa. Despite its simplicity, this scheme has two major problems. First, the
lookup table that acts as the encryption key can be large (it has twice as many
unique values as there is in plaintext space). Second, if we need to add a new

value to plaintext space, the whole table may need to be created from scratch.

As mentioned before, order-preserving cryptosystems mainly developed to be applied
in databases. However, since we aim to use them for encrypting network signatures,
some of the problems associated with the schemes explained above may not be as
important as they are in database management systems (DBMS).

For instance, the problems mentioned for the scheme that uses a lookup dictionary
are not that big of a deal in our context. That is because all the network packets’
attributes have a predefined range. Hence, we may never need to recreate the lookup
table from scratch. The table’s size is also negligible due to the limited number
of unique values used in network signatures. Therefore, we choose this scheme for
encryption of network signatures. It is faster, easier to implement, and does not

divulge any information about the plaintext distribution.



Chapter 3

Proposed Methodology for Signature Generation

3.1 Introduction

As mentioned before, we wanted to see if it is possible to derive a signature (or multiple
signatures) that can approximately perform as well as a machine learning model in
classifying network traffic. To do so, first, we need to have a reliable machine learning
model. The process of training a model always starts with finding data. Therefore,
we need to start looking for a dataset that contains benign and malignant network
traffic along with different attributes associated with network packets.

The dataset that we have used is the dataset provided by the University of New
Brunswick. We have used distributed denial of service (DDoS) attacks provided by
(Sharafaldin et al., 2019) [39].

This dataset consisted of eleven different CSV files, each for a different kind of
DDoS attack (e.g. DNS, UDP, MSSQL, ...). Due to the limited resources available,
we have decided to go with a portion of one of these CSV files. The file that we chose
consists of DNS DDoS attacks and benign network traffic.

3.1.1 DNS DDoS Attacks

Denial of service (DoS) attacks are malicious attempts to disrupt a network infras-
tructure’s normal function. These attacks aim to overwhelm the network to the point
that it cannot serve the clients anymore. In some cases, these attacks do not origi-
nate from a single source. The adversary may use multiple compromised systems to
initiate and carry on the attack on the specific network. In such a case, the attack
is considered a distributed denial of service (DDoS). Sometimes an adversary uses
DNS protocol to send numerous domain name resolution requests to the victim to
overwhelm its network infrastructure. This kind of attack is called a DNS DDoS
attack. The adversary may forge its DNS request packets’ source IP address and

29
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change them to the victim’s IP address. In that way, since the victim sees itself as
the source asking for a response, send the response packet to itself and further in-
crease its workload. This technique of changing source IP address to the victim’s IP
address is called Reflection, and it may be used with protocols other than DNS (e.g.
MSSQL, NTP, TFTP, ...).

3.2 General Methodology

Initially, the CSV file for DNS DDoS attack consisted of eighty-eight columns (eighty-
seven features and one label column). This CSV file has 5074413 rows (instances) in
total. 5071011 of these instances were DNS DDoS attacks, and the rest (3402) was
benign traffic. We have sampled 100000 instances from malicious traffic to make the
training process tractable. Since the data is heavily imbalanced (= 96.71% of the
data is malicious and the rest is benign), we have decided to combine all the benign
traffic from the other 10 CSV files and append it to the file that is being used for
training. After this coalition, we end up with 84340 benign traffic. Hence, =~ 54.24%

of the data becomes malicious, and the rest (= 45.76%) becomes benign.

3.2.1 Data Preprocessing and Training the Classifier

After sampling data from designated dataset, we remove unnecessary columns. By
unnecessary, we mean the columns that even if we remove, we will not see a significant
reduction in the accuracy of the model trained on them. These columns are the ones
that are highly correlated to other columns or have mostly zeroes as their values.
Doing so reduces training time drastically, and as a result, we can spend more time
on hyperparameter tuning of the model.

For this phase, we have used Pandas’ profiling library. Using this library, we can
detect features that have a high correlation. We can also find features that are mostly
zero. We then keep only one of the columns that have a correlation coefficient of more
than 0.9. Likewise, columns that are zero 98% of the time are removed. After this
phase, the number of columns reduces to 32 from 88.

For the training process, we have decided to use Artificial Neural Network (ANN).
The reason for that choice is the notoriety of these models in being uninterpretable.

This model has one input layer, two hidden layers, and one output layer. Since these
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models are complex and can easily be over-fitted when the data’s size is not so big,
we do not make this model deep. The input layer has 31 units (i.e. the number of
columns minus the label). Each hidden layer has ten rectified linear units (ReLU),
and the function used in the output layer is sigmoid. Since we try to train a binary
classifier, we only need one unit in the output layer. Below is the graph that shows

the overall architecture of the classifier:
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- Dense Layer (10 units) Qutput layer
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Input layer (32 units) ‘ o

Figure 3.1: Architecture of the ANN trained as NIDS

For training the model in Figure 3.1, we have used batch size 32 and 10 epochs.
Twenty percent of the data is reserved for testing and the rest is used for training.
For dividing the data into training and testing set, we have used stratified sampling

(i.e. maintaining the relative frequency of each class in training and testing set).

3.2.2 Machine Learning Interpretability

After training the model, we use the LIME and SHAP algorithms discussed in Chap-
ter 2 as our ANN classifier’s interpretability technique. Using these two algorithms,
we can find out the features that are playing the most important part in helping the
classifier predict a network packet is malicious or benign. The overall procedure for

this scheme is shown below:
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Figure 3.2: Overall procedure for ML interpretability

As mentioned before, the simplification function is dependent on the specific disci-
pline on which the machine learning is applied. Hence, its definition is almost always
embedded as a preliminary step in the library implementing the approximation algo-

rithm.

SHAP

First, we use SHAP as our approximation algorithm. The feature attribution graph

that is returned by the SHAP algorithm is shown below:
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Figure 3.3: Feature attribution found by SHAP

In Figure 3.3, It can be seen that based on this algorithm, the three features Fwd
Packets/s (i.e. number of packets received per second), Source Port, and Flow Dura-
tion, play the most important role in predicting if a packet is benign or malignant.

After finding out those distinguishing features, we can filter the dataset by differ-
ent values of each feature to see what proportion of benign and malicious traffic is
returned. Below we show graphs for two of these features showing the proportion of
benign and malicious traffic returned after filtering the data based on different values

for these two features.
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Figure 3.4: Filtering result based of different values of the feature “Fwd Packets/s”

Figure 3.4 shows that if we filter the data based on forwarding packets per second
being more than a specific number, the proportionate of malicious traffic increases
almost monotonically. The steps that are seen in the graph are for the wide range
of forwarding packets per second (from 0 to 2000000). We had to increase the flow

duration by 100 each time to make it feasible to cover all its possible values.
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Figure 3.5: Filtering result based of different values of the feature “Flow Duration”

Figure 3.5 shows that if we filter data based on flow duration being less than
a specific number, the proportion of returned data favours malicious traffic for that
number’s small values. As we increase that number’s value, the proportion gets closer
and closer to its initial value for unfiltered data.

Although SHAP recognized source port as the second most important feature in
helping the model prediction, this feature cannot be used solely to filter the traffic.
First, the variety of port numbers is not enough to create a smooth curve. Second,
since the source port number is usually assigned randomly for the client, it cannot
indicate malicious or benign traffic when used alone. Hence, a similar diagram for

this feature does not give us useful insight.
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LIME

As mentioned before, LIME is usually used to define the behaviour of a model for
some specific prediction. This algorithm is useful for scenarios in which one wants
to explain to someone affected by the model’s decision about the rationale behind
the decision (e.g. a financial advisor trying to explain to the client why he/she has
been rejected an increase in the line of credit). In our context, we are interested in
the general approach that the machine takes for classifying the network traffic rather
than its methodology for a single instance. However, we have used LIME as well to
see if it gives us an insight into the machine learning model.

Using LIME to perform feature attribution is itself a training process. We use the
model that we have and a portion of the data used to train that model to generate
a more interpretable approximation. After training that approximation, we get a
weight for each feature and a general intercept (just like a linear regression model).
After that, we can see how and to what degree each feature contributes to the model’s

prediction. Following is the graph showing the weights of some of those features:
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The blue bars in Figure 3.6 are attributes that work in favour of malicious traffic
(i.e. helping us make sure they are malicious). The red ones are the features acting
against that (i.e. an indication of malicious traffic). However, since this model is a
binary classifier, each feature helps us understand class classification directly or by
acting for the opposing class. The ranges that are shown for each feature on the left
are for the sampling phase of LIME. Since LIME generates an approximation of the
actual model, the above weights are valid in the specified ranges.

First, we will check the proportion in returned traffic if we filter data based on
the “SYN Flag Count.” This feature’s only possible values are zero or one (a binary
feature) in this dataset. If we set the value of that feature zero, the proportion in
returned data is 0.7942 to 0.2058, favouring malicious traffic. If we set the value of
that feature 1, we get 67.81% Benign traffic and 32.19% malicious traffic.

In the diagram shown below, we have tested the second most important feature
found by LIME. Based on what is inferred from LIME’s graph (Figure 3.6), forward
header length should act against malicious traffic for values higher than 64 for that
feature (i.e. traffic with forwarding heather length more than 64 tends to be benign).
This graph can be used to check the validity of such a conclusion made by LIME.
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Figure 3.7: Filtering result based on the feature “Fwd Header Length” in large scale

The graph in Figure 3.7 was created for values between 0 and 500. This range
does not cover all the possible values for this variable.

As you can see, although this conclusion may hold for values near 64, it is not the
case far away from 64. Below we show the same graph with a much smaller scale to

cover more values for this feature.
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Figure 3.8: Filtering result based on the feature “Fwd Header Length” in small scale

To make the creation of the graph in Figure 3.8 feasible, we have incremented the

value of the variable by 100 in each step.
In the Figure 3.8, we can see that the general trend suggested by LIME does not

hold for all the values of this feature more than 64. However, for a specific value
(2801 to be exact), we can get a high proportion of malicious traffic (up to 92%).
This observation shows that even if the weights suggested by LIME may not be right
for global interpretation, we can still use the feature found by that algorithm to
understand the general importance of that feature for the model’s prediction.
Another thing worth mentioning is that the graph created by LIME is more sus-
ceptible to change than the one created by SHAP. That is because LIME tries to
approximate the model in the locality of an instance. This locality is prone to even
small changes made to the data used for training. Based on the knowledge that we

have from the importance of each feature from LIME and SHAP, we can use the
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features found by these algorithms to train a classifier that is inherently interpretable
(something like logistic regression [40] or SVM [41]). We have tested this idea on all
the combinations of the two most important features found by LIME and SHAP. The
coefficients produced by the logistic regression model can then be used to produce a

signature for blocking malicious traffic.

3.3 Deriving Snort-like Signatures

After using LIME and SHAP to find critical features in classification, we should see
how well a combination of these features perform. For testing the combination of
any two features found, we can draw a 3D graph. However, doing so does not help
derive a signature. That is because the knowledge gained from 3D graphs is subject
to perspective, and it is generally challenging to represent them properly in a 2D

environment.

3.3.1 Deriving Snort-Like Signatures

For the reasons mentioned above, we have decided to use another machine learn-
ing model that is inherently interpretable to see how well those features perform in
classification. Omne of such models is logistic regression. Using this model and the
coefficients found for each feature in this model, we can directly find the signature
that mimics this model’s behaviour. We have decided to test this idea on the two
features found by SHAP values (Fwd packets per second and flow duration). As
mentioned before, the source port number is almost always chosen randomly b the
client’s machine. Therefore, we do not use it in training the logistic regression. After

training the logistic regression, the model becomes a linear function of the form:
p
t=In <1Tp) = Bo + Biz1 + Baxo (3.1)

In the above formula, fy represents intercept of the line (i.e. bias), and 8; and S
denote the coefficient for the features x; and x,, respectively. p is also the probability
of one instance being malicious. Hence, 1 — p becomes the probability of the instance
being benign.

For finding out what values of each feature should each instance have to be clas-

sified as a malicious traffic or benign, we must find when the value of this function is



41

positive or negative. However, this is the case when we choose the threshold to be 0.5
(if a packet has a more than fifty percent chance of being malicious, then the model
should classify it as malicious). For different threshold values, instead of checking for
the sign of the function value, we must check for another positive or negative value

that corresponds to that degree of the threshold.

3.3.2 Comparative Analysis

For training this function, we have used 75% of the data. Stratified sampling has
also been used in this case. After testing the model on the remaining 25%, we
check different criteria to see which combination of features returns the best logistic
regression model.

First, we train the logistic regression model using SHAP’s two features (i.e. Fwd
packets per second and flow duration). After training this model and testing it on

the test set, we get the following values for evaluation metrics shown below:

Classes | Precision | Recall | F1-Score | Accuracy
Benign 0.93 0.78 0.85
Malicious 0.84 0.95 0.89 0.88
Total 0.89 0.87 0.87

Table 3.1: Evaluation metrics for Logistic Regression model trained by features found
by SHAP.

If we repeat the same scenario using the two features found by LIME (i.e. SYN
flag count and forward Header Length), we get the following table:

Classes | Precision | Recall | F1-Score | Accuracy
Benign 0.68 0.97 0.80
Malicious 0.96 0.61 0.74 0.77
Total 0.82 0.79 0.77

Table 3.2: Evaluation metrics for Logistic Regression model trained by features found
by LIME.

Although the recall for benign traffic is way more in this model than the previous
one, we are interested in recall for malicious traffic, accuracy, and overall F1-score.
Therefore, we have decided to go with the model trained on the features found by
SHAP value.
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After training, the formula for the first logistic regression model becomes as fol-
lows:

In (%) = (=20—9) + (1.le—6)z, + (—6.51e—5)zy (3.2)
In the above equation, x; represents the value for forward packets per second and x5
represents the value for flow duration. p still represents the probability of an instance
being malicious.

After that, we can find a signature that can filter some portion of malicious traffic
using the knowledge gained by interpreting the classifier. For finding the signature,
we must find a combination of value for those two features that make the function
positive. As said before, this is the case for threshold 0.5; for other values, we must
look for other values of the function.

Based on the features’ coefficients in the model’s function, we have to look for
traffic with low flow duration and high forward packets per second. We consider the
traffic with a flow duration of less than 1000 and forward packets per second more
than 1 million. After that, we try to see how well this signature is performing in
detecting malicious traffic. For that, we test on the same dataset with which we
trained our ANN classifier.

The derived signature returns 90% malicious traffic and 10% benign traffic. This
retrieval includes 67% of all the malicious traffic in the dataset. When used on the
dataset with MSQL DDoS attack, the same signature returns 98% malicious and 2%
benign. At first glance it may seem that this high proportion may be the result of the
dataset being imbalanced. However, this retrieval includes 78% of all the malicious

traffic in the dataset. This observation attests to the efficacy of the derived signature.



Chapter 4

Secure Rule Matching

After deriving the signatures from the machine learning model, we have to evaluate
them to see how well they are doing to block malicious traffic. Although testing the
signature on the dataset that we already have can act as a preliminary evaluation,
it would be great if we could perform this evaluation in a real-life scenario. The
advantage of evaluation using real-time data over premade datasets is that these
datasets often fail to convey an unbiased sample of the population of interest. Hence,
the best way to test them is by deploying them in a system to see how well they
perform. Furthermore, it is useful to not only rely on the network traffic from a single
corporation. Diversifying our test space shows the true potentials of the signature

and can help us make the evaluation process more rigorous.

Using network traffic from other corporations for the sake of evaluation can be
done in two ways. First, we ask the corporation for their network traffic and test
the signature using their traffic and our own resources. Doing so is the safest way
since we do not share any information with the corporation whose network traffic is
being used. Although safe, this solution is not entirely feasible. That is because we
always have limited resources at our disposal, and it does not make sense to dedicate
a high proportion of them to the evaluation of signatures. As a result, we again fail to
diversify test space enough because the evaluation of signatures using network traffic

from multiple corporations using our resources imposes considerable overhead on us.

An alternative way would be sending the signature to the designated organization
so the evaluation can be done on their systems using their resources. This latter
method is way more efficient than the former one. However, it has a significant
drawback. The signatures that we derive from interpreting the machine learning
model may sometimes contain sensitive data about the network infrastructure. As a

result, these signatures cannot be passed around freely.

Another problem with this method is that even if we encrypt the signature itself

43
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and perform decryption in the end system right before the matching process, the sig-
nature’s information can be reverse-engineered using the filtered traffic. To overcome
these problems and get the best of both worlds, we have devised multiple methods

for performing this matching process, each having its pros and cons.

4.1 Conventional Asymmetric Cryptosystem

In this method, we can use any asymmetric cryptosystem of our choice. First, we
implement a rule matcher system with public and private key embedded in it. Then,
we deploy that system in the corporation systems whose network traffic we are inter-
ested in. After that, we encrypt the signatures file using the public key that we have.
Since the code for the system deployed in the corporation’s unsafe environment is
compiled, they have no way of accessing the private key (we call this compiled system
secure rule matcher). Therefore, the decrypted signature file cannot be seen by an
unauthorized user. After sending the encrypted signature file, it is decrypted using
the private key in the rule matcher. The decrypted signature file is then used to filter
traffic. The matched traffic that is returned by the signature needs to be encrypted
as well. If the filtered traffic is sent back unencrypted, as mentioned before, it can di-
vulge some confidential information. As a result, the filtered traffic is also encrypted
using the private key in the rule matcher. The encrypted traffic is therefore sent back.
If we are interested in evaluating multiple signatures simultaneously, we can assign a
unique ID to each signature and the traffic it has matched. After receiving encrypted
network traffic filtered using the signatures, we can decrypt them to see which one is

benign or malicious. The overall procedure for this scheme is shown in Figure 4.1.
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Figure 4.1: RSA scheme for signature encryption

In this scheme, we have used RSA as our asymmetric cryptosystem. The over-
all scheme is shown in Figure 4.1. Choosing any other asymmetric cryptosystems
does not contradict this methodology. Here, the secure environment refers to the
corporation’s infrastructure, whose signatures are pending evaluation. The insecure
environment refers to the infrastructure of the corporation whose traffic is being used
for evaluation.

As it is shown in Figure 4.1, the private key has to be embedded in the secure rule
matcher in this scheme. Although doing so saves us much time in implementation, it
has its own drawbacks security-wise. Embedding the private key inside a secure rule
matcher may not be acceptable by corporations that demand a high level of security.

Apart from security, this scheme has some problems in scenarios when there is
a large signature file, and the traffic that we want to filter with those signatures is

relatively small. The problem is that RSA is only able to encrypt files as big as its
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key size. Therefore, for a key size of 2048 bit, the maximum file that it can encrypt
is 256 bytes. For encrypting bigger files, usually, a symmetric cryptosystem is used
along with that. For doing that, first, we encrypt the big file using the symmetric
cryptosystem key (e.g. AES key). Then, we encrypt the symmetric cryptosystem key
with RSA public key. In this way, the decryption process is done by first decrypting
the symmetric cryptosystem key (using RSA private key) and then decrypting the
actual file using that.

Doing the process mentioned above can be time-consuming for the corporation
whose traffic we want to use if we have a large signature file. An alternative to that
is converting signature files so that filtering can be done without decryption of the

signature file. This conversion method is explained in the next section.

4.2 Order-preserving Cryptosystem

For implementing this scheme, we need an arbitrary hashing algorithm for converting
the name of attributes in the signature file and the order-preserving cryptosystem for
encrypting the values of those attributes. Since order-preserving cryptosystem works
only on numeric data, we need an encoding method that maps categorical attributes
in the signature files to its corresponding numeric value. As mentioned before, the
order-preserving encryption that we use consists of a sorted list of numbers that act
as the key for this cryptosystem. The cyphertext assigned to each number is defined
by the relative magnitude of the number being encrypted. In this way, the order of
numbers is maintained even after encryption.

The encoding method should also consider the comprehensiveness of the categori-
cal attributes it is trying to encode. For example, since application-layer protocols like
HTTP and DNS use TCP protocol to operate, filtering network traffic based on TCP
should also return all the traffic using these application-layer protocols. Therefore,
the encoding scheme must choose a number for TCP that is higher (or lower) than
all the other numbers assigned for application-layer protocols that use it. The same
scenario applies to UDP (or other keywords used in signatures like IP and ...). To
avoid overlap for these comprehensive keywords (UDP, TCP, IP, ...), the encoding
scheme should choose different ranges for each of them. After that, we can encrypt

the numbers assigned to each of them using the order-preserving cryptosystem. After
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conversion, the signature file gets the following form:

< Hashed value of the attribute’s name > : < The encrypted value >

The choice of the hashing algorithm is arbitrary, but this choice has to be projected
in the secure rule matcher.

After that, the file used for encoding signatures (encoding scheme map) is en-
crypted using an RSA private key. The corresponding public key for this cryptosys-
tem should also be embedded in the secure rule matcher later for decryption. These
files are then sent over to the secure rule matcher.

The following figure depicts the overall procedure for this scheme:

Encoding Scheme 11 { Unencrypted Network ‘
Map Encrypted with : Traffic
RSA Private key 2\
Signatures Encrypted |‘/ Secure Rule Matcher |
With Order- 1.2 with OPES Key and RSA
Preserving Encryption I Public Key J
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Figure 4.2: Order-preserving scheme for signature encryption

Since order-preserving encryption is symmetric, in this scheme, the key should
also be embedded in the secure rule matcher.

After sending the encoded and encrypted signature files, we have to the same thing
on the network traffic. First, we encode the network traffic’s categorical values; then,
we encrypt each attribute value using OPES. In this way, filtering network traffic
based on the signature boils down to a simple comparison of numeric values.

Filtered traffic is also encrypted using the embedded RSA public key to prevent

unauthorized persons from reverse-engineering the signatures. The result is then sent
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back to the secure environment for decryption.

It is evident that the security in this scheme is not any better than the previous
one. However, when the ratio of signature file size to the network traffic size is large,
this scheme is expected to impose lower overhead to the infrastructure in the insecure
environment. Generally speaking, if the time it takes to decrypt the signature files is
more than the time it takes to encrypt network traffic using OPES, then this scheme
is preferable over the first one. By using this scheme, we have reduced the amount
of overhead that the insecure environment faces that the cost of increasing it in the
secure environment.

In some cases, one corporation might choose to sacrifice efficiency in favour of
security. In these circumstances, embedding the secure rule matcher with the private
key (in the case of OPES, private and public keys are the same) is unacceptable.
Therefore, we have to come up with another scheme in whose agenda security has the

highest priority.

4.3 Homomorphic Cryptosystem

In this scheme, we again need an encoding method just like the one we used for the
scheme mentioned above. However, in this scheme, the cryptosystem used to encrypt
each attribute’s value should be homomorphic (e.g. DGK, Paillier, ... ).

Just like the previous scheme, this one also starts by encoding categorical values in
the signature file. After that, the signature file is converted in the same format men-
tioned above with a subtle difference. This time, instead of encrypting the numeric
values using OPES, we use a homomorphic cryptosystem. We have chosen DGK as
our homomorphic cryptosystem in this scheme.

After converting the signatures, the encoding scheme map is also encrypted using
the DGK private key. The converted signature file is then sent over to the secure rule
matcher along with the encrypted encoding file.

After that, the unencrypted network traffic is fed to the secure rule matcher. In
the same way, encoding and encryption are performed on the unencrypted network
traffic. Again the filtering act becomes as simple as comparing two numeric values.
However, in this scheme, the order of numbers is not evident while they are encrypted.

To perform this comparison, we decided to use the additive homomorphic property
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of this cryptosystem.

To make this comparison, we should first calculate the encrypted value for the
negative of a number. That is because subtracting two numbers is the same as
adding the first one with the negative of the second one. We cannot multiply the
plaintext value by —1 and pass it to the formula 2.6 to get an encrypted value for
that number’s negative value. That is because in this cryptosystem (i.e. DGK), the
plaintext space is Z,,, and it does not include any negative number. However, there is
a way around this limitation. Suppose that the plaintext value of the number whose
negative value we want to encrypt is m. We are interested in finding the encrypted
value of —m. Let’s denote the encrypted value of m by c¢. We then calculate the
encrypted value for the product of m and v — 1 (u is given in public key and is
accessible). Formula 2.9 can be used to calculate this encrypted value. In that
formula, ¢ is equal to E,;(m,r), and m’ is equal to u — 1. After putting these values
inside formula 2.9, the right side of equality becomes E,x((mu — m) mod u,ru — 7).
We know that (mu —m) mod u is equal to —m. Therefore, the right side of equality
in formula 2.9 becomes E,(—m,ru — r). This value is the encrypted value of —m

(i.e. the value we were looking for).

After that, we should first calculate the encrypted result of the two numbers’
subtraction using the formula 2.8. We perform this operation every time we want to
compare two numbers. The encrypted result of these subtractions is then stored in
a file. The file is then sent back to the secure environment for decryption. However,
when the result of the subtraction is positive, the decrypted value is still positive.
This problem arises from the fact that this cryptosystem uses modular arithmetic.
In modular arithmetic, the result of subtraction is never negative. For instance,

(2 —3) mod 4 is 3 (instead of —1).

To distinguish negative numbers from positive numbers after decryption, we have
to know the subtraction result’s possible range. Based on our application, we al-
ready know that. For instance, suppose that we want to compare two port numbers.
Since a port number is an integer between 1 and 65535, we know that the two port
numbers’ subtraction result is between —65534 and 65534. By choosing our message
space big enough (which, in this case, is insured by choosing the L parameter of this

cryptosystem a number more than 16), we can solve the problem of distinguishing
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between positive and negative numbers. Following our example, in this manner, if
we see a number more than 65534 after decryption, we can be sure that the result
of subtraction was indeed a negative number. This line of reasoning can easily be
extrapolated to cover the comparison for other attributes.

After finding out the sign for the subtractions’ results, the file is sent back to the
secure rule matcher. Secure rule matcher uses this file to perform filtering. After
getting the filtered traffic, we encrypt it using the DGK public key. The result is then
sent back to secure environment. It can then be decrypted using DGK private key.

The overall process is shown below:
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Map Encrypted 1.1 ' [ 2 :
with DGK Private 4 B
Key Secure Rule Matcher
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Figure 4.3: DGK scheme for signature encryption

Although the encoding scheme map is encrypted using DGK private key, it cannot
be considered a vulnerability because it does not include any confidential information.
Therefore, in the case of DGK public key exposure, the system’s security is not
compromised.

The main pitfall of this scheme is its efficiency. This scheme’s overhead imposed
on secure environment is almost equal to when we get the traffic from insecure en-
vironment and perform filtering using secure environment resources. We test this

hypothesis by doing some experiments.
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4.4 Comparison and Analysis

In this section, we try to compare the runtime for each of the schemes that were
mentioned. For doing so, we have used a pcab file downloaded from the Wireshark
website. This file includes one million network packets. We have filtered this network
traffic using three different signatures in each of the schemes mentioned earlier. The

runtime for filtering each signature in each scheme is given in the following table:

No. of Matched Packets | Elapsed Time Signature Scheme
360451 DGK
2195 379 Signature one | OPES
348 RSA
358664 DGK
910883 423 Signature two | OPES
295 RSA
368130 DGK
849962 414 Signature three | OPES
305 RSA

Table 4.1: Matching result for different schemes

In Table 4.1, the total number of packets in the pcab file was 1 million. The unit
for elapsed time is millisecond.

Table 4.1 shows us interesting results from the efficiency of each of the schemes.
Although at first glance, it may seem that the first scheme (RSA) is more efficient
than the second one (OPES), it is not always true. As mentioned before, RSA can
only be used to encrypt files as big as its key length. Hence, for encrypting large
files, we have to either use another symmetric key along with it or break the file into
smaller parts. Breaking up the file into smaller parts and encrypting each part with
RSA is not an efficient solution. Therefore, what usually happens in this scenario is
that we first use a symmetric cryptosystem (usually AES) to encrypt the large file.
Then, we encrypt the symmetric cryptosystem key using RSA public key. When we
experimented on our system, RSA decryption usually took 5ms to be done (for a file
as big as 25 bytes). However, when we use AES and RSA for larger files, this runtime
increases. For instance, decryption of a 2-MB file using this scheme takes us 32ms.
Since decryption and filtering happen in the insecure environment, if we add this 32ms

to the time it takes for the first scheme to filter the traffic, we see that the first scheme
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is less efficient compared to the second one when the signature file is big enough (even
for 1 million network packets). Therefore, by using the second scheme, we reduce the
overhead in insecure environments and increase it in the secure environment. That is
because converting signatures is more time consuming that mere encryption by RSA
(or RSA and AES for relatively big files).

It can also be seen that DGK, although safer, is not efficient at all. On average,
on our system, DGK takes 56 microseconds for the decryption of a single number. If
we assume that we need only one integer comparison for each network packet to filter
it, we have to perform DGK decryption for every network packet at least once. If
we multiply 1 million by 56 microseconds, we get 56 seconds. This runtime is almost
100 times more than what we have for the first and second schemes. Therefore,
when the number of packets is relatively high (1 million in this case), asking for the
network traffic and performing filtering on our end would more efficient than the third
scheme. Furthermore, even when the number of packets is relatively small, usage of
the third scheme is not justified because, in that case doing the filtering does not
impose significant overhead. Therefore, the act of filtering can again be done in the

secure environment.

We have also tested Paillier as our cryptosystem for the third scheme. For this
application, it is even more time consuming when compared to DGK. The reason is
that Paillier—unlike DGK—only takes one parameter (e.g. key length). To preserve
security, the key length for this cryptosystem is often chosen to be 1024 bits. Although
choosing this big of a key is necessary for maintaining security, it gives us a cyphertext
space that is bigger than what we need. This big cyphertext space causes an increase
in decryption and encryption runtime. When we tested Paillier’s implementation of
the third scheme on filtering nine network packets using a specific signature, it took
250 ms to return three packets as the answer. When implemented by DGK and tested
on the same network packets with the same signature, the same scheme took only 4

ms to return the same answer.

One possible application of the schemes we proposed is in corporations with a
high level of authority. These corporations that are very fastidious about their secu-
rity and confidentiality can use the proposed methods to increase efficiency of their

network filtering phase in their firewall by using signatures instead of ML classifiers.
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For evaluating these signatures before deploying them, these corporations must have
authority over the corporation whose traffic will be used for evaluation. In that case,
they can enforce the deployment of the secure rule matcher on the insecure environ-

ment’s infrastructure.



Chapter 5

Conclusion and Future Work

In this section, we briefly go through everything that we covered in this thesis and
mention the contributions that this work can make to the field of cybersecurity.
Furthermore, we explain what can be done to enhance further and optimize this

work.

5.1 Conclusion

In this thesis, we tried different methods of machine learning interpretability to derive
Snort-like signatures from classifiers that are trained to distinguish between malicious
and benign data. As mentioned before, apart from the efficiency of these signatures
compared to machine learning classifiers, by making the machine learning model
interpretable, we can justify our claims better and defend our decision-making process
in a corporation.

The methods we have chosen for ML interpretability are LIME and SHAP values.
Since SHAP takes into consideration the overall shift in the model’s expected output
concerning each combination of variables—as opposed to LIME that tries to find
a local approximation to the model—it is considered a more robust approach for
interpretability. However, this does not mean that LIME is never worth testing for
interpretability.

Although the interpretability methods discussed help understand how the model
is classifying the instances, they do not remove expert insight. In using each of
them, an expert insight helps figure out whether the features found by interpretability
techniques play an important role in helping the model perform the classification.
Each of the features found by these techniques can also be used individually for
filtering the dataset to see how well they perform in classifying the data.

After deriving the signature from the model, we have to have a way to test its

effectiveness. Although the derived signature can be evaluated using the available
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dataset that we already have, evaluating them using real-life network traffic is prefer-

able because that data is the most unbiased data we can get our hands on.

For evaluating the signatures using real-life network traffic, we have two choices.
First, ask other corporations for their traffic and testing the signatures using our own
resources; Second, send the signatures over to the corporation whose network traffic
we want to use for evaluation. However, each of these methods has its own problem.
In the first one, a considerable overhead is imposed on our infrastructure; In the
second one, the system’s security might be compromised by the information that can
be concluded from the shared signatures.

To reduce the overhead on our system and maintain our corporation’s security, we
devised three different approaches for performing the filtering in other corporations
without divulging any information from the signatures (i.e. RSA, OPES, and DGK).

The filtering time for RSA is slightly lower than the filtering time for OPES.
However, When the signature file is big, the RSA decryption is more time-consuming
than when it is small. Hence, when the size of the signature file is relatively large,
OPES might be preferable.

Working with DGK and Paillier is so resource-intensive for both parties involved

that its usage is unjustifiable in almost all the cases.

5.2 Future Work

Right now, the process of making the ML classifier interpretable is not automatized.
The features are extracted and chosen based on the knowledge of the expert. Then,
the chosen features are used for trailing an inherently interpretable model. It would
be great to find a way to make the system able to draw conclusions about the model
as well as the expert.

Although our method for deriving the signature from the classifier is helpful, the
signature that it provides is hardly ever optimal. One can work on possible methods
for creating a list of signatures that can completely mimic the classifier’s functionality.

For the evaluation phase, we do not have a completely secure and efficient method.
The OPES and RSA schemes are efficient but not secure. DGK scheme, on the other
hand, is secure but not efficient at all. Finding a methodology that has the best of
both worlds is ideal.
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