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A b s t r a c t

M ali ci o us s oft w ar e is a p ersist e nt t hr e at a cr oss o ur di git al pl atf or ms. Wit h u n e n di n g

m al w ar e gr o wt h, a n d i n cr e asi n gl y hi g h er pr o fil e att a c ks, or g a ni z ati o ns a cr oss t h e

w orl d ar e r a m pi n g u p t h eir c y b er d ef e n c e c a p a biliti es.

Cl ust er a n al ysis is o n e s u c h t o ol f or u n d erst a n di n g t h e t hr e ats f a c e d. B y or g a ni zi n g

s e e mi n gl y dis c o n n e ct e d s a m pl es a c c or di n g t o t h eir b e h a vi o urs, att a c k p att er ns c a n

b e dis c er n e d a n d d ef e n d e d a g ai nst. B ut gi v e n t h e v ol u m e of m al w ar e, a n a ut o m at e d

a p pr o a c h is n e c ess ar y t o s c al e.

I n t his t h esis, I d esi g n a n d i m pl e m e nt a s yst e m c all e d C O U G A R w hi c h us es a

m ulti- o bj e cti v e g e n eti c al g orit h m t o a ut o m ati c all y o pti mi z e cl ust eri n g al g orit h ms.

T h e cl ust eri n g al g orit h ms ar e a p pli e d t o l o w- di m e nsi o n al e m b e d di n gs d eri v e d fr o m

hi g h- di m e nsi o n al m al w ar e b e h a vi o ur al d at a. T h e s yst e m e m pl o ys f u n cti o n i m p orts

e xtr a ct e d fr o m m ali ci o us bi n ari es, b ut is fl e xi bl e e n o u g h t o a c c o m m o d at e m a n y ot h er

f e at ur es d eri v e d fr o m st ati c or d y n a mi c m al w ar e a n al ysis. Aft er t h e o pti mi z ati o n

pr o c ess c o m pl et es, t h e s yst e m g e n er at es si g n at ur es f or e a c h cl ust er w hi c h pri oriti z e

us a bilit y a n d c o m pr e h e nsi bl e si g n at ur e c o m p o n e nts.

T h e e x p eri m e nts i n di c at e t h at a n y of t h e c h os e n cl ust eri n g al g orit h ms c a n pr o-

d u c e at l e ast s atisf a ct or y r es ults, wit h d e nsit y- b as e d a p pr o a c h es g e n er ati n g es p e ci all y

s u c c essf ul cl ust ers, a c hi e vi n g a n F- S c or e of 0. 7 9 a n d V- M e as ur e of 0. 8 8. T h e r es ulti n g

si g n at ur es ar e v er y r e pr es e nt ati v e of t h eir r es p e cti v e cl ust ers, wit h t h e v ast m aj orit y

a c hi e vi n g r e pr es e nt ati o n s c or es of at l e ast 9 0 %.
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xi



C h a p t e r 1

I n t r o d u c ti o n

As t h e w orl d h as b e c o m e m or e d e p e n d e nt o n c o m p ut ers, s o t o o h as t h eir v al u e ris e n

i n t h e e y es of c y b er cri mi n als. I n cr e asi n gl y, m ali ci o us a ct ors h a v e s o u g ht t o e m pl o y

wi d el y a v ail a bl e m al w ar e t o i n fli ct d a m a g e or e xtr a ct fi n a n ci al r e w ar ds. T his s c al es

fr o m c o ns u m ers a n d s m all b usi n ess es, w hi c h ar e es p e ci all y v ul n er a bl e t o r a ns o m w ar e

att a c ks [ 1], t o l ar g e t e c h n ol o g y c o m p a ni es, s u c h as D y n D N S, w hi c h s u ff er e d a m aj or

d e ni al- of-s er vi c e ( D o S) att a c k i n 2 0 1 6 t h at cri p pl e d l ar g e p arts of t h e gl o b al i nt er n et

[ 2].

P art of t h e pr o bl e m is t h e l ar g e n u m b ers of c o ns u m er d e vi c es c o mi n g o nli n e as

p art of t h e I nt er n et- of- T hi n gs, w h er e b y h o us e h ol d a p pli a n c es (st o v e, k ettl e, d o or b ell,

et c.) ar e c o n n e ct e d t o t h e I nt er n et. M a n uf a ct ur ers, ai mi n g t o b e a ff or d a bl e, c a n

c ut c or n ers i n r e g ar d t o s e c urit y, r es ulti n g i n t h e Mir ai m al w ar e e m pl o y e d i n t h e

af or e m e nti o n e d D o S att a c k [ 3]. T his will b e f urt h er h ast e n e d b y t h e l a u n c h of 5 G

wir el ess [ 4], als o e n a bli n g al w a ys- o n d e vi c e c o n n e cti vit y.

F urt h er m or e, m al w ar e m ut ati o n e n gi n es h a v e all o w e d f or a n u n e n di n g t orr e nt

of bi n ari es t h at ar e di ffi c ult t o d et e ct wit h tr a diti o n al, si g n at ur e- b as e d a nti- vir us

s oft w ar e [ 5]. P ol y m or p hi c m al w ar e, s oft w ar e t h at c a n c h a n g e t h eir a biliti es, ar e als o

a gr o wi n g pr o bl e m [ 6]. It h as b e e n esti m at e d t h at i n 2 0 1 4, o v er 1, 0 0 0, 0 0 0 n e w m al w ar e

s a m pl es w er e i ntr o d u c e d e v er y d a y, a 2 6 % i n cr e as e fr o m t h e pr e vi o us y e ar [ 7]. T his

gr o wt h m a k es s c ali n g m a n u al m al w ar e a n al ysis i m p ossi bl e.

As a r es ult, it is n e c ess ar y t o fi g ht c o m p ut ers wit h c o m p ut ers. O n e a p pr o a c h

t h at h as pr o v e n s u c c essf ul is cl ust eri n g [ 5 – 7]. W hil e t h er e ar e i n n u m er a bl e w a ys t o

dis g uis e m ali ci o us fil es, t h eir att a c k a n d d at a e x filtr ati o n t e c h ni q u es ar e fi nit e [ 7].

B y cl ust eri n g b as e d o n m ali ci o us b e h a vi o urs, p att er ns, a n d s e v erit y, m a n y m al w ar e

m a y b e r e d u c e d t o a si n gl e gr o u pi n g [ 8]. I n d oi n g s o, n e wl y o bs er v e d m al w ar e c a n

b e c o m p ar e d t o t h eir alr e a d y cl assi fi e d p e ers, all o wi n g f or m a n u al a n al ysis t o b e

tri a g e d t o t h e m ost s e v er e s a m pl es. F urt h er m or e, b y i d e ntif yi n g m al w ar e cl ust ers

1
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wit h si g n at ur es, t h eir b e h a vi o ur c a n b e c o n cis el y d es cri b e d a n d r ef err e d t o [ 9]. T h es e

si g n at ur es oft e n c o nsist of d es cri pti v e i nf or m ati o n p ert ai ni n g t o t h e s a m pl e [ 1 0, 1 1].

T h e r es e ar c h o bj e cti v e of t his t h esis is t h e n t o i d e ntif y a n d d es cri b e c o m m o n al-

iti es i n m al w ar e s a m pl es t hr o u g h a n a ut o m at e d cl ust eri n g a n d si g n at ur e g e n er ati o n

pr o c ess. T his is a c hi e v e d t hr o u g h t h e d esi g n a n d d e v el o p m e nt of a s yst e m c all e d

C O U G A R ( Cl ust eri n g Of U n k n o w n m al w ar e usi n g G e n eti c Al g orit h m R o uti n es). T h e

n o v el c o ntri b uti o n of C O U G A R is a t u n a bl e pr o c ess t h at r e d u c es hi g h- di m e nsi o n al

b e h a vi o ur al d at a fr o m m al w ar e t o t w o- di m e nsi o ns, a n d o pti mi z es cl ust eri n g b e h a vi o ur

usi n g a m ulti- o bj e cti v e g e n eti c al g orit h m; t his c o m bi n ati o n of t e c h ni q u es is u ns e e n

i n t h e lit er at ur e. Aft er i niti al e x p eri m e nts o n a s m all 3, 0 0 0 s a m pl e d at as et, a l ar g er

1 0, 0 0 0 s a m pl e d at as et is cl ust er e d, a n d si g n at ur es g e n er at e d f or e a c h cl ust er.

T h e r es ults i n di c at e t h at e a c h of t h e t est e d al g orit h ms s u c c e e d t o v ar yi n g d e gr e es

o n t h e s m all er d at as et, w hil e a cl e ar a d v a nt a g e is att ai n e d b y o n e al g orit h m o n t h e

l ar g er d at as et. T h e g e n er at e d si g n at ur es ar e hi g hl y r e pr es e nt ati v e of t h e dis c o v er e d

cl ust ers, b ut t h eir c o m pr e h e nsi bilit y c a n b e a n iss u e i n c ert ai n cl ust ers.

I n t h e f oll o wi n g s e cti o ns, I will pr o vi d e n e c ess ar y b a c k gr o u n d i nf or m ati o n f or

c o nt e xt u ali zi n g t h e r e m ai n d er of t h e t h esis. T h e f u n d a m e nt al m oti v ati o ns of c y b er

s e c urit y ar e dis c uss e d i n S e cti o n 1. 1. T h e t y p es of a n al ysis e n a bli n g t h e d e c o m p ositi o n

of m al w ar e f or cl ust eri n g ar e gi v e n i n S e cti o n 1. 2. I d e nti fi c ati o n of m al w ar e a n d t h eir

f a mili es is c o v er e d i n S e cti o n 1. 3. Fi n all y, e v ol uti o n ar y c o m p ut ati o n a n d its pr o mi n e nt

g e n eti c o p er at ors ar e pr es e nt e d i n S e cti o n 1. 4.

1. 1 C y b e r S e c u ri t y F u n d a m e n t al s

It s h o ul d b e of n o s ur pris e t h at w h e n o n e h as s o m et hi n g of v al u e, o p p o n e nts m a y

s e e k t o t a k e or d estr o y it. I n t h e di git al w orl d, c y b er s e c urit y is c o n c er n e d wit h t h e

t as k of pr ot e cti n g di git al r es o ur c es a n d i nf or m ati o n.

T h os e t h at s e e k t o u n d ert a k e s u c h m ali ci o us a cti o ns c a n c o m e fr o m a v ari et y of

b a c k gr o u n ds [ 1 2]:

• L ar g e n ati o n-st at es d esir e disr u pti o n of t h eir a d v ers ari es.

• C y b er cri mi n als e n g a g e i n t as ks f or fi n a n ci al r e w ar d, c o ntr a cti n g t h eir a biliti es

t o t h e hi g h est bi d d er.
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• H a c kti vists h a v e a p oliti c al or ot h er wis e i d e ol o gi c al m ess a g e t o d eli v er.

• Terr orist gr o u ps ai m t o s o w dis c o nt e nt or pr o v o k e vi ol e n c e.

• Dis gr u ntl e d or c o m pr o mis e d e m pl o y e es w or k a g ai nst t h eir o w n or g a ni z ati o n

fr o m wit hi n.

• Ot h ers d o it si m pl y f or a m us e m e nt, or as a s h o w of str e n gt h.

All of t h es e p e o pl e c a n b e r ef err e d t o as m ali ci o us or c y b er-t hr e at a ct ors.

M ali ci o us a ct ors h a v e a v ari et y of p at h w a ys wit h w hi c h t o s a b ot a g e t h eir e n e mi es

[ 1 3]. S o m e a b us e b u gs i n c o d e t o a c c ess f or bi d d e n r es o ur c es. Ot h ers e m pl o y s o ci al

e n gi n e eri n g t o tri c k t h eir t ar g ets i nt o gi vi n g u p t h eir p ass w or ds or ot h er i d e ntif yi n g

i nf or m ati o n. I n t his t h esis, m y f o c us is o n t h os e t h at writ e or ot h er wis e e n g a g e

m ali ci o us s oft w ar e, c all e d m al w ar e, t h at r u ns o n t h e t ar g et’s c o m p ut ers t o a c hi e v e

t h e d esir e d e ff e ct.

M al w ar e m a y b e d esi g n e d t o d estr o y di git al i nf or m ati o n, or h ol d it h ost a g e. S ur-

r e ptiti o us m al w ar e m a y n ot e v e n m a k e its pr es e n c e k n o w n t o t h e us er, i nst e a d si-

p h o ni n g v al u a bl e fil es or c o m p uti n g r es o ur c es. T h e l att er c as e is es p e ci all y tr u e f or

e m b e d d e d d e vi c es li k e h o m e c a m er as. T h es e ‘ z o m bi e’ d e vi c es sit d or m a nt, f u n cti o n-

i n g as n or m al [ 1 4], u ntil t h e y ar e a cti v at e d t o t a k e p art i n s o m e distri b ut e d att a c k,

w h er e t h e vi cti m is u n a bl e t o e ff e cti v el y bl o c k tr a ffi c ori gi n ati n g fr o m a v ari et y of

l o c ati o ns.

F urt h er m or e, t h e n at ur e of s oft w ar e is s u c h t h at d e pl o yi n g a m o di fi e d v ersi o n

of n e utr ali z e d m al w ar e c a n b e o nl y a f e w li n es of c o d e a w a y. T his c at- a n d- m o us e

g a m e b et w e e n d ef e n d ers a n d att a c k ers n at ur all y l e n ds its elf t o f urt h er st u d y o n t h e

d ef e nsi v e si d e. S o m e c y b er pr of essi o n als s p e ci ali z e i n m al w ar e a n al ysis, w hi c h is

dis c uss e d f urt h er i n S e cti o n 1. 2.

W hil e t h er e m a y b e m a n y di ff er e nt v ari a nts of t h es e m al w ar e, t h e i n di vi d u als

b e hi n d t h e m ar e oft e n w or ki n g t o a c c o m plis h s o m e s p e ci fi c g o al, a n d c oll a b or ati n g

wit h t h eir o w n c oll e a g u es. M al w ar e v ari a nts c a n b e br o a dl y gr o u p e d u n d er di ff er e nt

f a mili es, w h er e a f a mil y of m al w ar e m a y ori gi n at e fr o m t h e s a m e gr o u p of i n di vi d u als,

or b e f or k e d fr o m a c o m m o n c o d e b as e. T o e n a bl e d ef e nsi v e pr of essi o n als t o t al k a b o ut

t h es e gr o u pi n gs i n a c o n cis e w a y, t h e y m a y l a b el n ot a bl e m al w ar e f a mili es. Dis c ussi o n

of t his t o pi c is el a b or at e d o n i n S e cti o n 1. 3.
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1. 2 M al w a r e A n al y si s

T o u n d erst a n d m or e a b o ut t h e m al w ar e d e pl o y e d a g ai nst fri e n dl y t ar g ets, o n e mi g ht

a n al y z e t h e m ali ci o us bi n ar y a n d e xtr a ct i nf or m ati o n fr o m it. M al w ar e a ut h ors k n o w

t h at t h e y m a y b e u n d er o bs er v ati o n, a n d t h er ef or e s e e k t o m a k e t his pr o c ess m or e

di ffi c ult f or t h e d ef e n d ers. G e n er all y s p e a ki n g, a n al ysis t e c h ni q u es c a n b e cl assi fi e d

as eit h er st ati c or d y n a mi c. T h e f oll o wi n g s u bs e cti o ns el a b or at e o n e a c h. N eit h er is

wit h o ut fl a ws, a n d dr a w b a c ks ar e n ot e d.

1. 2. 1 S t a ti c A n al y si s

St ati c a n al ysis c o nsists of a n al ysis t y p es t h at d o n ot r u n t h e e x e c ut a bl e. As a r es ult,

st ati c a n al ysis is t y pi c all y s af er, si n c e t h e m al w ar e c a n n ot i n a d v ert e ntl y c a us e d a m a g e

t o t h e m a c hi n e u p o n w hi c h it is r u n ni n g.

St ati c m et h o ds d eri v e i nf or m ati o n fr o m d at a t h at is alr e a d y c o nt ai n e d wit hi n t h e

fil e. T his mi g ht i n cl u d e t h e e xtr a cti o n of stri n gs, p ossi bl y i n di c ati n g I P a d dr ess es or

d o m ai ns t h at t h e m al w ar e c alls t o. As t h e m al w ar e will b e d esi g n e d t o r u n o n s o m e

t ar g et pl atf or m, t h e e x e c ut a bl e str u ct ur e c a n b e e x pl oit e d t o e xtr a ct i nf or m ati o n.

F or e x a m pl e, t h e i m p ort t a bl e i n Wi n d o ws P ort a bl e E x e c ut a bl es ( P Es) c o nt ai ns t h e

li br ari es a n d f u n cti o ns t h at t h e bi n ar y will r e q uir e t o e x e c ut e pr o p erl y. T h es e pi e c es of

i nf or m ati o n c a n b e t a k e n t o g et h er a n d a n al y z e d t o u n d erst a n d t h e p ossi bl e b e h a vi o ur

of t h e m al w ar e.

T o e v a d e st ati c a n al ysis, m al w ar e a ut h ors m a y e n cr y pt p orti o ns of t h e bi n ar y

or e m pl o y p a c k ers, t o ols t h at m o dif y bi n ari es t o a v oi d s u c h o bs er v ati o n [ 1 5]. T h es e

pr a cti c es c a n li mit t h e e ff e cti v e n ess of st ati c a n al ysis.

T his t h esis e n g a g es f e at ur es d eri v e d fr o m st ati c a n al ysis t o esti m at e m ali ci o us

b e h a vi o urs.

1. 2. 2 D y n a mi c A n al y si s

I n c o ntr ast, d y n a mi c a n al ysis d et o n at es (r u ns) t h e e x e c ut a bl e i n a c o ntr oll e d e n vi-

r o n m e nt t o gl e a n v al u a bl e i nf or m ati o n. Si n c e t h e e x e c ut a bl e i n q u esti o n is k n o w n

t o b e m ali ci o us, c ar e m ust b e t a k e n t o e ns ur e t h at t h e d et o n ati o n m a c hi n e d o es n ot

w or k a g ai nst t h e d ef e n d er. T o t h at e n d, virt u ali z ati o n is a n e ff e cti v e t o ol i n d y n a mi c
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a n al ysis.

D y n a mi c m et h o ds oft e n i n cl u d e d et o n ati o n i n s p e ci fi c e n vir o n m e nts t h at ar e

k n o w n or s us p e ct e d t o b e v ul n er a bl e t o t h e bi n ar y u n d er o bs er v ati o n. F or e x a m-

pl e, ol d er v ersi o ns of Wi n d o ws t h at h a v e r e a c h e d t h eir e n d- of-lif e n o l o n g er r e c ei v e

s e c urit y u p d at es, b ut m a y still b e us e d b y t h os e u n a w ar e of t h e s e c urit y i m pli c a-

ti o ns. T h es e m a c hi n es ar e es p e ci all y a p p e ali n g t ar g ets, gi v e n t h eir i n a bilit y t o b e

p at c h e d. B y e m pl o yi n g di ff er e nt virt u ali z e d e n vir o n m e nts, d ef e n d ers c a n dis c o v er

h o w t h e m al w ar e m a y b e h a v e di ff er e ntl y or e x pl oit di ff er e nt v ul n er a biliti es d e p e n di n g

o n t h e pl atf or m.

W h e n t h e m al w ar e r u ns o n t h e m a c hi n e, v ari o us b e h a vi o urs m a y b e l o g g e d b y t h e

o bs er v ers, usi n g t o ols li k e C u c k o o s a n d b o x 1 . T his c o ul d i n cl u d e t h e n et w or k r e q u ests

s e nt fr o m t h e m a c hi n e, t h e f u n cti o n c alls m a d e b y t h e e x e c ut a bl e, a n d e v e n n e w

fil es ( dr o ps) t h at ar e d o w nl o a d e d or cr e at e d as p art of t h e e x e c uti o n pr o c ess. Si n c e

m al w ar e m ust b e all o w e d ti m e t o e x e c ut e, a n d t h e n t h e m a c hi n e r est or e d t o a cl e a n

st at e, d y n a mi c a n al ysis is oft e n m u c h sl o w er t h a n st ati c a n al ysis [ 1 6], w hi c h c a n w or k

as f ast as t h e h ar d w ar e all o ws.

Si n c e t hr e at a ct ors ar e w ell a w ar e of s a n d b o x a n al ysis t e c h ni q u es, t h e y m a y i n cl u d e

miti g ati o n t a cti cs wit hi n t h e m al w ar e t o a v oi d dis c o v er y [ 1 7]. C h e c ks f or k n o w n

s a n d b o x c h ar a ct eristi cs or o bs er v ati o n al pr o c ess es c a n e n a bl e t h e m al w ar e t o a v oi d

e x p osi n g its elf, w hi c h is es p e ci all y a n iss u e wit h virt u ali z e d s a n d b o x es [ 1 6].

W hil e d y n a mi c a n al ysis f e at ur es ar e n ot e m pl o y e d i n t his t h esis, t h eir p ot e nti al

s h o ul d n ot b e o v erl o o k e d, a n d is a n e x pl or ati o n ar e a f or f ut ur e w or k.

1. 3 M al w a r e I d e n ti fi c a ti o n

Gi v e n t h e v ol u m e of m al w ar e pr o d u c e d a n d distri b ut e d, it is i m p ort a nt t o b e a bl e t o

e ff e cti v el y i d e ntif y a n d c o m m u ni c at e t h e n at ur e of t h es e t hr e ats. S p e ci fi c m al w ar e ar e

us u all y a d dr ess e d b y t h eir h as h s u m, w hil e gr o u pi n gs of m al w ar e m a y h a v e a f a mil y

l a b el assi g n e d. T h es e pr o c ess es ar e d et ail e d i n t h e f oll o wi n g s u bs e cti o ns.

1 h t t p s : / / c u c k o o s a n d b o x . o r g /

https://cuckoosandbox.org/
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1. 3. 1 M al w a r e Fil e H a s h e s

M al w ar e ar e c o m m o nl y i d e nti fi e d b y t h eir h as h s u m, usi n g s u c h h as hi n g al g orit h ms as

M ess a g e Di g est 5 ( M D 5) or t h e S e c ur e H as h Al g orit h m ( S H A) f a mil y. H as h f u n cti o ns

p oss ess a n u m b er of pr o p erti es t h at m a k e t h e m w ell s uit e d f or i n di vi d u al i d e nti fi c a-

ti o n.

H as h f u n cti o ns ar e, i n m at h e m ati c al t er ms, s urj e cti v e o n e- w a y f u n cti o ns. Gi v e n

s o m e i n p ut, t h e h as h f u n cti o n will al w a ys pr o d u c e a c orr es p o n di n g o ut p ut. C o m p ut-

i n g t h e i n v ers e, o n t h e ot h er h a n d, is pr o hi biti v el y di ffi c ult. T his all o ws h as h es t o

b e fr e el y s h ar e d wit h o ut c o n c er n f or s h ari n g t h e u n d erl yi n g m al w ar e. T h e y ar e als o

hi g hl y e ffi ci e nt t o c o m p ut e, wit h s o m e pr o c ess ors e v e n h a vi n g s p e ci fi c i nstr u cti o ns t o

a c c el er at e h as h c o m p ut ati o n. I n a d diti o n, h as h f u n cti o ns us e a fi x e d o ut p ut si z e t h at

is n ot ti e d t o t h e si z e of t h e i n p ut, w hi c h all o ws f or c o m p a ct r e pr es e nt ati o n of v er y

l ar g e fil es.

H as h s u ms ar e oft e n r e pr es e nt e d usi n g h e x a d e ci m al n ot ati o n. T his is t h e si n gl e

l ar g est dr a w b a c k t o usi n g h as h es. Wit h o ut a d diti o n al i nf or m ati o n, t h e h as h is o nl y

us ef ul f or i d e nti fi c ati o n, a n d pr o vi d es n o c o nt e xt f or t h e u n d erl yi n g fil e.

1. 3. 2 M al w a r e F a mil y L a b el s

Gr o u pi n gs of n ot a bl e m al w ar e wit h a c o m m o n a ut h ors hi p or c o d e b as e m a y b e assi g n e d

a f a mil y n a m e. E m pl o yi n g a f a mil y n a m e all o ws f or m a n y i n di vi d u al s a m pl es t o b e

br o a dl y gr o u p e d, a n d dis c uss e d, as it is u n d erst o o d t h at m al w ar e wit hi n t h e s a m e

f a mil y will e x hi bit si mil ar pr o p erti es a n d b e h a vi o urs. T h es e n a m es c a n e v e n b e gi v e n

b y t h eir a ut h ors i n s o m e c as es [ 3]. U nf ort u n at el y, t h e pr o c ess b y w hi c h f a mil y l a b els

ar e c o m p ut e d is n ot st a n d ar di z e d.

A nti- vir us c o m p a ni es will oft e n h a v e t h eir o w n i nt er n al n a mi n g s c h e m e w hi c h ar e

c o m p ut e d as p art of t h eir i d e nti fi c ati o n s yst e ms. F or e x a m pl e, t h e m al w ar e wit h t h e

M D 5 h as h of 1 9 7 8 c 3 7 a f 0 e 2 8 d 4 1 7 1 9 8 d 5 5 e 8 a 9 7 0 c 8 c is i d e nti fi e d b y m a n y v e n d ors as

si mil ar b ut v ari e d n a m es:

• A d- A w ar e, A L Y a c, Ar c a bit et al.: T r o j a n . R a n s o m . C e r b e r . 1

• A h n L a b- V 3: T r o j a n / W i n 3 2 . C e r b e r . R 1 8 4 5 6 4

• F orti n et: W 3 2 / C e r b e r . 4 C 1 8 ! t r . r a n s o m
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• Tr e n d Mi cr o: M a l C e r b e r - N S 1

W hil e a h u m a n c a n q ui c kl y as c ert ai n t h e c o m m o n t o k e n as C e r b e r , a n d r ef er t o

t h e m al w ar e as s u c h 2 , a m a c hi n e a p pr o a c h m a y c o nsi d er e a c h as e ntir el y s e p ar at e

l a b els. T o a d dr ess t h at, s o m e r es e ar c h ers h a v e cr e at e d s ol uti o ns t o c o ns oli d at e A V

f a mili es t o a c o m m o n l a b el. O n e s u c h t o ol, A V Cl ass is pr e- c o m p ut e d as p art of t h e

d at as et e m pl o y e d i n t his t h esis.

A V Cl ass is fr e el y a v ail a bl e s oft w ar e 3 t h at all o ws l a b els t o b e d e ci d e d i n a n a ut o-

m ati c pr o c ess a g n osti c t o t h e pl atf or m or a nti vir us v e n d or [ 1 8]. N ot a bl y, A V Cl ass

c a n b e c o m p ut e d wit h o ut t h e m ali ci o us e x e c ut a bl e b y h o o ki n g i nt o o nli n e A PIs, s u c h

as Vir us T ot al 4 .

A V Cl ass b e gi ns b y t a ki n g as i n p ut t h e assi g n e d A V l a b els, as w ell as m a n u all y

cr e at e d lists of g e n eri c t er ms a n d l a b el ali as es. Aft er r e m o vi n g d u pli c at es a n d di ff eri n g

s u ffi x es t o c o m m o n pr e fi x es, A V l a b els ar e t o k e ni z e d a n d filt er e d. T h e filt eri n g pr o c ess

e ns ur es t o k e ns ar e l o w er c as e, d o n ot c o nt ai n e xtr a n e o us di gits, a n d ar e of s u ffi ci e nt

l e n gt h (≥ 4). E m pl o yi n g t h e ali as a n d g e n eri c lists t o r e pl a c e a n d r e m o v e t o k e ns,

r es p e cti v el y, a fi n al list of mi ni m al t o k e ns is a c hi e v e d. T h e y ar e r a n k e d a c c or di n g t o

t h eir fr e q u e n c y, wit h t h e t o p t o k e n assi g n e d as t h e fi n al l a b el.

T his c o n cl u d es t h e pr es e nt ati o n of b a c k gr o u n d i nf or m ati o n p ert ai ni n g t o t h e fi el d

of c y b er s e c urit y, t h e d o m ai n wit hi n w hi c h t his r es e ar c h pr o bl e m is fr a m e d. T h e

f oll o wi n g s e cti o n i ntr o d u c es e v ol uti o n ar y c o m p ut ati o n, w hi c h e n a bl es o pti mi z ati o n i n

t h e C O U G A R s yst e m.

1. 4 E v ol u ti o n a r y C o m p u t a ti o n

E v ol uti o n ar y c o m p ut ati o n is a s u bs et of c o m p ut er s ci e n c e f o c us e d o n e m ul ati n g o b-

s er v e d n at ur al pr o c ess es t o s ol v e pr o bl e ms. T his is oft e n i m pl e m e nt e d as a st o c h asti c

o pti mi z ati o n pr o c ess i n t h e st yl e of bi ol o gi c al e v ol uti o n.

T h e t y pi c al e v ol uti o n ar y pr o c ess b e gi ns wit h t h e cr e ati o n of a n i niti al p o p ul ati o n

of g e n ot y pi c i n di vi d u als. T h es e i n di vi d u al c hr o m os o m es us u all y c o nsist of a s e q u e n c e

of bits or n u m b ers, c all e d g e n es, w h er e t h e g e n es ar e t a k e n t o g et h er as t h e i n p ut

2 h t t p s : / / b l o g . m a l w a r e b y t e s . c o m / t h r e a t - a n a l y s i s / 2 0 1 6 / 0 3 / c e r b e r - r a n s o m w a r e - n e w - b u
t - m a t u r e /

3 h t t p s : / / g i t h u b . c o m / m a l i c i a l a b / a v c l a s s
4 h t t p s : / / w w w . v i r u s t o t a l . c o m

https://blog.malwarebytes.com/threat-analysis/2016/03/cerber-ransomware-new-but-mature/
https://blog.malwarebytes.com/threat-analysis/2016/03/cerber-ransomware-new-but-mature/
https://github.com/malicialab/avclass
https://www.virustotal.com
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I niti al P o p ul ati o n

Fit n ess E v al u ati o n

S el e cti o n

Cr oss o v er

M ut ati o n

H alt ?

O ut p ut P o p ul ati o n

F als e

Tr u e

Fi g ur e 1. 1: E v ol uti o n ar y pr o c ess i n t h e c o nt e xt of c o m p uti n g

( p h e n ot y pi c e x pr essi o n of t h e c hr o m os o m e) f or s o m e pr o bl e m t o b e s ol v e d. T h e

al g orit h m r u ns u ntil s o m e h alti n g crit eri a is s atisif e d, oft e n a s p e ci fi e d n u m b er of

g e n er ati o ns, w h er ei n e a c h i n di vi d u al is s c or e d a c c or di n g t o s o m e fit n ess f u n cti o n.

T h e fit n ess of a n i n di vi d u al is h o w w ell e a c h s ol v es t h e gi v e n t as k, a n d m a y c o nsist

of m ulti pl e o bj e cti v es. I n di vi d u als t h at d o n ot s ol v e t h e t as k m a y b e c ull e d fr o m

t h e p o p ul ati o n, w hil e t h e m ost s u c c essf ul m a y b e s el e ct e d f or r e pr o d u cti o n. I n t h e

r e pr o d u cti v e pr o c ess, o ffs pri n g of t h e p ar e nt i n di vi d u als ar e cr e at e d t hr o u g h a v ari et y

of g e n eti c o p er at ors a n d i n c or p or at e d i nt o t h e p o p ul ati o n. W h e n t h e e v ol uti o n ar y

pr o c ess c o m pl et es, t h e o ut p ut p o p ul ati o n c o nsists of elit e i n di vi d u als m ost c a p a bl e of

s ol vi n g t h e gi v e n t as k. T his pr o c ess is vis u ali z e d i n Fi g ur e 1. 1.

1. 4. 1 G e n e ti c O p e r a t o r s

As m e nti o n e d, g e n eti c o p er at ors ar e us e d t o cr e at e or m o dif y o ffs pri n g fr o m a p ar e nt

p o p ul ati o n. T h e pri m ar y o p er at or cl ass es ar e s el e cti o n, cr oss o v er, a n d m ut ati o n.

T o ill ustr at e t h e us a g e of t h es e o p er at ors, c o nsi d er a tri vi al e x a m pl e t as k c all e d

t h e O n e M a x pr o bl e m [ 1 9]: gi v e n a stri n g of bits, a c hi e v e t h e m a xi m u m p ossi bl e s u m

of bits. F or a bitstri n g of l e n gt h n , t h e m a xi m u m s c or e will b e n , a n d t h e mi ni m u m

s c or e will b e 0.
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S el e c ti o n

S el e cti o n o p er at ors d e ci d e w hi c h i n di vi d u als ar e t o b e e m pl o y e d. N ot all i n di vi d u als

will s u c c essf ull y s ol v e t h e t as k, a n d t h os e t h at d o s ol v e t h e t as k m a y h a v e v ar yi n g

l e v els of a c hi e v e m e nt. S el e cti o n o p er at ors all o w t h e al g orit h m t o b e g ui d e d t o w ar d t h e

o pti m al s ol uti o n(s) b y s el e cti n g hi g h p erf or mi n g or ot h er wis e d esir a bl e i n di vi d u als.

I n t h e O n e M a x e x a m pl e, t h e s el e cti o n pr o c ess m a y si m pl y b e t o c h o os e s o m e m

i n di vi d u als t h at a c hi e v e t h e hi g h est s u m of t h e bits i n t h eir stri n g.

C r o s s o v e r

Cr oss o v er is t h e pr o c ess b y w hi c h t w o p ar e nt i n di vi d u als pr o d u c e t w o c hil dr e n. T h e

cr oss o v er o p er at or t a k es g e n es fr o m e a c h of t h e p ar e nts a n d r e c o m bi n es t h e m t o

pr o d u c e n e w i n di vi d u als. T his all o ws f or i n di vi d u als t o b e pr o d u c e d w hi c h s h ar e

d esir a bl e pr o p erti es of b ot h p ar e nts. T h es e cr oss o v er a cti o ns c a n b e m ess y, w h er e t h e

r es ulti n g i n di vi d u als m a y h a v e m or e or l ess g e n es t h a n t h eir p ar e nts.

T h er e ar e m a n y w a ys wit h w hi c h t o cr oss o v er i n di vi d u als. T h e si m pl est e x a m pl e

is o n e- p oi nt cr oss o v er. F or t h e O n e M a x pr o bl e m, gi v e n t w o bi n ar y stri n gs of l e n gt h

n , a r a n d o m i nt e g er p is c h os e n s u c h t h at 0 ≤ p ≤ n . T his i n d e x p is t h e l o c ati o n

w h er e t h e g e n es of t h e p ar e nts will b e j oi n e d. G e n es 0 t o p fr o m t h e first p ar e nt, a n d

g e n es p t o n fr o m t h e s e c o n d p ar e nt, ar e j oi n e d t o cr e at e t h e c hil d i n di vi d u als. T his

pr o c ess is vis u all y d e pi ct e d i n Fi g ur e 1. 2, wit h p = 2.

M u t a ti o n

M ut ati o n is t h e pr o c ess b y w hi c h o n e p ar e nt i n di vi d u al m a y pr o d u c e a c hil d. T h e

m ut ati o n o p er at or m a y s el e ct a g e n e of a n i n di vi d u al a n d c h a n g e t h e v al u e of t h at g e n e

s p o nt a n e o usl y. T his st o c h asti c pr o c ess e n c o ur a g es di v ersit y wit hi n t h e p o p ul ati o n

a n d c a n h el p s ol uti o ns c o n v er g e t o t h e gl o b al o pti m u m b y a v oi di n g l o c al o pti m a.

Oft e nti m es, t h er e ar e t w o p ar a m et ers b y w hi c h t his pr o c ess will b e d e ci d e d: t h e

pr o b a bilit y of a n y m ut ati o n h a p p e ni n g, a n d t h e pr o b a bilit y of a n y i n di vi d u al g e n e

m ut ati n g. As a r es ult, it is p ossi bl e f or t h e m ut ati o n o p er at or t o s el e ct a n i n di vi d u al

f or m ut ati o n, wit h o ut a ct u all y m ut ati n g a n y of its g e n es. C o n v ers el y, it is als o p ossi bl e

f or e v er y g e n e of a n i n di vi d u al t o b e c h a n g e d b y t h e m ut ati o n o p er at or i n o n e m ut ati o n
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Fi g ur e 1. 2: O n e- p oi nt cr oss o v er e x a m pl e f or t h e O n e M a x pr o bl e m

a cti o n.

I n t h e O n e M a x e x a m pl e, a m ut ati o n will si m pl y r es ult i n a bit b ei n g s w a p p e d

fr o m 0 t o 1, or vi c e v ers a.

T his c o n cl u d es t h e pr es e nt ati o n of b a c k gr o u n d i nf or m ati o n f or t h e t h esis.

I n t his c h a pt er, I i ntr o d u c e d t h e C O U G A R s yst e m a n d ass o ci at e d b a c k gr o u n d.

T his s yst e m e n a bl es t h e r es e ar c h o bj e cti v e of a ut o m ati c all y cl ust eri n g m al w ar e b e-

h a vi o urs e xtr a ct e d t hr o u g h st ati c a n al ysis pr o c ess es. C O U G A R d o es s o b y cr e ati n g

a hi g h di m e nsi o n al v e ct ori z ati o n, r e d u ci n g it t o a l o w di m e nsi o n al e m b e d di n g, a n d

o pti mi zi n g p ar a m et ers of cl ust eri n g al g orit h ms a p pli e d t o t h at e m b e d di n g vi a a m ulti-

o bj e cti v e g e n eti c al g orit h m.

T h e r est of t his t h esis is or g a ni z e d as f oll o ws. R el at e d w or ks i n t h e lit er at ur e

ar e s u m m ari z e d i n C h a pt er 2. T h e m et h o d ol o g y f oll o w e d i n t his r es e ar c h is e x pl or e d

i n C h a pt er 3, i n cl u di n g e v al u ati o n m etri cs, t h e d at as ets, f e at ur e pr o c essi n g t e c h-

ni q u es, cl ust eri n g al g orit h ms, e v ol uti o n ar y m ulti- o bj e cti v e o pti mi z ati o n pr o c e d ur es,

distri b ut e d c o m p ut ati o n, a n d si g n at ur e g e n er ati o n. E v al u ati o ns a n d r es ults ar e pr e-

s e nt e d i n C h a pt er 4. Fi n all y, i n C h a pt er 5, c o n cl usi o ns ar e dr a w n a n d dir e cti o ns f or

f ut ur e w or k ar e s u g g est e d.



C h a p t e r 2

Li t e r a t u r e R e vi e w

I n p urs uit of a n a ut o m at e d m al w ar e cl ust eri n g s yst e m, it w as n e c ess ar y t o c o ns ult

c o nt e m p or ar y w or ks i n t h e lit er at ur e r el e v a nt t o r es e ar c h ar e as i n t his t h esis. Ali g ni n g

fr uitf ul a p pr o a c h es fr o m t h es e di ff eri n g ar e as e n a bl es t h e m et h o d ol o g y u n d erl yi n g t h e

C O U G A R s yst e m. T his c h a pt er s u m m ari z es r el at e d w or ks a n d i ntr o d u c es m oti v ati o n

f or d esi g n d e cisi o ns i n C h a pt er 3.

Si n c e t h e pri m ar y g o al of t his t h esis w or k w as m al w ar e cl ust eri n g, it is pr es e nt e d

first i n S e cti o n 2. 1, w hi c h c o v ers s u c c essf ul a p pr o a c h es t o t his t as k. I n a d diti o n,

t h e i nt e nti o n w as f or t h e cl ust eri n g pr o c ess t o b e o pti mi z e d b y a g e n eti c al g orit h m.

H e n c e, S e cti o n 2. 2 dis c uss es w or ks t h at h a v e e n g a g e d s u c h t e c h ni q u es. Fi n all y, t h e

e xtr a cti o n of m al w ar e si g n at ur es w as a s e c o n d ar y g o al of t his w or k, a n d s o t his ar e a

of r es e ar c h is pr es e nt e d i n S e cti o n 2. 3. A bri ef s u m m ar y cl os es t his c h a pt er i n S e cti o n

2. 4.

2. 1 M al w a r e Cl u s t e ri n g

M al w ar e cl ust eri n g is n ot a n u n k n o w n t o pi c, a n d a n u m b er of a p pr o a c h es h a v e b e e n

e x pl or e d t o a d dr ess t his iss u e.

B e gi n ni n g wit h a s ur v e y of t h e fi el d, F ari di et al. [ 2 0] c o n d u ct a n e xt e nsi v e st u d y

t o d et er mi n e o pti m al cl ust eri n g al g orit h ms, p ar a m et ers, a n d f e at ur es f or m al w ar e

cl ust eri n g. T h e y r u n 5, 6 7 3 m al w ar e fr o m a n i n d ustr y p art n er i n a C u c k o o s a n d b o x 1 ,

a n d c oll e ct n et w or k c o m m u ni c ati o ns a n d s yst e m c alls. T h e y c o nstr u ct gr o u n d tr ut h

r ef er e n c e cl ust ers usi n g tri g g er e d al erts fr o m S uri c at a 2 , a n et w or k t hr e at d et e cti o n

e n gi n e. Al erts t h at b el o n g t o o n e f a mil y u ni q u el y ar e t a k e n as t h e l a b el f or t h at

s a m pl e. T his pr o c ess yi el ds 9 4 cl ust ers. Aft er e xtr a cti n g a v ari et y of f e at ur es fr o m t h e

c oll e ct e d C u c k o o i nf or m ati o n, t h e y gr o u p t h e f e at ur es i nt o disti n ct c at e g ori es. T h e y

1 h t t p s : / / c u c k o o s a n d b o x . o r g /
2 h t t p s : / / s u r i c a t a - i d s . o r g /

1 1

https://cuckoosandbox.org/
https://suricata-ids.org/
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r e d u c e t h es e f e at ur es t o t h e m ost i m p ort a nt stri n gs, a n d v e ct ori z e t h e c or p us usi n g t h e

Ter m Fr e q u e n c y – I n v ers e D o c u m e nt Fr e q u e n c y ( T F-I D F) t e c h ni q u e. T h e y e m pl o y

a n u m b er of dist a n c e m etri cs as w ell as c o nstr u cti n g dissi mil arit y m atri c es dir e ctl y

fr o m t h e v e ct ori z ati o n. T h e a ut h ors t h e n e n g a g e a v ari et y of cl ust eri n g al g orit h ms,

a n d pr es e nt a n ass ort m e nt of cl ust eri n g m etri cs. T h e y i n di c at e t h at n et w or k f e at ur es

w er e t h e m ost s u c c essf ul, w hil e i n cl u di n g all f e at ur es l e a d t o t h e w orst p erf or m a n c e.

As f ar as cl ust eri n g al g orit h ms w er e c o n c er n e d, D B S C A N wit h N C D, s p e ctr al wit h

c osi n e si mil arit y, a n d hi er ar c hi c al wit h Br a y- C urtis a n d a v er a g e li n k a g e pr o vi d e d t h e

b est o v er all p erf or m a n c e.

E m pl o yi n g C u c k o o s a n d b o x es f or e xtr a cti n g b e h a vi o ur al i nf or m ati o n is a p o p ul ar

t e c h ni q u e, als o us e d b y D u art e- G ar ci a et al. [ 6], L e e et al. [ 7], a n d Pirs c o v e a n u et

al. [ 2 1]. E a c h of t h es e w or ks us e t h e e xtr a ct e d A PI c all i nf or m ati o n as i n p ut f or

f e at ur e g e n er ati o n, b ut t h eir o ut p ut di ff ers gi v e n t h e di ff er e nt a p pr o a c h es t h e y us e.

I n t h e first w or k, D u art e- G ar ci a et al. [ 6] c o nstr u ct a s yst e m t o c h ar a ct eri z e m al w ar e

b e h a vi o ur, wit h t h e i nt e nt of assi g ni n g l a b els t o u ns e e n s a m pl es. T o filt er o ut n ois e,

A PI c alls c o m m o n t o at l e ast 9 0 % of m al w ar e ar e r e m o v e d. T h e y e m pl o y T F-I D F,

a ki n t o F ari di et al. [ 2 0], c o n c e pt u ali zi n g e a c h m al w ar e as a d o c u m e nt, a n d e a c h c all

as a t er m i n t h at d o c u m e nt. k - m e a ns is e m pl o y e d, v ar yi n g t h e n u m b er of cl ust ers a n d

e v al u ati n g cl ust er q u alit y usi n g sil h o u ett e c o e ffi ci e nt. T h e y t h e n e n g a g e a n u m b er of

cl assi fi ers. T h eir r es ults s h o w t h at 6 0 cl ust ers w as t h e m ost s u c c essf ul c o n fi g ur ati o n,

a n d gr a di e nt- b o osti n g d e cisi o n tr e es w er e t h e m ost s u c c essf ul cl assi fi er.

L e e et al. [ 7] i nst e a d c o n c o ct a n “i nt elli g e nt a n al ysis ” s yst e m t o g ui d e m al w ar e

a n al ysts i n t h eir tri a g e e ff orts a g ai nst m al w ar e m ut a nts. A PI c alls fr o m C u c k o o ar e

us e d t o cr e at e bi gr a ms r e pr es e nti n g c all s e q u e n c es. T h es e bi gr a ms ar e t h e n c o m p ar e d

usi n g c osi n e si mil arit y t o f a cilit at e gr o u pi n g. M ut a nts t h at ar e a b o v e a gi v e n t hr es h ol d

t ar e j oi n e d t o g et h er i n a gr a p h. T his pr o c ess r es ults i n 2 1 0 gr o u ps of m al w ar e. T h e

t o p t e n gr o u ps, h o w e v er, c o nt ai n 4 3 % of t h e s a m pl es, w hi c h c a n b e a ut o m ati c all y

c at e g ori z e d as m ut a nts. T h es e r es ults d e p e n d o n t h e s e nsiti vit y of t h e t hr es h ol d. A

l ar g er t l e a ds t o m or e s p e ci fi cit y i n cl ust ers, w h er e as a l o w er e d t hr es h ol d l e a ds t o a

m or e g e n er al pi ct ur e, wit h m or e s a m pl es b ei n g i n cl u d e d.

S elf- or g a ni zi n g m a ps ( S O Ms) ar e t h e t o ol of c h oi c e b y Pirs c o v e a n u et al. [ 2 1] t o

cl ust er m al w ar e b e h a vi o urs. Fr o m t h e af or e m e nti o n e d A PI c alls, t h e y e xtr a ct f e at ur es
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r e pr es e nti n g s u c c essf ul / u ns u c c essf ul c alls, a n d t h e r et ur n c o d es fr o m f ail e d c alls. T h e y

t h e n a p pl y pri n ci p al c o m p o n e nt a n al ysis ( P C A), a f or m of di m e nsi o n r e d u cti o n, t o

r e d u c e t h e f e at ur e s et. Aft er usi n g g a p st atisti cs t o c h o os e t h e n u m b er of cl ust ers,

t h e y e m pl o y S O Ms t o pr oj e ct e a c h s a m pl e o nt o a t w o- di m e nsi o n al m a p, w h er e t h e

n u m b er of cl ust ers is e q u al t o t h e n u m b er of n o d es i n t h e m a p. As gr o u n d tr ut h, t h e y

l a b el e a c h m al w ar e b y c oll e cti n g t h eir a nti- vir us l a b els fr o m Vir us T ot al, a n d r e m o v e

n ois e b y f a c eti n g t o t h e t o p fi v e Mi cr os oft A V l a b els. T h eir S O Ms a c hi e v e a c c ur a ci es

of a p pr o xi m at el y 8 0 % w h e n usi n g a 2 x 2 m a p, a n d 7 0 % wit h a 4 x 4 m a p.

Alt er n ati v e cl ust eri n g a p pr o a c h es i n cl u d e t h e us e of distri b ut e d c o m p ut ati o n a n d

f u z z y cl ust eri n g [ 5, 2 2]. J a n g et al. [ 5] cr e at e a n a ut o m at e d, l ar g e s c al e m al w ar e

tri a g e s yst e m c all e d Bit S hr e d t o t ar g et m al w ar e m ut a nts. E m pl o yi n g f e at ur e h as h-

i n g, t h e y cr e at e a fi n g er pri nt f or e a c h m ali ci o us s a m pl e a n d c al c ul at e a p pr o xi m at e

J a c c ar d si mil ariti es. Cl ust ers ar e cr e at e d hi er ar c hi c all y b as e d o n a v ari a bl e t hr es h-

ol d. C o- cl ust eri n g c a n t h e n o c c ur t o dis c o v er c orr el at e d f e at ur es i n s u b- gr o u ps of

m al w ar e. T h eir r es ults i n di c at e t h at t h eir a p pr o a c h is m u c h f ast er t h a n c o nt e m p o-

r ar y t e c h ni q u es, wit h si mil ar a c c ur a c y. T h e s e c o n d w or k f o c us es o n m o bil e t hr e ats

i nst e a d of t h e Wi n d o ws pl atf or m, wit h A c a m p or a et al. [ 2 2] cr e ati n g a s yst e m t o

dis c o v er A n dr oi d m al w ar e p h yl o g e n y. Usi n g est a blis h e d A n dr oi d m al w ar e d at as ets,

t h e y r u n 3, 0 0 0 s a m pl es o n a s m art p h o n e a n d c oll e ct s yst e m c all tr a c es, w hi c h ar e

r e pr es e nt ati v e of t h e m ali ci o us b e h a vi o urs. T h e y tr a nsf or m t h es e c alls usi n g a pr o-

c ess m o d elli n g l a n g u a g e c all e d D e cl ar e, a n d cr e at e s yst e m c all e x e c uti o n fi n g er pri nts

( S E Fs). Fr o m t h es e S E Fs, a dissi mil arit y m atri x is c al c ul at e d a n d p ass e d t o a f u z z y

cl ust eri n g al g orit h m, F A N N Y. T his all o ws t h e r es e ar c h ers t o d et er mi n e t h e m e m b er-

s hi p d e gr e es of e a c h m al w ar e f a mil y wit h r es p e ct t o t h e d et er mi n e d cl ust ers. T h e y

v ali d at e t h eir r es ults b y est a blis hi n g a r ef er e n c e cl ust eri n g fr o m pr e vi o us lit er at ur e,

a c hi e vi n g pr e cisi o n a n d r e c all s c or es of 0. 8 a n d 0. 7 3, r es p e cti v el y.

Gi v e n t h e s u c c ess of n at ur al l a n g u a g e a p pr o a c h es, I f o c us o n si mil ar t e c h ni q u es,

es p e ci all y t a ki n g i ns pir ati o n fr o m t h e i nt elli g e nt tri a g e i nt e nti o ns of L e e et al. [ 7] a n d

t h e di m e nsi o n alit y r e d u cti o n of Pirs c o v e a n u et al. [ 2 1].

A n iss u e all of t h es e w or ks h a v e i n c o m m o n is t h eir a p pr o a c h t o f e at ur e e xtr a c-

ti o n. N a m el y, e a c h r e q uir e t h e ori gi n al m ali ci o us bi n ari es t o e xtr a ct f e at ur es t h at

ar e a p pr o pri at e f or ot h er s yst e ms. T his m a k es c o m p aris o ns o n t h e s a m e d at as et v er y
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di ffi c ult. As w ell, distri b uti n g m ali ci o us fil es is fr a u g ht wit h p eril, as t h eir d a n g er-

o us n at ur e c a n c a us e dis c o mf ort t o s yst e m a d mi nistr at ors, a n d t h e r es p o nsi bl e us e of

t h es e d a n g er o us fil es is di ffi c ult t o v erif y w h e n distri b ut e d o p e nl y. A s ol uti o n t o t his

iss u e is t h e us e of a n o p e n a n d r e p ut a bl e, t hir d- p art y f e at ur e d at as et.

2. 2 E v ol u ti o n a r y Cl u s t e r O p ti mi z a ti o n

O pti mi z ati o n of p ar a m et ers is a c o m m o n us e c as e f or g e n eti c al g orit h ms ( G As), a n d

s o t o o h a v e t h e y b e e n a p pli e d t o cl ust eri n g.

T hr e e r e c e nt w or ks tr y t o as c ert ai n t h e o pti m al c h oi c e of k w h e n a p pl yi n g k -

m e a ns cl ust eri n g t o d at as ets [ 2 3 – 2 5]. K uri nji v e n d h a n a n d T h a n g a d ur ai [ 2 3], as w ell

as A n us h a a n d S at hi as e el a n [ 2 4], m o dif y k - m e a ns t o i n c or p or at e t h e e v ol uti o n ar y

pr o c ess, wit h t h e l att er s h o wi n g i m pr o v e d sil h o u ett e s c or es r el ati v e t o t h e c o m p ar e d

Gr o u pi n g G e n eti c Al g orit h m. Irf a n et al. [ 2 5] i nst e a d d e m o nstr at e i m pr o v e d p er-

f or m a n c e wit h r es p e ct t o t h e n u m b er of it er ati o ns of t h e al g orit h m. U nf ort u n at el y,

t h e tri vi alit y of t h e e m pl o y e d d at as ets ( ≤ 3 cl ass es, < 2 0 0 d at a s a m pl es) li mits t h e

a p pli c a bilit y of t h e r es ults.

E m pl o yi n g a m or e c o m pl e x d at as et, Al- M al a k a n d H os n y [ 2 6] e x pl or e a c o m bi-

n ati o n of cl ust eri n g a n d t h e e v ol uti o n ar y pr o c ess t o gr o u p t h e m ulti m o d al C o P hI R

d at as et, c o nt ai ni n g p h ot o gr a p h y m et a d at a fr o m Fli c kr. S p e ci fi c all y, t h e y i n c or p o-

r at e a n a d a pti v e w ei g hti n g s yst e m, t h at c h a n g es t h e r el e v a n c e of t h e d at as et f e at ur es

as p art of t h e m ut ati o n pr o c ess. T h e y e v al u at e usi n g t h e D a vi es- B o ul di n i n d e x, a

m etri c b as e d o n E u cli d e a n dist a n c e t o t h e cl ust er c e ntr es. S ol uti o ns d e v el o p e d us-

i n g t h e a d a pti v e w ei g hti n g s c or e ar e, o n a v er a g e, 1 0 % b ett er t h a n t h e n o n- a d a pti v e

al g orit h m.

Fr o m a r e al- w orl d a p pli c ati o n p ers p e cti v e, m ulti- o bj e cti v e g e n eti c cl ust eri n g is

a p pli e d t o M RI br ai n s c a ns b y M u k h o p a d h y a y et al. [ 2 7]. T h e y e n g a g e N S G A-II t o

d et er mi n e o pti m al cl ust er c e ntr es a n d t h e p artiti o ni n g of t h e s p a c e. T h e o bj e cti v es

t o b e o pti mi z e d ar e t hr e e cl ust eri n g m etri cs, n a m el y, t h e Xi e- B e ni i n d e x, t h e P B M

i n d e x, a n d t h e f u z z y C- m e a ns m e as ur e. G e n er all y s p e a ki n g, t h e G A is o pti mi zi n g

t h e s e p ar ati o n b et w e e n cl ust ers, as w ell as t h e c o m p a ct n ess of t h os e cl ust ers. As

N S G A-II o ut p uts a fr o nt of n o n- d o mi n at e d s ol uti o ns, r at h er t h a n a si n gl e ‘ b est’ s ol u-

ti o n, t h e r es e ar c h ers us e t hr e e disti n ct cl ust eri n g e ns e m bl es t o d et er mi n e fi n al cl ust er



1 5

m e m b ers hi p. R a n ki n g t h e s ol uti o ns a g ai nst ot h er al g orit h ms s u c h as k - m e a ns a n d

e x p e ct ati o n m a xi mi z ati o n, t h e b est G A- b a c k e d t e c h ni q u es s h o w a 5 p er c e nt a g e p oi nt

i n cr e as e i n cl assi fi c ati o n a c c ur a c y a n d, at mi ni m u m, 2 0 % i n cr e as e i n t h e A dj ust e d

R a n d I n d e x. T h e h y p er gr a p h p artiti o ni n g al g orit h m cl ust eri n g e ns e m bl e is t h e m ost

s u c c essf ul a cr oss t h eir e x p eri m e nts.

A n ot h er ar e a of a p pli c ati o n, t his ti m e i n t h e r e al m of c o m p ut er s e c urit y, is t h e

i d e nti fi c ati o n of e n cr y pt e d tr a ffi c, as e x pl or e d b y B a c q u et et al. [ 2 8]. T h e r es e ar c h ers

s e e k t o cl assif y e n cr y pt e d fl o ws as S S H or n ot wit h o ut l o o ki n g at s u c h c o m m o n f e a-

t ur es as p ort n u m b ers. T h e y us e a v ari a nt of t h e P ar et o C o n v er gi n g G e n eti c Al g o-

rit h m, a s o- c all e d st e a d y st at e G A. T his is b e c a us e o nl y t w o p o p ul ati o n m e m b ers

ar e r e pl a c e d at e a c h g e n er ati o n, r es ulti n g i n a gr a d u al c h a n g e o v er e p o c hs. B ot h

f e at ur e s el e cti o n a n d cl ust er c o u nt ar e e v ol v e d as p art of t h e i n di vi d u al r e pr es e nt a-

ti o n. T h e o bj e cti v es t o b e o pti mi z e d i n cl u d e m a xi mi zi n g dist a n c e b et w e e n cl ust ers,

as w ell as mi ni mi zi n g all of: t h e dist a n c e wit hi n cl ust ers, t h e n u m b er of cl ust ers, a n d

t h e n u m b er of f e at ur es s el e ct e d. Aft er e v ol uti o n h as c o m pl et e d, k - m e a ns is r u n f or

e a c h i n di vi d u al i n t h e P ar et o fr o nt a n d a l a b el is assi g n e d f or e a c h cl ust er b as e d o n

t h e m aj orit y v ot e. T h e b est i n di vi d u al is t h e n s el e ct e d b as e d o n t h e d et e cti o n r at e

a n d f als e- p ositi v e r at e. T h e r es e ar c h ers m o dif y t h eir pr e vi o us w or k t o i n c or p or at e a

di visi v e hi er ar c hi c al a p pr o a c h t o cl ust eri n g, w h er e cl ust ers ar e p artiti o n e d if t h e y d o

n ot att ai n a s p e ci fi e d “ p urit y t hr es h ol d ”, c orr es p o n di n g t o t h e cl ust er l a b el. I n t h e

e x p eri m e nts, t h e s yst e m is tr ai n e d a n d t est e d o n w e b tr a ffi c c oll e ct e d fr o m a l ar g e

u ni v ersit y, a n d b e n c h m ar k e d a g ai nst k - m e a ns, D B S C A N, e x p e ct ati o n m a xi mi z ati o n,

as w ell as t h eir pr e vi o us n o n- hi er ar c hi c al G A. T h e n o n- hi er ar c hi c al G A d e m o nstr at es

p erf or m a n c e wit hi n 5 p er c e nt a g e p oi nts of t h e ot h er wis e b est t e c h ni q u e ( k - m e a ns)

w hil e als o a c hi e vi n g m u c h l o w er f als e p ositi v es ( d e cr e as e of 1 0 p er c e nt a g e p oi nts).

T h e hi er ar c hi c al v ari a nt f urt h er i n cr e as es t h e p erf or m a n c e t o b e wit hi n 3 p er c e nt a g e

p oi nts of k - m e a ns, w hil e als o m ai nt ai ni n g l o w f als e- p ositi v e r at es ar o u n d 1 %.

Cl ust eri n g o pti mi z ati o n vi a g e n eti c al g orit h m h as als o b e e n a p pli e d t o d o c u m e nts.

Ji a n- Xi a n g et al. [ 2 9] b e gi n b y cr e ati n g a d o c u m e nt si mil arit y m atri x, b as e d o n t h e

E u cli d e a n dist a n c e b et w e e n k e y w or d si mil arit y v e ct ors. I n t his w or k, k e y w or d si mi-

l arit y is b as e d o n t h e l e n gt h of t h e c o m m o n s u bstri n g b et w e e n t er ms. T h e o bj e cti v e

f or t h e G A is t h e n t o mi ni mi z e dist a n c e b et w e e n t h e p oi nts assi g n e d t o e a c h cl ass a n d
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t h e cl ass c e ntr e, t h er e b y fi n di n g o pti m al cl ust er c e ntr es. T h e y a p pl y t h eir t e c h ni q u e

t o 6 0 0 d o c u m e nts fr o m v ari o us dis ci pli n es i n t h e C hi n es e S o ci al S ci e n c es Cit ati o n

I n d e x, a n d c o m p ar e t h e r es ults t o t h os e a c hi e v e d b y k - m e a ns. T h e r es ults i n di c at e

a m o d est i n cr e as e i n cl assi fi c ati o n p erf or m a n c e ( 2 – 6 p er c e nt a g e p oi nts), a n d o v er all

o bj e cti v e p erf or m a n c e, at t h e c ost of i n cr e as e d c o n v er g e n c e ti m e f or t h e G A. A n ot h er

i m p ort a nt dr a w b a c k is t h e hi g h- di m e nsi o n al d e ns e k e y w or d m atri x, w hi c h d o es n ot

s c al e w ell wit h a n i n cr e as e i n d o c u m e nt t er ms.

I n t h es e w or ks, k - m e a ns is oft e n t h e f a v o ur e d t o ol, a n d a u g m e nt e d b y or i n-

c or p or at e d i nt o t h e g e n eti c al g orit h m. W hil e t h e r es ults d o n ot s h o w a dr a m ati c

p erf or m a n c e i n cr e as e, t h e y d o c o nsist e ntl y d e m o nstr at e t h e w ell-r o u n d e d n at ur e of

s ol uti o ns pr o d u c e d usi n g e v ol uti o n ar y o pti mi z ati o n. T his is pr o b a bl y d u e i n p art

t o t h e P ar et o- o pti m al s ets of s ol uti o ns pr o d u c e d b y m ulti- o bj e cti v e G As. A c c or d-

i n gl y, f urt h er i n v esti g ati o n of cl ust eri n g al g orit h ms t u n e d b y m ulti- o bj e cti v e g e n eti c

al g orit h ms is w arr a nt e d.

2. 3 M al w a r e Si g n a t u r e E x t r a c ti o n

Cr e ati n g si g n at ur es f or m al w ar e is a n ot h er p o p ul ar t o pi c i n t h e lit er at ur e. As dis-

c uss e d i n S e cti o n 1. 2, st ati c a n d d y n a mi c pr o c e d ur es c a n b e a p pli e d t o e xtr a ct f e at ur es

f or si g n at ur e g e n er ati o n. T h es e si g n at ur es ar e us e d f or i d e nti fi c ati o n a n d a n al ysis p ur-

p os es.

N e ws o m e et al. [ 9] cr e at e a s yst e m c all e d P ol y gr a p h t o i m pr o v e t h e e ff e cti v e n ess

of i ntr usi o n d et e cti o n s yst e ms (I D Ss) a g ai nst p ol y m or p hi c w or ms, c a p a bl e of alt eri n g

t h eir m ali ci o us p a yl o a d. W hil e t h e p a yl o a d is i n c o nsist e nt, i n or d er f or t h e e x pl oits

t o r e m ai n e ff e cti v e, t h er e ar e “i n v ari a nt b yt es ” t h at m ust e xist f or a n y gi v e n e x pl oit.

T h e a ut h ors us e t his t o t h eir a d v a nt a g e, e xtr a cti n g b yt e gr o u ps fr o m m ali ci o us a n d

b e ni g n n et w or k fl o ws as t o k e ns, a n d usi n g t h es e t o k e ns t o c o nstr u ct t hr e e ki n ds of

si g n at ur es:

1. C o nj u n cti o n si g n at ur es si m pl y c o nt ai n e v er y t o k e n e xtr a ct e d fr o m t h e s a m pl e.

A n ot h er s a m pl e m at c h es if its t o k e ns ar e e x a ctl y t h e s a m e as t h e si g n at ur e.

2. T o k e n-s u bs e q u e n c e si g n at ur es ar e cr e at e d b y fi n di n g a n or d er e d s e q u e n c e of

t o k e ns pr es e nt i n e v er y s a m pl e. A n ot h er s a m pl e m at c h es if it c o nt ai ns t h e
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c h os e n t o k e ns.

3. B a y esi a n si g n at ur es ar e pr o b a bilisti c m o d els b as e d o n a n aı̈ v e B a y es cl assi fi er,

r at h er t h a n e x a ct s ets of t o k e ns t o m at c h. T h e pr o b a bilit y of a t er m i n di c ati n g

m ali ci o us n ess is c al c ul at e d i n d e p e n d e ntl y b as e d o n its pr es e n c e i n m ali ci o us or

b e ni g n tr a ffi c fl o ws. A n ot h er s a m pl e m at c h es if its s u m m e d t o k e n pr o b a biliti es

e x c e e d a t hr es h ol d.

T h e y e v al u at e e a c h si g n at ur e t y p e a g ai nst t hr e e s c e n ari os: o n e w or m, b e ni g n tr a ffi c

a n d o n e w or m, a n d b e ni g n tr a ffi c a n d m ulti pl e w or ms. N o cl e ar wi n n er e m er g es, wit h

e a c h h a vi n g a d v a nt a g es a n d dis a d v a nt a g es d e p e n di n g o n t h e w or m a n d t h e pr o bl e m

s c e n ari o. A s p e ci fi c iss u e is t h e ri gi dit y of t h e si g n at ur es cr e at e d. T h e a ut h ors

r e c o m m e n d a c o m bi n ati o n of t h e t hr e e f or m a xi m u m e ff e ct.

T hr e e ot h er s ur v e y e d w or ks als o e m pl o y n et w or k tr a ffi c f or si g n at ur e g e n er a-

ti o n [ 3 0 – 3 2]. T h e f or m er t w o e m pl o y S n ort I D S 3 r ul es a n d hi er ar c hi c al cl ust eri n g t o

g e n er at e si g n at ur es, w hil e t h e l att er o p er at es o n t h e r a w n et w or k p a c k ets. Z ur ut u z a

et al. [ 3 0] c a pt ur e i nt er n et tr a ffi c t o b e p ass e d t hr o u g h S n ort b y m o c ki n g a n u m b er

of p o p ul ar w e b s er vi c es. Tr a ffi c t h at tri g g ers al erts ar e cl ust er e d usi n g a hi er ar c hi-

c al a g gl o m er ati v e cl ust eri n g m et h o d t o m o d el k n o w n att a c ks, w hil e u n k n o w n tr a ffi c

is s e p ar at el y cl ust er e d t o m o d el n e w att a c ks. T h es e cl ust ers ar e t h e n tr a nsf or m e d

i nt o S n ort r ul es, a n d f e d b a c k i nt o t h e c a pt uri n g s yst e m, w h er e t h e c y cl e c o nti n u es.

T h e y ar e e v e nt u all y a bl e t o cl assif y 9 9 % of tr a ffi c, wit h t h e s m all n u m b er r e m ai ni n g

attri b ut e d t o mis c o n fi g ur ati o ns.

C h oi et al. [ 3 1] als o ai m t o r a pi dl y g e n er at e m ali ci o us si g n at ur es b y c o nstr u cti n g

a hi er ar c hi c al cl ust er tr e e of n et w or k si g n at ur es. S n ort I D S r ul es ar e cl ust er e d b y

c o m p uti n g si mil arit y vi a t h eir l o n g est c o m m o n s u bstri n gs ( L C Ss). A bi n ar y tr e e is

pr o d u c e d, w h er e t h e l e a v es of t h e tr e e ar e si g n at ur es, w hil e t h e n o d es ar e si mil arit y

s c or es. W h e n a n e w m al w ar e is s e e n, a S n ort si g n at ur e is pr o d u c e d a n d c o m p ar e d

t hr o u g h t h e tr e e, w h er e it is pl a c e d n e ar its m ost si mil ar si g n at ur es, r e b al a n ci n g as

a p pr o pri at e. Usi n g t h e L C S all o ws f or g e n er ali z ati o n of t h e si g n at ur es, a n d c a n b e

c o m p ut e d i n li n e ar ti m e usi n g a s u ffi x tr e e. T his w or k o nl y d es cri b es t h e t e c h ni q u e,

a n d w o ul d n e e d t o b e ass ess e d s e p ar at el y t o as c ert ai n its e ff e cti v e n ess.

3 h t t p s : / / w w w . s n o r t . o r g /
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I n t h e fi n al n et w or k- b as e d w or k, W a n g et al. [ 3 2] e m pl o y f e at ur e h as hi n g o n n et-

w or k fl o w b yt es t o s c al e t h eir s yst e m. Aft er m a n u all y ass e m bli n g cl ust ers of si mil ar

m al w ar e, t h e y h as h n - gr a ms e xtr a ct e d fr o m t h e fl o ws t o g e n er at e a bi n ar y m atri x.

T h e m ost si g ni fi c a nt f e at ur es fr o m e a c h cl ust er ar e e xtr a ct e d b as e d o n t h eir “ cl ust er

c o v er a g e ”, i n di c ati n g a si g ni fi c a nt pr es e n c e wit hi n t h e cl ust er. T h e y u ni o n t h e f e a-

t ur es, a n d e n g a g e a gr e e d y B a y esi a n s el e cti o n f u n cti o n t o m a xi mi z e t h e pr o b a bilit y

of m ali ci o us f e at ur es. B y i n cr e asi n g t h e n u m b er of s el e ct e d f e at ur es t o 5, t h e y r e d u c e

f als e p ositi v es t o l ess t h a n 1 %, e v e n w h e n n ois e i n t h e fl o w p o ol is i n cr e as e d t o 1 0 %.

T h e d o w nsi d e is t h at t h e si g n at ur es ar e bl a c k- b o x m o d els d u e t o t h e f e at ur e h as hi n g,

o ff eri n g n o i n di c ati o n as t o t h e m al w ar e t h e y i d e ntif y.

F a ci n g a n e ntir el y di ff er e nt t hr e at, Z h a n g et al. [ 1 0] us e m et a d at a fr o m A n dr oi d

a p pli c ati o ns t o i d e ntif y m al w ar e f a mili es a n d g e n er at e si g n at ur es. T h e i nf or m ati o n

e xtr a ct e d i n cl u d es t h e a p p n a m e, p er missi o ns e m pl o y e d, as w ell as a cti vit y n a m e.

Aft er r e m o vi n g c o m m o n t er ms t o r e d u c e n ois e, t h e t er ms ar e gr o u p e d b y t h eir si mi-

l arit y s c or e, as c al c ul at e d usi n g T F-I D F a n d k - m e a ns f or cl ust eri n g. T h e y e xtr a ct t h e

si mil ariti es i nt o p att er ns c o nsisti n g of a p arti c ul ar fi el d, a n o p er at or ( e x a ct, pr e fi x,

or s u ffi x m at c h), a n d a v al u e. T h es e si g n at ur es ar e v er y i nt er pr et a bl e f or h u m a ns,

w hil e als o b ei n g si m pl e t o i m pl e m e nt i n a cl assi fi er. T h e y v ali d at e t h e e ff e cti v e n ess

of t h e si g n at ur es usi n g 1. 7 5 milli o n m al w ar e, a n d e xtr a ct o v er 1 2, 5 0 0 u ni q u e f a mil y

si g n at ur es, w hi c h ar e s ai d t o a c hi e v e “ n o f als e p ositi v es i n pr o d u cti o n ”.

H a n a n d Oli vi er [ 1 1] als o e m p h asi z e i nt er pr et a bilit y i n t h eir m al w ar e si g n at ur e

g e n er ati o n w or k. T h e y r u n m al w ar e i n a s a n d b o x t o c a pt ur e s yst e m c alls w hi c h ar e

g e n er ali z e d i nt o c at e g ori es, a n d c o n v ert e d t o e v e nts c o nsisti n g of t y p e, o p er ati o n,

a n d ar g u m e nts. T his s e q u e n c e of e v e nts is t a k e n as a m ali ci o us b e h a vi o ur. F or e a c h

m ali ci o us b e h a vi o ur, n - gr a ms ar e e xtr a ct e d t o f or m si g n at ur es. T h e r es e ar c h ers fi n d

t h at s etti n g n = 5 pr o vi d es t h e b est b al a n c e of g e n eri c v ers us s p e ci fi c. T o a ut o m at e

t his pr o c ess, t h e e v e nts ar e v e ct ori z e d, all o wi n g f or cl ust eri n g wit h k - m e a ns. I n t h eir

e v al u ati o n pr o c ess, t h e y a c hi e v e F- S c or es as hi g h as 0. 9 5.

M a n y of t h es e si g n at ur es h a v e t o m a k e a tr a d e- o ff b et w e e n i nt er pr et a bilit y a n d

us a bilit y. Fe at ur e h as hi n g e n a bl es hi g h c o m p aris o n p erf or m a n c e, f or e x a m pl e, b ut

pr e e m pts t h e p ossi bilit y of i ns p e cti n g t h e r es ulti n g m o d el. A k e y c o n c er n f or a n y

f ut ur e w or k is t o e ns ur e t h at t h e r es ulti n g si g n at ur es m ai nt ai n s o m e b al a n c e b et w e e n
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t h es e c o n fli cti n g o bj e cti v es. S el e cti n g f e at ur es f or t h e si g n at ur e is als o a n ar e a of

i nt er est, as a pr o b a bilisti c a p pr o a c h b as e d o n l a b els c o ul d b e f a ult y d u e t o b e h a vi o ur al

o v erl a p b et w e e n m al w ar e f a mili es. A n alt er n ati v e a p pr o a c h is t o t a k e i ns pir ati o n fr o m

a n o m al y d et e cti o n b y s el e cti n g l ess s e e n f e at ur es t o cr e at e t h e fi n al si g n at ur e.

2. 4 S u m m a r y

I n t his c h a pt er, I dis c uss e d t h e t hr e e r es e ar c h ar e as of k e y i m p ort a n c e t o t h e c h os e n

t h esis t o pi c. T his i n cl u d es m al w ar e cl ust eri n g, e v ol uti o n ar y cl ust er o pti mi z ati o n, a n d

m al w ar e si g n at ur e e xtr a cti o n.

T h e s ur v e y e d w or ks s u g g est ar e as f or e x pl or ati o n as p art of t his t h esis. M y n o v el

c o ntri b uti o n is e n a bl e d b y t h e e xt e nsi o n a n d c o nj u n cti o n of dis p ar at e t e c h ni q u es dis-

c uss e d. T h es e a p pr o a c h es t a k e n t o g et h er will all o w f or a f ull y a ut o m at e d m al w ar e

cl ust eri n g s yst e m u ns e e n i n t h e lit er at ur e. N a m el y, I will e m pl o y n at ur al l a n g u a g e

pr o c essi n g t e c h ni q u es t o cl ust er m al w ar e as o n e mi g ht cl ust er d o c u m e nts, a n d o pti-

mi z e t h e cl ust eri n g p ar a m et ers t hr o u g h t h e us e of a m ulti- o bj e cti v e g e n eti c al g orit h m.

F oll o wi n g t his, si g n at ur es f or e a c h cl ust er will b e g e n er at e d i n a pr o c ess t h at t ar g ets

b ot h us a bilit y a n d i nt er pr et a bilit y, a n d s el e cts f e at ur es f or i n cl usi o n a c c or di n g t o t h eir

gl o b al us a g e.



C h a p t e r 3

M e t h o d ol o g y

I n t his c h a pt er, I will d et ail t h e t e c h ni q u es wit h w hi c h t h e C O U G A R s yst e m w as

i m pl e m e nt e d a n d t h esis r es ults a c hi e v e d. It s h o ul d b e n ot e d t h at i n t h e p e n ulti m at e

s e cti o n ( 3. 7), a n a n al o g o us s c e n ari o is i ntr o d u c e d t o d e m o nstr at e t h e m etri cs a n d

m et h o d ol o g y.

T h e o v er all ar c hit e ct ur e of C O U G A R is pr es e nt e d i n Fi g ur e 3. 1. T his fi g ur e

i n di c at es t h e tr a nsiti o ns b et w e e n c o m p o n e nts i n t h e s yst e m, a n d dir e cti o n i n w hi c h

d at a is r e a d or writt e n. T o b e gi n, t h e P ar q u eti z er c o n v erts t h e a p pr o pri at e d at a

fr o m t h e E M B E R d at as et t o P ar q u et t a bl es, b ef or e n otif yi n g t h e v e ct ori z er. T h e

v e ct ori z er pr o c ess es t h e P ar q u et t a bl es, s a vi n g t h e v e ct ori z ati o n t o a d at al a k e, a n d

n oti fi es t h e r e d u c er. T h e r e d u c er us es a di m e nsi o n r e d u cti o n al g orit h m t o tr a nsf or m

t h e v e ct ori z ati o n t o a l o w- di m e nsi o n al e m b e d di n g. T h e S p ar k l e a d er is n oti fi e d t h at

t h e n e w e m b e d di n g is r e a d y, a n d it cr e at es S p ar k w or k ers, w hi c h c o m p ut e cl ust eri n gs

i n p ar all el a n d r et ur n r es ults t o t h e l e a d er. W h e n t h e j o b c o m pl et es, t h e d at a is s a v e d

f or a n a n al yst t o i ns p e ct. O n t h eir i nstr u cti o n, t h e j o b p ar a m et ers c a n b e t w e a k e d,

a n d t h e S p ar k l e a d er n oti fi e d t o r e c o m p ut e t h e cl ust ers. T his pr o c ess c a n b e it er at e d

u p o n u ntil t h e d esir e d r es ults ar e a c hi e v e d.

T h e f oll o wi n g s e cti o ns f urt h er d es cri b e t his pr o c essi n g m et h o d ol o g y. S p e ci fi c all y,

I dis c uss t h e c h os e n d at as et i n S e cti o n 3. 1, a n d f e at ur e pr o c essi n g i n S e cti o n 3. 2,

i n cl u di n g f e at ur e v e ct ori z ati o n a n d di m e nsi o n r e d u cti o n. S e cti o n 3. 3 dis c uss es t h e

utili z e d cl ust eri n g al g orit h ms. S e cti o n 3. 4 d et ails t h e e v ol uti o n ar y m ulti- o bj e cti v e

m et h o d ol o g y a n d ass o ci at e d al g orit h ms, w hil e S e cti o n 3. 5 d es cri b es t h e distri b ut e d

c o m p ut ati o n al a p pr o a c h. S e cti o n 3. 6 f e at ur es d es cri pti o ns of t h e si g n at ur e g e n er ati o n

pr o c ess, as w ell as ps e u d o c o d e f or t h e al g orit h ms. S e cti o n 3. 7 e n u m er at es t h e m etri cs

e m pl o y e d f or e v al u ati o n, al o n g wit h e x a m pl es of e a c h. T his c h a pt er c o n cl u d es wit h a

s h ort s u m m ar y i n S e cti o n 3. 8.

2 0
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2.	 W rit e

1.	 R e a d
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Fi g ur e 3. 1: Hi g h-l e v el C O U G A R ar c hit e ct ur e

3. 1 D a t a s e t

A pr oj e ct i n v ol vi n g m ali ci o us fil es pr es e nts c h all e n g es t h at t y pi c all y d o n ot e xist w h e n

h a n dli n g ot h er d at as ets. M al w ar e is, b y its v er y n at ur e, u ntr ust e d, a n d s o m ust b e

s e q u est er e d t o pr e v e nt a c ci d e nt al e x e c uti o n. F urt h er m or e, it is us u all y u n d esir a bl e

t o a c q uir e or r et ai n m al w ar e o n a c o m p ut er s yst e m, s o t h e a v ail a bilit y of m al w ar e

is g e n er all y li mit e d. W hil e t h er e ar e s o m e w e bsit es [ 3 3 – 3 5] t h at all o w us ers t o s h ar e

m ali ci o us fil es, c o m m u nit y- dri v e n a g gr e g ati o n d o es n ot l e n d its elf t o st a bl e a n d es-

t a blis h e d d at as ets.

As t his t h esis d o es n ot o ff er c o ntri b uti o ns i n t h e ar e as of m al w ar e st or a g e or

f e at ur e d eri v ati o n, a k n o w n d at as et wit h pr e- e xtr a ct e d f e at ur es w as d esir a bl e. T his

all o w e d f or t h e w or k t o f o c us o n t h e e x pl oit ati o n of t h os e f e at ur es, r at h er t h a n t h eir

a c q uisiti o n. I n a d diti o n, usi n g a p u bli cl y a v ail a bl e d at as et f a cilit at es r e pr o d u ci bl e

r es e ar c h a n d m a k es f or m or e m e a ni n gf ul c o m p aris o ns of p erf or m a n c e a g ai nst e xisti n g

a n d f ut ur e w or ks. T h a n kf ull y, o n e s u c h d at as et w as e x a ctl y s uit e d t o t his t as k.
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3. 1. 1 E M B E R

F or t his w or k, I c h os e t o us e t h e r el ati v el y n o v el E n d g a m e M al w ar e B E n c h m ar k f or

R es e ar c h ( E M B E R) d at as et [ 3 6] fr o m E n d g a m e ( n o w a p art of El asti c). E M B E R

w as d esi g n e d as a “ b e n c h m ar k d at as et f or r es e ar c h ers ” [ 3 7], a n d i n cl u d es f e at ur es

e xtr a ct e d usi n g LI E F [ 3 8] fr o m o v er 2, 0 0 0, 0 0 0 Wi n d o ws P Es i n 2 0 1 7 a n d 2 0 1 8.

T h e f e at ur es i n E M B E R ar e n u m er o us. F or s a m pl es fr o m 2 0 1 8 al o n e, t h e u n c o m-

pr ess e d J S O N fil es ar e i n e x c ess of 9 G B. T h es e f e at ur es i n cl u d e g e n er al fil e c h ar a ct er-

isti cs, as w ell as fil e h e a d er i nf or m ati o n, i m p ort e d a n d e x p ort e d f u n cti o ns, b yt e a n d

b yt e- e ntr o p y hist o gr a ms, a n d stri n g st atisti cs. I utili z e t h e A V Cl ass f e at ur e, d es cri b e d

i n S e cti o n 1. 3, as t h e gr o u n d tr ut h m al w ar e f a mil y l a b el.

Wit h s u c h a v ari et y of f e at ur es, it w as n e c ess ar y t o c o n c e ntr at e o n a disti n ct s u bs et

f or t his w or k. It h as b e e n s h o w n [ 3 9 – 4 1] t h at i m p ort st at e m e nts ar e a n e ff e cti v e t o ol

t o e xtr a ct m ali ci o us b e h a vi o urs, as it is di ffi c ult t o o bf us c at e t hir d- p art y i m p orts

wit h o ut br e a ki n g c o m p ati bilit y wit h t h e li br ar y. T o t h at e n d, i m p ort t er ms a n d t h eir

c orr es p o n di n g li br ar y w er e e xtr a ct e d fr o m E M B E R f or e a c h m ali ci o us s a m pl e. A

s h ort e n e d e x a m pl e of t h e e xtr a ct e d i nf or m ati o n is s h o w n i n T a bl e 3. 1 f or t h e m al w ar e

s a m pl e wit h M D 5 h as h 0 a 7 a 7 2 a 5 8 5 3 f 3 7 4 0 e a 7 6 f 9 9 3 4 7 6 4 b d 4 4 .

I n t h e i nt er est of s p e e d, t h e c o nt ai n er f or m at w as als o m o di fi e d d uri n g e xtr a cti o n.

R e pr es e nti n g i m p orts as a t a bl e all o ws f or c o m pr essi o n a d v a nt a g es i n t h e f or m of

r e p e at e d v al u es. F or t his t as k, A p a c h e P ar q u et 1 w as c h os e n. P ar q u et is a c ol u m n-

ori e nt e d d at a f or m at o pti mi z e d f or t h e H a d o o p e c os yst e m, w h er e i n- m e m or y d at a

a c c ess is p ar a m o u nt, a n attri b ut e s h ar e d wit h C O U G A R. T h e M D 5, S H A 2 5 6, as-

si g n e d A V Cl ass, a n d t ot al n u m b er of i m p orts w er e als o i n cl u d e d i n a s e p ar at e t a bl e

f or r ef er e n c e.

It s h o ul d b e n ot e d t h at w hil e t his t h esis f o c us es o n f u n cti o n i m p orts, t h e C O U G A R

fr a m e w or k w as d esi g n e d t o b e f e at ur e a g n osti c, a n d e m pl o y a n y d at a t h at c a n f e asi-

bl y b e v e ct ori z e d. T h er e ar e k n o w n iss u es t o usi n g i m p ort e d f u n cti o ns [ 4 2], s u c h as

p a c k ers a n d o bf us c at ors, w hi c h s e e k t o hi d e t h e m al w ar e fr o m s u c h st ati c a n al ysis. I n

t h e f ut ur e w or k, I d es cri b e f e at ur es t h at m a y b e m or e s u c c essf ul w h e n d e ali n g wit h

m al w ar e t h at a ct i n s u c h w a ys.

1 h t t p s : / / p a r q u e t . a p a c h e . o r g
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Li br ar y I m p ort e d F u n cti o n

k er n el 3 2. dll  L o a d Li br ar y W
k er n el 3 2. dll  D el et e Fil e A
cr y pt 3 2. dll  C ert D u pli c at e St or e
cr y pt 3 2. dll  C ert S a v e St or e
wts a pi 3 2. dll  W T S Fr e e M e m or y
wts a pi 3 2. dll W T S E n u m er at e S er v ers A

... ...

T a bl e 3. 1: S a m pl e of i m p ort t er ms fr o m a n E M B E R fil e

Fi g ur e 3. 2: Tr a nsf or m ati o n fr o m E M B E R t o e m b e d di n g

3. 2 F e a t u r e P r o c e s si n g

T h e tr a nsf or m ati o n fr o m E M B E R t o e m b e d di n g is d es cri b e d i n t his s e cti o n. A hi g h-

l e v el vis u al r e pr es e nt ati o n c a n b e o bs er v e d i n Fi g ur e 3. 2. I n t his fi g ur e, E M B E R

d at a is tr a nsf or m e d fr o m t h e J S O N s o ur c e fil es, t o P ar q u et t a bl es, t o a s p ars e m atri x

v e ct ori z ati o n of t h e f u n cti o n i m p orts, a n d fi n all y t o t h e U M A P e m b e d di n g i n t w o-

di m e nsi o n al s p a c e.

3. 2. 1 V e c t o ri z a ti o n

I m p orts fr o m e a c h s a m pl e ar e c o n v ert e d t o l o w er c as e, j oi n e d wit h a c o m m a t o t h eir

p ar e nt li br ar y, a n d a d d e d t o t h e c or p us. A B a g- of- W or ds m o d el is e m pl o y e d t o

v e ct ori z e t h e d at as et, usi n g t h e C o u n t V e c t o r i z e r fr o m S ci kit- L e ar n [ 4 3]. I n t h e

r es ulti n g m atri x, e a c h r o w r e pr es e nts a si n gl e m ali ci o us s a m pl e, a n d e a c h c ol u m n

r e c or ds t h e n u m b er of o c c urr e n c es f or e a c h li br ar y /f u n cti o n i n t h e c or p us. Si n c e
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E M B E R o nl y c o nt ai ns a list of f u n cti o n i m p orts, r at h er t h a n fr e q u e n c y of f u n cti o n

c alls, t h e r es ulti n g s a m pl e r e pr es e nt ati o n is a bit v e ct or, w h er e t h e pr es e n c e of a

t er m is i n di c at e d b y a s et bit. A n e x a m pl e v e ct ori z ati o n is gi v e n i n T a bl e 3. 4. T his

v e ct ori z ati o n is t h e n h el d f or f urt h er c o m p ut ati o n i n t h e f or m of di m e nsi o n r e d u cti o n.

3. 2. 2 Di m e n si o n R e d u c ti o n

W hil e cl ust eri n g o n hi g h er di m e nsi o ns is p ossi bl e, t h e n at ur e of a pr o d u cti o n m al w ar e

tri a g e s yst e m is c o nti n u o us d at a i n g esti o n. T o t his e n d, u p d at e d cl ust er m o d els c a n

b e pr o d u c e d si g ni fi c a ntl y f ast er o n l o w- di m e nsi o n al d at a.

T h e al g orit h m I e m pl o y f or t his t as k is t h e U nif or m M a nif ol d A p pr o xi m ati o n a n d

Pr oj e cti o n ( U M A P) t e c h ni q u e [ 4 4]. T his t e c h ni q u e w or ks b y m o d elli n g t h e d at a wit h

a f u z z y t o p ol o gi c al str u ct ur e, a n d is n ot a bl e f or att e m pti n g t o pr es er v e b ot h l o c al

a n d gl o b al dist a n c es b et w e e n d at a p oi nts.

U M A P w as c h os e n f or a n u m b er of r e as o ns. U M A P d e m o nstr at es c ert ai n q u aliti es

t h at m a k e it b ett er s uit e d as a cl ust er pr e- pr o c essi n g st e p t h a n ot h er di m e nsi o n

r e d u cti o n t e c h ni q u es li k e t- S N E [ 4 5]. N a m el y, it m or e e ff e cti v el y m ai nt ai ns t h e “ gl o b al

str u ct ur e ” of t h e d at a w hi c h l e a ds t o m or e “ m e a ni n gf ul s e p ar ati o n b et w e e n c o n n e ct e d

c o m p o n e nts of t h e m a nif ol d o n w hi c h t h e d at a li es ” [ 4 6]. I n t ur n, t h e r es ulti n g cl ust ers

i n t h e e m b e d di n g ar e m or e r el e v a nt. As w ell, it h as b e e n d e m o nstr at e d t o b e m u c h

f ast er t h a n si mil ar t e c h ni q u es s u c h as P C A a n d t- S N E i n b e n c h m ar ks [ 4 7], w hi c h is

a n i m p ort a nt f ut ur e c o nsi d er ati o n t o s c al e t h e s yst e m t o h a n dl e t h e l ar g e i n fl u x of

m al w ar e e v er y d a y. Fi n all y, U M A P s u p p orts t h e tr a nsf or m ati o n of n e w d at a i nt o

e xisti n g m o d els [ 4 8]. W hil e t his f e at ur e is n ot u ni q u e t o U M A P, it is ess e nti al f or

m y us e c as e i n pr e di cti n g t h e m al w ar e f a mil y of u ns e e n s a m pl es b as e d u p o n s o m e

tr ai ni n g d at as et.

W hil e U M A P c a n b e p ar a m et eri z e d t o r e d u c e t o a n y n u m b er of di m e nsi o ns, I

el e ct e d t o r e d u c e t o a t w o- di m e nsi o n al e m b e d di n g f or t h e s a k e of si m pli cit y, a n d e as e

of vis u ali z ati o n. W hil e I h a d ori gi n all y i nt e n d e d t o i n cl u d e t h e U M A P p ar a m et ers

as p art of t h e o pti mi z ati o n s e ar c h pr o c ess, r e b uil di n g m a n y U M A P e m b e d di n gs i n

e a c h g e n er ati o n dr a m ati c all y sl o w e d t h e s yst e m. T o t h at e n d, U M A P is e m pl o y e d

wit h o ut- of-t h e- b o x d ef a ults f or al m ost e v er y p ar a m et er. T h e n ot a bl e e x c e pti o n is

t h e n u m b er of n ei g h b o urs, w hi c h is s et t o 1 % of t h e i n p ut d at as et. N ei g h b o ur h o o d



2 5

si z e is a n i m p ort a nt c o nsi d er ati o n, as it d et er mi n es t h e d e gr e e t o w hi c h t h e al g orit h m

will f o c us o n l o c al or gl o b al str u ct ur e. T his is a n i m p ort a nt b al a n ci n g p oi nt, as t h e

r es ulti n g e m b e d di n g s h o ul d i d e all y ill ustr at e t h e dist a n c e b et w e e n b ot h si mil ar a n d

di ff er e nt s a m pl es, w hi c h will b e cl os e or f ar a w a y, r es p e cti v el y, i n t h e e m b e d di n g

s p a c e. H a vi n g s u c h s e p ar ati o n is als o d esir a bl e f or t h e n e xt st e p of t h e s yst e m: t h e

cl ust eri n g pr o c ess.

3. 3 Cl u s t e ri n g Al g o ri t h m s

I e m pl o y t hr e e cl ust eri n g al g orit h ms i n t his t h esis: D B S C A N [ 4 9], O P TI C S [ 5 0], a n d

k - m e a ns [ 5 1]. T h e f or m er t w o t e c h ni q u es ar e cl os el y r el at e d, b ot h w or ki n g t o cl ust er

b as e d o n t h e d e nsit y of d at a. I n a d diti o n, n eit h er D B S C A N n or O P TI C S r e q uir es

p ar a m et eri z ati o n wit h t h e n u m b er of cl ust ers i n t h e d at as et. T his miti g at es a ‘ c hi c k e n

a n d e g g’ s c e n ari o, w h er e t h e n u m b er of cl ust ers is r e q uir e d t o cl ust er t h e d at a, b ut

a r e as o n a bl e esti m at e of cl ust er c o u nt is di ffi c ult wit h o ut first cl ust eri n g t h e d at a.

k - m e a ns, o n t h e ot h er h a n d, is n ot d e nsit y b as e d a n d r e q uir es t h e n u m b er of cl ust ers

t o b e c h os e n i n a d v a n c e. It d o es, h o w e v er, p oss ess s u c h d esir a bl e q u aliti es as b ei n g

s c al a bl e, si m pl e t o i m pl e m e nt, a n d g u ar a nt e e d t o c o n v er g e. A c c or di n gl y, it st a n ds as

a c o m p ar ati v e b as eli n e t o D B S C A N a n d O P TI C S.

F or e a c h al g orit h m, t w o or t hr e e p ar a m et ers w er e s el e ct e d f or o pti mi z ati o n. D B S C A N

us es e p s a n d m i n s a m p l e s , w hil e O P TI C S us es m a x e p s a n d m i n s a m p l e s . k - m e a ns

us es n c l u s t e r s , n i n i t , a n d m a x i t e r . E a c h p ar a m et er will b e dis c uss e d i n t h e

f oll o wi n g s u bs e cti o ns, a n d t h e d ef a ult v al u es al o n g wit h p ar a m et er b o u n ds (f or t h e

e v ol uti o n ar y pr o c ess) ar e s h o w n i n T a bl e 3. 2. T h es e w er e c h os e n i n c o n c ert wit h t h e

d o c u m e nt ati o n f or S ci kit- L e ar n, as t h e y i d e ntif y t h e m ost c o ns e q u e nti al p ar a m et ers 2 .

E a c h al g orit h m is i niti ali z e d usi n g r e as o n a bl e p ar a m et ers i n t h e vi ci nit y of t h eir d e-

f a ults i n t h e S ci kit- L e ar n i m pl e m e nt ati o n. T h e n ot a bl e e x c e pti o n t o t his is m i n _ s a m p l e s

i n D B S C A N a n d O P TI C S, w hi c h is s et hi g h er ( 4 0), t o a v oi d f or mi n g n e e dl essl y s m all

cl ust ers.

2 h t t p s : / / s c i k i t - l e a r n . o r g / s t a b l e / m o d u l e s / g e n e r a t e d / s k l e a r n . c l u s t e r . D B S C A N . h t m l
h t t p s : / / s c i k i t - l e a r n . o r g / s t a b l e / m o d u l e s / g e n e r a t e d / s k l e a r n . c l u s t e r . O P T I C S . h t m l
h t t p s : / / s c i k i t - l e a r n . o r g / s t a b l e / m o d u l e s / g e n e r a t e d / s k l e a r n . c l u s t e r . K M e a n s . h t m l

https://scikit-learn.org/stable/modules/generated/sklearn.cluster.DBSCAN.html
https://scikit-learn.org/stable/modules/generated/sklearn.cluster.OPTICS.html
https://scikit-learn.org/stable/modules/generated/sklearn.cluster.KMeans.html
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Al g orit h m P ar a m et er D ef a ult L o w er B o u n d U p p er B o u n d

D B S C A N e p s 0. 5 0. 0 1 0 0. 0
m i n s a m p l e s 4 0 5 2 5 0

O P TI C S m a x e p s 5 0. 0 0. 0 1 0 0. 0
m i n s a m p l e s 4 0 5 2 5 0

k - m e a ns n c l u s t e r s 8 2 1 0 0
n i n i t 1 0 1 1 0 0

m a x i t e r 3 0 0 1 0 1 0 0 0

T a bl e 3. 2: D ef a ult v al u es a n d b o u n ds f or cl ust eri n g al g orit h m p ar a m et ers

3. 3. 1 D B S C A N

D e nsit y- b as e d s p ati al cl ust eri n g of a p pli c ati o ns wit h n ois e ( D B S C A N) [ 4 9] is a cl ust er-

i n g al g orit h m t h at o p er at es o n t h e pr e mis e t h at cl ust ers ar e gr o u ps of d e ns el y p a c k e d

p oi nts s e p ar at e d b y l ess d e ns e s p a c e. It c o nsi d ers a s p e ci fi e d n u m b er of n e ar b y p oi nts

(M i n P t s , or m i n s a m p l e s i n S ci kit- L e ar n) as a cl ust er c or e if t h e y f all wit hi n a s p e c-

i fi e d dist a n c e (ε , or e p s i n S ci kit- L e ar n). Cl ust ers ar e e x p a n d e d t o b or d er p oi nts

a c c essi bl e fr o m at l e ast o n e of t h e c or e p oi nts. P oi nts t h at ar e at l e ast ε a w a y fr o m

a c or e p oi nt ar e n ot a d d e d t o t h e cl ust er, a n d i nst e a d m ar k e d as n ois e. T h es e v al u es

m ust b e c ar ef ull y c h os e n s o as n ot t o br o a dl y cr e at e o n e l ar g e cl ust er, or b e s o s p e ci fi c

as t o cr e at e f e w or n o cl ust ers.

D B S C A N w as s el e ct e d as it s u p p orts n o n- c o n v e x cl ust er s h a p es, as w ell as n ot

cl ust eri n g d at a t h at it p er c ei v es t o b e n ois e. T h e f or m er c o nsi d er ati o n is es p e ci all y

i m p ort a nt w h e n w or ki n g wit h U M A P, as it is n ot g u ar a nt e e d t o pr o d u c e “ cl e a n,

s p h eri c al cl ust ers ” [ 4 6]. T h e l att er is als o a m aj or b e n e fit i n t his r es e ar c h pr o bl e m, as

u nr el at e d s a m pl es wit h cl os e pr o xi mit y t o l e giti m at e cl ust ers c a n b e dis c ar d e d, r at h er

t h a n f or ci n g t h eir i n cl usi o n.

3. 3. 2 O P T I C S

Or d eri n g p oi nts t o i d e ntif y t h e cl ust eri n g str u ct ur e ( O P TI C S) [ 5 0] is als o e n g a g e d

f or c o m p aris o n, as it is c o nsi d er e d t o b e b ett er s uit e d3 f or l ar g e d at as ets t h a n S ci kit-

L e ar n’s D B S C A N i m pl e m e nt ati o n. O P TI C S is a t e c h ni q u e t h at c a n b e e xt e n d e d t o

a cl ust eri n g al g orit h m i n t h e s a m e d e nsit y- b as e d v ei n as D B S C A N. It t o o e m pl o ys
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M i n P t s a n d ε p ar a m et ers, b ut t h e k e y di ff er e n c e is t h at ε is gi v e n as t h e m a xi m u m

v al u e t o a r a n g e, i nst e a d of a d e fi nit e v al u e. I n t his w a y, O P TI C S is c a p a bl e of

fi n di n g cl ust ers e v e n w h e n t h e d e nsit y of t h e d at a is n ot c o nsist e nt, b y v ar yi n g ε

u p t o t h e m a xi m u m v al u e. B ei n g a v ari a nt of D B S C A N, O P TI C S als o a c hi e v es t h e

af or e m e nti o n e d d esir a bl e pr o p erti es of D B S C A N.

O P TI C S c o nstr u cts a n or d eri n g of t h e p oi nts b y e x p a n di n g t h e ε - n ei g h b o ur h o o ds

of c or e p oi nts ( as i n D B S C A N) a c c or di n g t o t h e r e a c h a bilit y dist a n c e of t h e p oi nts

i n t h at n ei g h b o ur h o o d. I n t his c o nt e xt, t h e r e a c h a bilit y dist a n c e of a p oi nt p is t h e

dist a n c e fr o m p t o t h e c or e p oi nt u n d er e v al u ati o n, s u c h t h at p is wit hi n t h e c or e

p oi nt’s ε - n ei g h b o ur h o o d. A c c or di n gl y, d e ns er n ei g h b o ur h o o ds ar e e v al u at e d first,

w hi c h all o ws f or d e ns e cl ust ers wit hi n l ess d e ns e cl ust ers t o b e i d e nti fi e d. C o m bi ni n g

t h e p oi nt or d eri n g wit h t h e r e a c h a bilit y dist a n c es e n a bl es cl ust ers t o b e e xtr a ct e d

a c c or di n g t o s o m e d e nsit y- di ff er e nti ati n g h e uristi c.

3. 3. 3 k - m e a n s

k - m e a ns [ 5 1] is als o c o nsi d er e d as o n e of t h e m ost p o p ul ar it er ati v e cl ust eri n g al g o-

rit h ms. T his t e c h ni q u e is c o m p ut ati o n all y e ffi ci e nt a n d e as y t o i m pl e m e nt, h e n c e its

wi d e a p pli c ati o ns.

T h e al g orit h m b e gi ns b y r a n d o ml y i niti ali zi n g k cl ust er c e ntr oi ds. D at a p oi nts

ar e t h e n assi g n e d t o t h e cl ust er wit h t h e s m all est E u cli d e a n dist a n c e b et w e e n t h e

p oi nt a n d t h e cl ust er c e ntr oi d. C e ntr oi ds ar e t h e n r e c o m p ut e d a c c or di n g t o t h e m e a n

p ositi o n of all p oi nts i n t h at cl ust er. T h e al g orit h m c o n v er g es w h e n t h e c e ntr oi ds

st o p c h a n gi n g, or at l e ast f all b el o w a gi v e n m o v e m e nt t hr es h ol d.

T h e m ost i m p ort a nt p ar a m et er t o c h o os e is k , or n c l u s t e r s , t h e n u m b er of

cl ust ers. T his is di ffi c ult t o c h o os e wit h o ut at l e ast o bs er vi n g t h e d at a. T h e ot h er

p ar a m et ers t o b e c h os e n f or t h e S ci kit- L e ar n i m pl e m e nt ati o n c o ntr ol t h e n u m b er of

i niti ali z ati o ns of t h e al g orit h m (n i n i t ) a n d t h e m a xi m u m it er ati o ns of t h e al g orit h m

(m a x i t e r ) w hi c h a ff e cts t h e st o p pi n g crit eri a f or t h e r u ns.

W hil e k - m e a ns is k n o w n t o d e m o nstr at e w e a k n ess o n d at a e x hi biti n g c h ar a ct er-

isti cs si mil ar t o U M A P o ut p ut [ 5 2], t h e p o p ul arit y [ 5 3] of t h e t e c h ni q u e still gi v es it

c o m p ar ati v e v al u e as a b as eli n e cl ust eri n g al g orit h m.

3 h t t p s : / / s c i k i t - l e a r n . o r g / s t a b l e / m o d u l e s / g e n e r a t e d / s k l e a r n . c l u s t e r . O P T I C S . h t m l

https://scikit-learn.org/stable/modules/generated/sklearn.cluster.OPTICS.html
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3. 4 E v ol u ti o n a r y M ul ti- O b j e c ti v e O p ti mi z a ti o n

I n t his t h esis, e v ol uti o n ar y m ulti- o bj e cti v e o pti mi z ati o n ( E M O) is e m pl o y e d f or t h e

d u al pr o bl e ms of p ar a m et er s el e cti o n a n d cl ust er c o u nt o pti mi z ati o n. T his u ns u p er-

vis e d m a c hi n e l e ar ni n g pr o c ess r es ults i n a s e q u e n c e of p ar a m et ers f or t h e c h os e n

cl ust eri n g al g orit h ms: D B S C A N, O P TI C S, a n d k - m e a ns.

3. 4. 1 O b j e c ti v e s

T h er e ar e t hr e e o bj e cti v es g ui di n g p ar a m et er t u ni n g:

1. M a xi mi z e t h e c o u nt of hi g hl y h o m o g e n e o us cl ust ers. T h e si mil arit y of a cl us-

t er is d et er mi n e d b y c o m p uti n g t h e c osi n e si mil ariti es o v er all el e m e nts i n t h e

cl ust er, usi n g t h e v e ct ori z ati o n d es cri b e d i n S u bs e cti o n 3. 2. 1.

Gi v e n a cl ust er of m d at a s a m pl es, a n d a m atri x ( A ) of bi n ar y v e ct or i m p orts

f or t h at cl ust er of s h a p e m × n wit h r o ws A 1 , A 2 , A 3 , ..., A m , w e c a n c al c ul at e

c osi n e si mil arit y f or s o m e x t h a n d y t h r o ws as i n E q. 3. 4. 1.

E q u a ti o n 3. 4. 1 (C o si n e Si mil a ri t y ).

c os( θ ) =
A x · A y

∥ A x ∥

 A y


 =

∑ n
i= 0 A x,i A y,i

√ ∑ n
i= 0 A 2

x,i

√ ∑ n
i= 0 A 2

y,i

T h es e c al c ul ati o ns ar e s u m m e d a n d s c al e d t o t h e r a n g e [ 0 .0 , 1 .0], as s h o w n i n

E q. 3. 4. 2, w hi c h I c all t h e s c al e d s u m m e d si mil arit y ( S S S).

E q u a ti o n 3. 4. 2 (S c al e d S u m m e d Si mil a ri t y ).

S S S =
1

m

m − 1∑

x = 1

m∑

y = x + 1

c os( A x , A y )

A hi g hl y h o m o g e n e o us cl ust er is a c hi e v e d if t h e S S S is at l e ast 0 .8.

2. Mi ni mi z e t h e s u m of t h e s u m s q u ar e d err or ( S S E) f or e a c h cl ust er. T h e S S E is

c al c ul at e d as i n E q. 3. 4. 3.

E q u a ti o n 3. 4. 3 (S u m S q u a r e d E r r o r ).

S S E = ( 1 − S S S ) 2
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Fi g ur e 3. 3: E x a m pl e of t hr e e n o n- d o mi n at e d fr o nts i n t w o- o bj e cti v e s p a c e

3. M a xi mi z e t h e m e di a n cl ust er si z e. M e di a n w as c h os e n o v er m e a n t o miti g at e

cl ust eri n g p ar a m et ers t h at w o ul d cr e at e a s m all n u m b er of u nr e as o n a bl y l ar g e

cl ust ers, t h er e b y s k e wi n g t h e m etri c a n d i n c orr e ctl y i n di c ati n g s u c c ess. T his

sit u ati o n is l ess li k el y t o o c c ur w h e n c o nsi d eri n g t h e m e di a n cl ust er si z e.

3. 4. 2 N S G A- I I I

I e m pl o y t h e N o n- d o mi n at e d S orti n g G e n eti c Al g orit h m III ( N S G A-III) [ 5 4] t o o p-

ti mi z e t h e af or e m e nti o n e d o bj e cti v es. N S G A-III is a n e xt e nsi o n of N S G A-II [ 5 5] t o

m a n y- o bj e cti v e pr o bl e ms. N S G A-III w as c h os e n as it m ai nt ai ns di v ersit y wit hi n t h e

p o p ul ati o n of c a n di d at e s ol uti o ns, w hil e si m ult a n e o usl y pr es er vi n g elitist s ol uti o ns.

E v ol uti o n ar y al g orit h ms pr es er vi n g elitis m ar e pr o v e n [ 5 6] t o c o n v er g e t o t h e

gl o b al o pti m u m s ol uti o n f or s o m e f u n cti o n. Si n c e t h e p ar a m et ers t o b e o pti mi z e d

ar e pri m aril y r e al- v al u e d n u m b ers, e ff e cti v el y a n i n fi nit e s e ar c h s p a c e, r a n d o m s e ar c h

is i nf e asi bl e. T his is b e c a us e it is l ess e ffi ci e nt t h a n g e n eti c al g orit h ms [ 5 7], w hil e als o

o ff eri n g n o g u ar a nt e es of o pti m alit y.

I will d es cri b e N S G A-II b ef or e e x pl ai ni n g t h e c h a n g es m a d e t o it t o a c hi e v e N S G A-

III.
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N S G A-II w or ks b y s orti n g i n di vi d u als i nt o fr o nts wit hi n t h e o bj e cti v e s p a c e, w h er e

e a c h fr o nt d o mi n at es all l ess er fr o nts. I n t his c o nt e xt, a n i n di vi d u al d o mi n at es a n ot h er

if:

1. t h e d o mi n ati n g i n di vi d u al a c hi e v es a b ett er fit n ess s c or e i n at l e ast o n e o bj e cti v e,

a n d

2. n o fit n ess s c or e f or a n y o bj e cti v e is l ess t h a n t h e d o mi n at e d i n di vi d u al.

As s u c h, e a c h i n di vi d u al i n a fr o nt is c o nsi d er e d as g o o d as a n y ot h er i n di vi d u al i n

t h at fr o nt, wit h r es p e ct t o at l e ast o n e o bj e cti v e. T h e l e a di n g fr o nt is c all e d t h e

P ar et o- o pti m al fr o nt, a n d it d o mi n at es all ot h er fr o nts. T h e 2 n d fr o nt d o mi n at es all

i n di vi d u als e x c e pt t h os e i n t h e P ar et o fr o nt, t h e 3r d fr o nt d o mi n at es all i n di vi d u als

e x c e pt t h os e i n t h e P ar et o or 2 n d fr o nt, a n d s o o n. A vis u ali z ati o n of e x a m pl e fr o nts

i n t w o- o bj e cti v e s p a c e is s h o w n i n Fi g ur e 3. 3.

I n N S G A-II, as c e n di n g fr o nts ar e s el e ct e d as l o n g as s p a c e r e m ai ns i n t h e p o p u-

l ati o n. I n t h e e v e nt t h at a n e ntir e fr o nt c a n n ot b e s el e ct e d f or i n cl usi o n, a cr o w d e d-

c o m p aris o n o p er at or is a p pli e d t o t h at fr o nt, w hi c h s el e cts i n di vi d u als s u c h t h at t h e

fi n al fr o nt is e v e nl y distri b ut e d, e ns uri n g g e n eti c di v ersit y. At t his p oi nt, cr oss o v er /

m ut ati o n c a n pr o c e e d t o br e e d t h e n e xt g e n er ati o n.

N S G A-III m o di fi es its pr e d e c ess or b y e m pl o yi n g a s et of r ef er e n c e p oi nts t o a c hi e v e

a u nif or m di v ersit y a cr oss t h e p o p ul ati o n. A n or m ali z e d h y p er- pl a n e is c o m p ut e d

o v er t h e o bj e cti v e a x es, a n d p oi nts ar e e v e nl y distri b ut e d a cr oss t h e pl a n e. I n e a c h

g e n er ati o n, t h e fi n al s el e ct e d fr o nt h as its p o p ul ati o n m e m b ers n or m ali z e d i n t h e

o bj e cti v e s p a c e, a n d ass o ci at e d wit h a p oi nt o n t h e r ef er e n c e pl a n e. A ni c hi n g o p er at or

is a p pli e d t o c h o os e p oi nts t h at ali g n, as cl os el y as p ossi bl e, wit h t h e r ef er e n c e p oi nts.

As b ef or e, us u al g e n eti c o p er at ors c a n b e a p pli e d t o br e e d t h e n e xt g e n er ati o n.

I m pl e m e n t a ti o n D e t ail s

T h e i m pl e m e nt ati o n of N S G A-III w as h a n dl e d b y t h e Distri b ut e d E v ol uti o n ar y Al-

g orit h ms i n P yt h o n ( D E A P) li br ar y [ 5 8], w hi c h n ot a bl y s u p p orts o ut- of-t h e- b o x p ar-

all eli z ati o n t hr o u g h S c al a bl e C O n c urr e nt O p er ati o ns i n P yt h o n ( S C O O P) [ 5 9]. It
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c a n als o b e e x p a n d e d t o ot h er distri b ut e d c o m p ut ati o n fr a m e w or ks, s u c h as A p a c h e

S p ar k (s e e S u bs e cti o n 3. 5. 1 f or m or e d et ails).

P a r a m e t e ri z a ti o n

T o p ar a m et eri z e t h e al g orit h m, o n e m ust c o nsi d er t h e p artiti o ns ( p ) of t h e r ef er e n c e

pl a n e, a n d t h e n u m b er of o bj e cti v es ( M = 3). J ai n a n d D e b [ 5 4] gi v e t h e t ot al n u m b er

of r ef er e n c e p oi nts as E q. 3. 4. 4.

E q u a ti o n 3. 4. 4 (N u m b e r of N S G A- I I I R ef e r e n c e P oi n t s ).

H =

(
M + p − 1

p

)

T h e s a m e w or k als o s u g g ests p = 1 2 f or t h e n u m b er of p artiti o ns i n t h e r ef er e n c e

pl a n e, b ut t his l e a ds t o a r ef er e n c e p oi nts si z e of H = 9 1. T h e r es ulti n g p o p ul ati o n

si z e, w hi c h is c al c ul at e d t o b e t h e s m all est m ulti pl e of f o ur gr e at er t h a n H , p er J ai n

a n d D e b [ 5 4], is 9 2. T his dr a m ati c all y sl o ws t h e e v ol uti o n ar y pr o c ess d u e t o t h e l ar g e

si z e a n d sl o w fit n ess e v al u ati o n, c o urt es y of c osi n e si mil arit y’s O (n 2 ) ti m e c o m pl e xit y.

T his is a si d e e ff e ct of a n y p air wis e dist a n c e c o m p aris o n, a n d usi n g a n a p pr o xi m ati o n

f or t his c al c ul ati o n is l eft t o f ut ur e w or k. C h o osi n g p = 4 is m u c h m or e r e as o n a bl e,

l e a di n g t o H = 1 5 a n d a fi n al p o p ul ati o n si z e of 1 6.

T h e al g orit h m is r u n f or 1 0 0 g e n er ati o ns, wit h a cr oss o v er pr o b a bilit y of 1. 0, a n

i n di vi d u al m ut ati o n pr o b a bilit y of 1. 0, a n d a g e n e m ut ati o n pr o b a bilit y of 0. 2 5. T h es e

v al u es ar e t a k e n fr o m t h e N S G A-III e x a m pl e i n t h e D E A P d o c u m e nt ati o n 4 , t h o u g h

t h e g e n er ati o n c o u nt a n d g e n e m ut ati o n w er e m o di fi e d. T h e g e n er ati o n c o u nt is

l o w er e d t o 1 0 0 fr o m 4 0 0, as t h e al g orit h m c o n v er g es s u ffi ci e ntl y wit hi n t h at ti m e, as

s h o w n i n Fi g ur e 4. 1. T h e g e n e m ut ati o n pr o b a bilit y is s u g g est e d as b ei n g 1 .0
n

, w h er e n

is t h e n u m b er of g e n es. Gi v e n t h e s m all si z e of t h e c hr o m os o m e (t w o or t hr e e g e n es),

t h e r es ulti n g pr o b a biliti es ar e t o o hi g h a n d r es ult i n si g ni fi c a nt p o p ul ati o n fl u ct u ati o n

w h e n t h e v al u es ar e c h a n gi n g wit h s u c h hi g h pr o b a bilit y.

I n di vi d u al R e p r e s e n t a ti o n

I n di vi d u als ar e r e pr es e nt e d wit h t w o or t hr e e fl o ati n g p oi nts n u m b ers, a c c or di n g t o t h e

p ar a m et ers of t h e gi v e n cl ust eri n g al g orit h m. T o a c c o u nt f or t h e v ari a bl e s c al es u p o n

4 h t t p s : / / d e a p . r e a d t h e d o c s . i o / e n / m a s t e r / e x a m p l e s / n s g a 3 . h t m l
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w hi c h t h e p ar a m et ers c a n b e s p e ci fi e d, I s c al e t h e fl o ati n g p oi nt g e n e, a n d o pti o n all y

c o n v ert it t o a n i nt e g er, b ef or e p assi n g it t o t h e cl ust eri n g al g orit h m. F or e x a m pl e,

t o e v al u at e t h e d ef a ult D B S C A N i n di vi d u al ⟨0 .0 0 5 , 0 .0 4 ⟩, t h e first g e n e w o ul d b e

m ulti pli e d b y 1 0 0, a n d t h e s e c o n d w o ul d b e m ulti pli e d b y 1 0 0 0 a n d c o n v ert e d t o a n

i nt e g er. T his w o ul d t h e n b e i nt er pr et e d as e p s = 0 .5 a n d m i n s a m p l e s = 4 0.

3. 5 Di s t ri b u t e d C o m p u t a ti o n

As pr e vi o usl y m e nti o n e d, t h e i nt e n d e d us e- c as e f or t h e C O U G A R s yst e m is o n e of

i n g esti n g a n d cl ust eri n g m a n y n e w m al w ar e e v er y d a y. T o t h at e n d, s c al a bilit y is a n

i m p ort a nt c o nsi d er ati o n. O n e a p pr o a c h f or s c ali n g is t o distri b ut e t h e w or k a cr oss

m a n y c o m p ut ers, a n d a g gr e g at e t h eir r es ults. W hil e D E A P s u p p orts S C O O P b y

d ef a ult ( as m e nti o n e d i n S u bs e cti o n 3. 4. 2), r u n ni n g o n a w ell est a blis h e d a n d p o p ul ar

distri b ut e d c o m p uti n g pl atf or m is a d v a nt a g e o us f or t h e s a k e of c o m p ati bilit y wit h

e xisti n g i nfr astr u ct ur e i n a n or g a ni z ati o n. E nt er: A p a c h e S p ar k 5 .

3. 5. 1 A p a c h e S p a r k

S p ar k is a p o p ul ar s ol uti o n f or distri b ut e d c o m p uti n g t as ks. It w or ks b y s plitti n g

d at a pr o c essi n g pi p eli n es i nt o b asi c t as ks t h at c a n b e c o m p ut e d a cr oss m a n y n o d es

i n a cl ust er of c o m p ut ers, p h ysi c al or virt u al. Aft er t as ks ar e c o m pl et e d o n w or k er

n o d es, t h e r es ults ar e r et ur n e d t o t h e dri v er pr o gr a m, t y pi c all y r u n ni n g o n a n o d e

wit hi n t h e cl ust er, w hi c h c a n d el e g at e f urt h er t as ks as n e c ess ar y.

A s pirit u al s e q u el t o t h e A p a c h e H a d o o p a n d M a p R e d u c e a p pr o a c h, S p ar k miti-

g at es a s eri o us h a n di c a p pr es e nt i n t h e M a p R e d u c e fr a m e w or k. N a m el y, aft er e v er y

tr a nsf or m ati o n, d at a is writt e n t o dis k, a n d m ust b e r e a d a g ai n t o c o nti n u e [ 6 0]. I n a

pi p eli n e wit h m a n y tr a nsf or m ati o ns, t h es e gl a ci al I / O t as ks c a n si g ni fi c a ntl y sl o w t h e

c o m p ut ati o n pr o c ess. S p ar k n ulli fi es t h es e pr o bl e ms b y e m pl o yi n g l a z y e v al u ati o n,

d el a yi n g c o m p ut ati o n u ntil stri ctl y n e c ess ar y, a n d p erf or mi n g t h e tr a nsf or m ati o ns

e ntir el y i n- m e m or y.

F urt h er m or e, w hil e dri v e n b y t h e J a v a Virt u al M a c hi n e, a S p ar k j o b c a n b e i m pl e-

m e nt e d i n J a v a, S c al a, or P yt h o n, u nli k e t h e P yt h o n e c os yst e m l o c k-i n wit h S C O O P.

5 h t t p s : / / s p a r k . a p a c h e . o r g /
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Wit h t h e i ntr o d u cti o n of l a m b d a e x pr essi o ns i n J a v a 8, a n y of t h es e l a n g u a g es c a n

arti c ul at e c o m pli c at e d M a p R e d u c e o p er ati o ns i n m u c h l ess c o d e t h a n pr e vi o usl y r e-

q uir e d.

3. 5. 2 C O U G A R o n S p a r k

T o assist i n s c ali n g C O U G A R t o h a n dl e 1 0, 0 0 0 s a m pl es a n d b e y o n d i n t h e s e c o n d

r o u n d of e v al u ati o ns, C O U G A R w as r e-i m pl e m e nt e d wit h S p ar k t o p ar all eli z e c ert ai n

c al c ul ati o ns. T his i n cl u d es t h e e v al u ati o n of C O U G A R i n di vi d u als i n e a c h g e n er ati o n,

as w ell as si g n at ur e g e n er ati o n a n d m er gi n g f or t h e fi n al, s ur vi vi n g p o p ul ati o n. Si n c e

D E A P d o es n ot s u p p ort S p ar k b y d ef a ult, it w as n e c ess ar y t o f or k m y o w n c o p y 6

of t h e pr oj e ct t o i n c or p or at e t h e S p ar k-s u p p orti n g c h a n g es 7 t h at ar e i n e x pli c a bl y

u n m er g e d t o t h e u pstr e a m r e p osit or y. I n t his w a y, C O U G A R o n S p ar k c a n pr o d u c e

r es ults m u c h f ast er t h a n s e q u e nti al e x e c uti o n.

T o f urt h er t h e e ff e cti v e n ess a n d e x p e di e n c y of t h e s yst e m, s o m e ot h er o pti mi z a-

ti o ns w er e i ntr o d u c e d d uri n g t his r ei m pl e m e nt ati o n. A c a c h e w as a d d e d t o tr a c k t h e

p ar a m et er s etti n gs t h at h a v e alr e a d y b e e n e v al u at e d, a n d t h er e b y a v oi d t h e c ostl y

r e c al c ul ati o n pr o c ess. I n a d diti o n, at t h e c o n cl usi o n of t h e e v ol uti o n ar y pr o c ess, a

pr u ni n g f u n cti o n is a p pli e d t o r e m o v e i n di vi d u als of i d e nti c al fit n ess, or i n di vi d u als

t h at c a n n ot f or m at l e ast o n e hi g hl y h o m o g e n e o us cl ust er. T his s er v es t o dis c ar d

tri vi al cl ust eri n gs, s u c h as all s a m pl es gr o u p e d t o g et h er, or n o cl ust ers f or m e d at all.

3. 6 Si g n a t u r e G e n e r a ti o n

W h e n w e c o nsi d er cl ust eri n g m al w ar e b y b e h a vi o ur, w e c a n bl ur t h e li n es b et w e e n

v ari o us m ali ci o us f a mili es, t o t h e d etri m e nt of c o n v e nti o n al m al w ar e f a mil y l a b els.

F or e x a m pl e, c o nsi d er t w o f a mili es of r a ns o m w ar e w hi c h d e p e n d o n t h e s a m e u n-

d erl yi n g cr y pt o gr a p hi c li br ar y f or fil e e n cr y pti o n. M al w ar e s a m pl es fr o m b ot h of t h es e

f a mili es c o ul d v er y w ell b e cl ust er e d t o g et h er b e c a us e of t h eir s h ar e d m et h o d ol o g y.

D es cri bi n g t h e cl ust er as a mi xt ur e of m al w ar e f a mili es is pr o bl e m ati c, h o w e v er, as it

d o es n ot s c al e wit h m a n y f a mili es, n or d o es it c o n v e y t h e r e as o n w h y t h es e s a m pl es

ar e c o nsi d er e d si mil ar t o e a c h ot h er.

6 h t t p s : / / g i t h u b . c o m / z n w i l k i n s / d e a p
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F or t h at r e as o n, si g n at ur es ar e a p o p ul ar t e c h ni q u e f or i d e ntif yi n g m al w ar e gr o u p-

i n gs [ 1 1, 6 1, 6 2]. C O U G A R g e n er at es a si g n at ur e f or e a c h cl ust er t o s u m m ari z e t h e

cl ust er el e m e nts. I n d oi n g s o, t h e s yst e m pr o vi d es a n ‘ at a gl a n c e’ i n di c ati o n of t h e

pr o mi n e nt b e h a vi o urs t h at ar e s h ar e d b y m al w ar e wit hi n t h e cl ust er.

3. 6. 1 Si g n a t u r e C o n si d e r a ti o n s

T h er e ar e m a n y di ff er e nt w a ys t o c o nstr u ct a cl ust er si g n at ur e, d e p e n di n g o n t h e

d esir e d pr o p erti es.

A si g n at ur e us e d o nl y f or i d e nti fi c ati o n p ur p os es m a y w ell e m pl o y a h as h of c ert ai n

pr o p erti es, a n d c o m p ar e h as h es at r a pi d s p e e d [ 6 1]. U nf ort u n at el y, t h e o n e- w a y

n at ur e of h as hi n g f u n cti o ns d o es n ot all o w f or si g n at ur e i ns p e cti o n, n or f or h u m a n

m o di fi c ati o n. T o a d dr ess t h at li mit ati o n, a si g n at ur e c o ul d c o nsist of t h os e i m p ort a nt

pr o p erti es s eri ali z e d, b ut wit h o ut s o m e b o u n ds, t h e si g n at ur es m a y b e c o m e h y p er-

s p e ci fi c, a n d di ffi c ult t o g e n er ali z e [ 6 2]. I n a d diti o n, c h o osi n g w hi c h pr o p erti es ar e

m ost i nf or m ati v e is a t as k u nt o its elf.

T h us, C O U G A R o n S p ar k t a k es a si m pl e a p pr o a c h t o si g n at ur e g e n er ati o n t h at

pl a c es e m p h asis o n e as e of c o m p ut ati o n a n d i nt er pr et a bilit y.

3. 6. 2 Si g n a t u r e G e n e r a ti o n Al g o ri t h m s

Si g n at ur e g e n er ati o n is di vi d e d i nt o t w o s e p ar at e st e ps: g e n er ati o n a n d m er gi n g of

m a xi m al si g n at ur es, f oll o w e d b y mi ni m ali z ati o n t o fi x e d-l e n gt h si g n at ur es.

T h e first st e p of t his pr o c ess is d e pi ct e d i n a n al g orit h mi c f as hi o n i n Al g orit h m 1.

C o nsi d er a m atri x of bi n ar y v e ct ors f or s o m e cl ust er i, w h er e a s et bit i n di c at es t h at

t h e f u n cti o n i n s o m e c ol u m n j h as b e e n i m p ort e d. T his is t h e c l u s t e r V e c t o r i z a t i o n

i n li n e 2 of t h e al g orit h m. If w e s u m t h e c ol u m n v e ct ors (li n e 3), a n d t h e n s el e ct t h e

i n di c es wit h t h e m a xi m u m v al u es (li n e 5), w e h a v e a list of i n di c es t o c ol u m ns m ost

fr e q u e ntl y i m p ort e d b y s a m pl es i n cl ust er i. Aft er tr a nsl ati n g t h e i n di c es t o t h e

a ct u al i m p orts (li n e 6), w e h a v e c al c ul at e d t h e m a xi m al si g n at ur e f or t h e cl ust er (li n e

9). T his is si mil ar t o t h e t o k e n-s u bs e q u e n c e si g n at ur es fr o m N e ws o m e et al. [ 9] a n d

si g ni fi c a nt f e at ur e e xtr a cti o n pr o c ess fr o m W a n g et al. [ 3 2], b ut r e m o v es or d eri n g

fr o m t h e f or m er a n d t h e s el e cti o n t hr es h ol d fr o m t h e l att er. B y h as hi n g t h e i m p orts,

w e c a n q ui c kl y m er g e cl ust ers wit h i d e nti c al m a xi m al si g n at ur es (li n e 1 1).
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Al g o ri t h m 1: G e n er ati o n of m a xi m al si g n at ur es

I n p u t : all Cl ust er Ve ct ori z ati o ns: list of T u pl es wit h s p ars e m atri x a n d

cl ust er i nf o

O u t p u t: m a xi m al Si g n at ur es: list of T u pl es wit h h as h, i m p orts, cl ust er i nf o

1 m a xi m al Si g n at ur es ← L i s t ( )

2 f o r cl ust er V e ct ori z ati o n ∈ all Cl ust er V e ct ori z ati o ns d o

3 v e c S u m m e d ← S u m C o l u m n V e c t o r s ( cl ust er V e ct ori z ati o n )

4 m a x Ter m C o u nt ← M a x ( v e c S u m m e d )

5 m a xI n di c es ← S e l e c t I n d i c e s B y V a l u e ( m a x Ter m C o u nt , v e c S u m m e d )

6 i m p orts ← C o n v e r t I n d i c e s T o I m p o r t s ( m a xI n di c es )

7 h as h ← C o m p u t e H a s h ( i m p orts)

8 cl ust erI nf o ← cl ust er V e ct ori z ati o n .i nf o

9 m a xi m al Si g n at ur es .A p p e n d ( T u p l e ( h as h , i m p orts, cl ust erI nf o ) )

1 0 e n d

/ * S i g n a t u r e s a r e g e n e r a t e d i n p a r a l l e l : n e e d t o m e r g e * /

1 1 r e t u r n M e r g e B y H a s h ( m a xi m al Si g n at ur es )

T h es e m a xi m al si g n at ur es ar e hi g hl y s p e ci fi c, b ut t o o l e n gt h y t o b e us ef ul. Mi n-

i mi zi n g t h e m a xi m al si g n at ur es t o fi x e d-l e n gt h si g n at ur es r e m e di es t his iss u e. As

wit h t h e m a xi m al si g n at ur es, t h e g e n er ati o n of fi x e d-l e n gt h si g n at ur es is gi v e n i n

Al g orit h m 2.

M y s ol uti o n is t o o bt ai n t h e gl o b al c o u nt of f u n cti o n i m p orts fr o m t h e c o m pl et e

v e ct ori z ati o n, w hi c h is p ass e d as i m p o r t T o C o u n t i n t h e al g orit h m i n p ut. B y s el e cti n g

t h e n l e ast fr e q u e ntl y i m p ort e d f u n cti o ns o v er t h e e ntir e d at as et fr o m t h e m a xi m al

si g n at ur e (li n es 4 – 7), a fi x e d-l e n gt h r e pr es e nt ati o n of t h e cl ust er c a n b e a c hi e v e d.

T h e r ati o n al e is t h at if e v er y si n gl e f u n cti o n i n t h e m a xi m al si g n at ur e is e q u all y

r e pr es e nt ati v e of a gi v e n cl ust er, t h e n t h e l e ast fr e q u e ntl y i m p ort e d f u n cti o ns o v er all

will b e m ost r e pr es e nt ati v e of a s p e ci fi c b e h a vi o ur i n t h at cl ust er.

T his a p pr o a c h g e n er at es pr e di ct a bl e a n d i nt er pr et a bl e si g n at ur es i n a n e ffi ci e nt

m a n n er. Of c o urs e, it is p ossi bl e t h at t w o m a xi m al si g n at ur es c o ul d b e mi ni mi z e d

t o t h e s a m e fi x e d-l e n gt h si g n at ur e. I n t h e e v e nt t h at a u ni q u e fi x e d-l e n gt h si g n at ur e

c a n n ot b e c o m p ut e d fr o m t h e m a xi m al si g n at ur e, t h e s m all er cl ust er is dis c ar d e d (li n e
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1 2). T his h a p p e ns r ar el y i n pr a cti c e, a n d t h e c h oi c e of n w as m a d e t o mi ni mi z e s u c h

c ollisi o ns ( d et ail e d i n S u bs e cti o n 4. 2. 2).

Al g o ri t h m 2: G e n er ati o n of fi x e d-l e n gt h si g n at ur es

I n p u t : m a xi m al Si g n at ur es: list of T u pl es wit h h as h, i m p orts, cl ust er i nf o

i m p ort T o C o u nt: di cti o n ar y m a p pi n g i m p orts t o us a g e c o u nt

n : t h e d esir e d l e n gt h of t h e si g n at ur e

O u t p u t: fi x e d L e n gt h Si g n at ur es: list of T u pl es wit h h as h, i m p orts, a n d

cl ust er i nf o

1 fi x e d L e n gt h Si g n at ur es ← L i s t ( )

2 f o r m a xi m al Si g n at ur e ∈ m a xi m al Si g n at ur es d o

3 i m p orts ← L i s t ( )

4 f o r t er m ∈ m a xi m al Si g n at ur e .i m p orts d o

5 i m p orts.A p p e n d ( T u p l e ( i m p ort T o C o u nt.G e t ( t er m) , t er m) )

6 e n d

7 i m p orts ← S u b L i s t ( S o r t ( i m p orts) , n )

8 h as h ← C o m p u t e H a s h ( i m p orts)

9 si g n at ur e ← T u p l e ( h as h , i m p orts, m a xi m al Si g n at ur e .i nf o)

1 0 fi x e d L e n gt h Si g n at ur es .A p p e n d ( si g n at ur e)

1 1 e n d

/ * S i g n a t u r e s a r e g e n e r a t e d i n p a r a l l e l : n e e d t o r e d u c e * /

1 2 r e t u r n R e d u c e B y H a s h ( fi x e d L e n gt h Si g n at ur es )

3. 7 M e t ri c s & E x a m pl e s

I n t his s e cti o n, I e x pl ai n t h e m etri cs wit h w hi c h t h e fi n al r es ults will b e e v al u at e d, as

w ell as d e m o nstr at e t h eir us a g e o n a s a m pl e pr o bl e m a n al o g o us t o t h e t h esis r es e ar c h

ar e a.

T h e m etri cs e m pl o y e d ar e fr e q u e ntl y s e e n i n t h e c o nt e xt of cl assi fi c ati o n a n d

cl ust eri n g, a n d e n g a g e t h e pr e di ct e d a n d a ct u al l a b els. F or cl assi fi c ati o n / pr e di cti o n

p ur p os es, I e m pl o y F- S c or e [ 6 3], w ei g ht e d b y s u p p ort. F or cl ust eri n g p ur p os es, h o-

m o g e n eit y, c o m pl et e n ess, a n d V- M e as ur e [ 6 4] ar e c al c ul at e d. I n a d diti o n, I i ntr o d u c e
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S o n g N o. Pr e d. G e nr e Tr u e G e nr e Cl ust er N o. Cl ust er G e nr e

0 R o c k  R o c k 0  R o c k
1 R o c k  R o c k 1  R o c k
2 Alt.  Alt. 2  Alt.
3 R o c k  Alt. 0  R o c k
4 R a p  R a p 3  R a p
5 P o p  R a p 3  R a p
6 J a z z J a z z 0  R o c k
7 J a z z J a z z 4 J a z z
8 P o p  P o p 4 J a z z
9 R a p  P o p 3  R a p

T a bl e 3. 3: Pr e di cti o n a n d tr ut h l a b els f or t h e m usi c al d at as et

a si m pl e m etri c, si g n at ur e r e pr es e nt ati o n, w hi c h is d eri v e d fr o m t h e g e n er at e d si g n a-

t ur es f or e a c h cl ust er.

F or t h e s a k e of cl arit y, I n o w d e fi n e a tri vi al e x a m pl e pr o bl e m t o assist wit h t h e

e x pl a n ati o ns.

3. 7. 1 A M u si c al E x a m pl e P r o bl e m

C o nsi d er a n u m b er of s o n gs l a b ell e d b y o n e 8 of fi v e g e nr es: r o c k, alt er n ati v e, r a p,

j a z z, or p o p. E a c h s o n g als o i n cl u d es t h e t y p es of i nstr u m e nts e m pl o y e d. O n e mi g ht

s e e k t o b uil d a cl assi fi er a n d tr ai n a cl ust eri n g al g orit h m usi n g t his d at a. T his is

c o n c e pt u all y si mil ar t o t h e m al w ar e cl ust eri n g pr o bl e m: t h e s o n gs c a n b e li k e n e d t o

m al w ar e s a m pl es, w hil e t h e i nstr u m e nts ar e t h e i m p ort e d f u n cti o ns.

Aft er a t h e or eti c al tr ai ni n g pr o c ess, pr e di ct e d a n d a ct u al g e nr es, as w ell as g e n-

er at e d cl ust ers, ar e gi v e n i n T a bl e 3. 3.

3. 7. 2 Cl a s si fi c a ti o n

T o u n d erst a n d F- S c or e, o n e m ust first u n d erst a n d pr e cisi o n a n d r e c all. Pr e cisi o n is

a m e as ur e of t h e r el e v a n c y of t h e r es ults, w hil e r e c all is a m e as ur e of t h e q u a ntit y

of r el e v a nt r es ults r et ur n e d. Gi v e n c o u nts of tr u e p ositi v es ( T p ), f als e p ositi v es ( F p ),

tr u e n e g ati v es ( T n ), a n d f als e n e g ati v es ( F n ), pr e cisi o n a n d r e c all ar e d e fi n e d i n E qs.

3. 7. 1 a n d 3. 7. 2.

8 W hil e m ulti- g e nr e c o m p o siti o n s ar e a c el e br at e d ( a n d s o m eti m e s c o nt e nti o u s) o c c urr e n c e, t h eir
c o n si d er ati o n i s w ell b e y o n d t h e s c o p e of t hi s e x a m pl e.
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E q u a ti o n 3. 7. 1 (P r e ci si o n ).

P =
T p

T p + F p

E q u a ti o n 3. 7. 2 (R e c all ).

R =
T p

T p + F n

F or e x a m pl e, c al c ul ati n g t h e pr e cisi o n a n d r e c all of r o c k s o n gs:

P r o c k =
2

2 + 1
= 0 .6 7 R r o c k =

2

2 + 0
= 1 .0

F- S c or e is t h e n t h e h ar m o ni c m e a n of pr e cisi o n a n d r e c all, as d e fi n e d i n E q.

3. 7. 3 [ 6 3].

E q u a ti o n 3. 7. 3 (F- S c o r e ).

F = 2 ·
P · R

P + R

F oll o wi n g t h at, t h e F- S c or e f or r o c k s o n gs is:

F r o c k = 2 ·
0 .6 7 · 1 .0

0 .6 7 + 1 .0
= 0 .8

Si n c e t h er e ar e m ulti pl e cl ass es, r e p ort e d F- S c or es ar e t h e a v er a g e d F- S c or es f or

e a c h cl ass, w ei g ht e d b y s u p p ort ( S , n u m b er of o c c urr e n c es f or e a c h cl ass i n tr u e

l a b els).

Gi v e n a s et of F- S c or es f or all n cl ass es ( F C ), fr o m N d at a s a m pl es, a n d a s et of

s u p p ort v al u es ( S ) f or e a c h cl ass, t h e f or m ul a is gi v e n i n E q. 3. 7. 4.

E q u a ti o n 3. 7. 4 (W ei g h t e d F- S c o r e ).

F w =
1

N

n∑

i= 0

F C i · S i

Wei g hti n g t h e F- S c or e b y s u p p ort f or e a c h l a b el is n e c ess ar y, as n ot e v er y p ot e nti al

A V Cl ass l a b el is r e pr es e nt e d i n t h e tr ai ni n g s a m pl e s u bs ets. Ot h er wis e, t his s er v es t o

f als el y dist ort t h e F- S c or e, as a c hi e vi n g m a n y F- S c or es of 0. 0 o n l a b els wit h o ut a n y

s a m pl es is n ot h el pf ul w h e n ass essi n g p erf or m a n c e.

F or e x a m pl e, c o nsi d er a bi n ar y cl assi fi c ati o n s c e n ari o w h er e t h er e ar e ni n e tr u e

i nst a n c es of cl ass A a n d o n e tr u e i nst a n c e of cl ass B . If t h e cl assi fi er pr e di cts all t e n

as cl ass A , F- S c or es of 0. 9 5 a n d 0. 0 ar e a c hi e v e d f or cl ass es A a n d B , r es p e cti v el y.



3 9

T h eir m a cr o a v er a g e, w h er e e a c h F- S c or e is n ot w ei g ht e d f or l a b el i m b al a n c e, is 0. 4 7,

d es pit e 9 0 % of t h e d at a b ei n g c orr e ctl y cl assi fi e d. Usi n g a w ei g ht e d F- S c or e i nst e a d

r et ur ns 0. 8 5, w hi c h is m or e i n li n e wit h t h e a ct u al p erf or m a n c e of t h e cl assi fi er.

Fi n all y, t h e w ei g ht e d F- S c or e f or t h e pr e di ct e d l a b els is:

F w =
1

1 0
· [(F r o c k · S r o c k ) + (F al t · S al t ) + (F r a p · S r a p ) + (F j a z z · S j a z z ) + (F p o p · S p o p )]

=
1

1 0
· [( 0.8 · 2) + ( 0 .6 7 · 2) + ( 0 .5 · 2) + ( 1 .0 · 2) + ( 0 .5 · 2)]

= 0 .6 9

As c a n b e s e e n fr o m t h e F- S c or es f or e a c h cl ass i n t h e pr e vi o us e q u ati o n, t his

w ei g ht e d F- S c or e of 0. 6 9 s h o ws t h at t h e cl assi fi er is v er y s u c c essf ul o n s o m e cl ass es

(r o c k a n d j a z z), b ut is h el d b a c k b y p o or p erf or m a n c e o n t h e r e m ai ni n g g e nr es ( alt.,

r a p, p o p). I n t his e x a m pl e, e a c h g e nr e h a d e q u al s u p p ort. H a d t h eir l a b els b e e n

bi as e d t o w ar d r o c k a n d j a z z, a n d t h e cl assi fi er pr e di ct e d wit h e q ui v al e nt pr e cisi o n

a n d r e c all, t h e n t h e w ei g ht e d F- S c or e w o ul d h a v e b e e n hi g h er.

3. 7. 3 Cl u s t e ri n g

A cl ust eri n g is c o nsi d er e d p erf e ctl y h o m o g e n e o us if e a c h of its cl ust ers o nl y c o nt ai n

d at a p oi nts fr o m a si n gl e cl ass. It is c o nsi d er e d p erf e ctl y c o m pl et e if all d at a p oi nts

fr o m a gi v e n cl ass ar e c o nt ai n e d i n t h e s a m e cl ust er. Gi v e n a s et of cl ass es (C ), a n d

a s et of cl ust ers ( K ) fr o m N d at a s a m pl es, as w ell as a m atri x m a p pi n g tr u e cl ass es

t o cl ust er cl ass es ( a ), w e c a n d e fi n e e ntr o p y ( H , a m ut u al d e p e n d e n c y), h o m o g e n eit y

(h ), a n d c o m pl et e n ess ( c ), i n E qs. 3. 7. 5, 3. 7. 6, a n d 3. 7. 7 [ 6 4, 6 5].

E q u a ti o n 3. 7. 5 (E n t r o p y ).

H (C, K ) = −

|C |∑

c = 1

|K |∑

k = 1

a c k

N
l n

a c k

N

H (C |K ) = −

|K |∑

k = 1

|C |∑

c = 1

a c k

N
l n

a c k
∑ |C |

c = 1 a c k

H (C ) = −

|C |∑

c = 1

∑ |K |
k = 1 a c k

N
l n

∑ |K |
k = 1 a c k

N
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E q u a ti o n 3. 7. 6 (H o m o g e n ei t y ).

h =

⎧
⎪⎨

⎪⎩

1 if H (C, K ) = 0

1 − H ( C |K )
H ( C )

el s e

E q u a ti o n 3. 7. 7 (C o m pl e t e n e s s ).

c =

⎧
⎪⎨

⎪⎩

1 if H (K, C ) = 0

1 − H ( K |C )
H ( K )

el s e

V- M e as ur e is t h e n t h e h ar m o ni c m e a n of h o m o g e n eit y a n d c o m pl et e n ess, d e fi n e d

i n E q. 3. 7. 8 [ 6 4].

E q u a ti o n 3. 7. 8 (V- M e a s u r e ).

v = 2 ·
h · c

h + c

F or t h e m usi c al pr o bl e m i n S u bs e cti o n 3. 7. 1, w e c a n c al c ul at e H (C, K ), H (C |K ),

H (K |C ), H (C ), a n d H (K ):

H (C, K ) = − [(
2

1 0
l n

2

1 0
) + (

1

1 0
l n

1

1 0
+

1

1 0
l n

1

1 0
) + (

2

1 0
l n

2

1 0
) +

(
1

1 0
l n

1

1 0
+

1

1 0
l n

1

1 0
) + (

1

1 0
l n

1

1 0
+

1

1 0
l n

1

1 0
)] = 2.0 2 5

H (C |K ) = − [(
1

1 0
l n 1) + (

1

1 0
l n

1

2
+

1

1 0
l n

1

2
) + (

1

1 0
l n

1

3
+

2

1 0
l n

2

3
) +

(
1

1 0
l n

1

4
+

1

1 0
l n

1

4
+

2

1 0
l n

2

4
)] = 0.7 4 5

H (K |C ) = − [(
1

1 0
l n

1

2
+

1

1 0
l n

1

2
) + (

1

1 0
l n

1

2
+

1

1 0
l n

1

2
) + (

1

1 0
l n

1

2
+

1

1 0
l n

1

2
) +

(
2

1 0
l n

2

2
) + (

2

1 0
l n

2

2
)] = 0.4 1 6

H (C ) = − [ 5 · (
2

1 0
l n

2

1 0
)] = 1.6 1

H (K ) = − (
4

1 0
l n

4

1 0
+

1

1 0
l n

1

1 0
+

3

1 0
l n

3

1 0
+

2

1 0
l n

2

1 0
) = 1.2 8

w hi c h gi v es us:

h = 1 −
0 .7 4 5

1 .6 1
= 0 .5 3 7

c = 1 −
0 .4 1 6

1 .2 8
= 0 .6 7 5
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wit h w hi c h w e c a n c al c ul at e V- M e as ur e:

v = 2 ·
0 .5 3 7 · 0 .6 7 5

0 .5 3 7 + 0 .6 7 5
= 0 .5 9 8

W hil e t h es e m etri cs ar e w ell s uit e d f or t as ks wit h cl e a nl y l a b ell e d d at a, t h e r e alit y

of a cl ust eri n g s yst e m b as e d o n b e h a vi o ur is t h at m al w ar e wit h di ff er e nt l a b els m a y

v er y w ell e x hi bit si mil ar b e h a vi o urs. Si n c e t h es e m etri cs ar e n ot c a p a bl e of c o m p e n-

s ati n g f or t his sit u ati o n, it is n e c ess ar y t o e n g a g e a n ot h er m etri c t o as c ert ai n t h e

s u c c ess of t h e s yst e m.

I n S e cti o n 3. 6, I dis c uss e d t h e si g n at ur e g e n er ati o n al g orit h m e m pl o y e d t o l a b el

e a c h cl ust er wit h a si g n at ur e f or t h e b e h a vi o urs r e pr es e nt e d. T h e fi n al m etri c, si g-

n at ur e r e pr es e nt ati o n, is a n at ur al m e as ur e m e nt of t h e a c c ur a c y of t h os e si g n at ur es

wit h r es p e ct t o t h e u n d erl yi n g cl ust er.

Gi v e n a cl ust er of m d at a s a m pl es, a n d a m atri x ( A ) of bi n ar y v e ct or i m p orts f or

t h at cl ust er of s h a p e m × n wit h c ol u m ns A 1 , A 2 , A 3 , ..., A n , w e c a n c al c ul at e t h e

r e pr es e nt ati o n of t h e cl ust er, as a p er c e nt a g e, b y first c o m p uti n g a r o w v e ct or of t h e

s u m m e d c ol u m n v e ct ors, as i n E qs. 3. 7. 9 a n d 3. 7. 1 0, r es p e cti v el y.

E q u a ti o n 3. 7. 9 (Si g n a t u r e R e p r e s e n t a ti o n ).

r = (
m a x i v i

m
) · 1 0 0

E q u a ti o n 3. 7. 1 0 (R o w V e c t o r of S u m m e d C ol u m n V e c t o r ).

v =

n∑

i= 1

A i

R et ur ni n g t o t h e m usi c al e x a m pl e f or t h e fi n al ti m e, w e mi g ht c o m p ut e a v e c-

t ori z ati o n of t h e ‘i m p ort e d’ i nstr u m e nts as i n T a bl e 3. 4. Aft er s u m mi n g t h e c ol u m n

v e ct ors f or e a c h cl ust er g e nr e, T a bl e 3. 5 is cr e at e d, wit h w hi c h w e c a n c o m p ut e t h e

si g n at ur e r e pr es e nt ati o n f or e a c h cl ust er:

• Alt. si g n at ur e r e pr es e nt ati o n: 1
1

· 1 0 0 = 1 0 0 %

• J a z z si g n at ur e r e pr es e nt ati o n: 2
2

· 1 0 0 = 1 0 0 %

• R a p si g n at ur e r e pr es e nt ati o n: 3
3

· 1 0 0 = 1 0 0 %
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S o n g N o. Cl ust er G e nr e B ass Dr u ms G uit ar Pi a n o S a x o p h o n e S y nt h esi z er V oi c e

0  R o c k 1 1 1 0 0 0 1
1  R o c k 0 1 1 0 0 0 1
2  Alt. 0 0 1 0 0 0 1
3  R o c k 1 1 1 0 0 0 1
4  R a p 0 0 0 0 0 1 1
5  R a p 0 0 0 0 0 1 1
6  R o c k 1 1 0 1 1 0 0
7 J a z z 1 1 0 1 0 0 0
8 J a z z 0 1 0 0 0 1 1
9  R a p 0 0 0 0 0 1 1

T a bl e 3. 4: Ve ct ori z ati o n of i nstr u m e nt us e i n t h e m usi c al d at as et

Cl ust er G e nr e B ass Dr u ms G uit ar Pi a n o S a x o p h o n e S y nt h esi z er V oi c e

Alt. 0 0 1 0 0 0 1
J a z z 1 2 0 1 0 1 1
R a p 0 0 0 0 0 3 3
R o c k 3 4 3 1 1 0 3

T a bl e 3. 5: S u m m e d i nstr u m e nt us e b y g e nr e i n t h e m usi c al d at as et

• R o c k si g n at ur e r e pr es e nt ati o n: 3
3

· 1 0 0 = 1 0 0 %

I n t his t o y e x a m pl e, e v er y cl ust er h a d at l e ast o n e i nstr u m e nt us e d i n e v er y s o n g

i n t h at cl ust er g e nr e. H e n c e, e a c h cl ust er h as a si g n at ur e r e pr es e nt ati o n of 1 0 0 %.

T h at is, t h e si g n at ur e f or e a c h cl ust er r e pr es e nts 1 0 0 % of t h e s a m pl es i n t h at cl ust er.

3. 8 S u m m a r y

I n t his c h a pt er, I dis c uss e d t h e m et h o d ol o g y of t h e C O U G A R s yst e m.

Usi n g f e at ur es fr o m t h e o p e n-s o ur c e E M B E R d at as et, a hi g h- di m e nsi o n al v e ct or-

i z ati o n w as c al c ul at e d usi n g a B a g- of- W or ds m o d el. T his v e ct ori z ati o n is r e pr es e nt a-

ti v e of all i m p ort e d f u n cti o ns b y s a m pl es i n t h e d at as et, w h er e a s et bit i n di c at es t h at

t h e f u n cti o n w as i m p ort e d. T h es e i m p ort e d f u n cti o ns ar e i n di c ati v e of t h e b e h a vi o ur

of t h e m al w ar e, i n t h at t h e f u n cti o ns d es cri b e p ot e nti al a cti o ns t a k e n b y t h e m al w ar e.

Aft er b ei n g r e d u c e d t o t w o di m e nsi o ns usi n g t h e U M A P t e c h ni q u e, t hr e e cl ust eri n g

al g orit h ms w er e pr es e nt e d f or o pti mi z ati o n. T w o of t h e al g orit h ms, D B S C A N a n d

O P TI C S, ar e cl os el y r el at e d, a n d w or k t o cl ust er d at a b as e d o n d e nsit y. T h e t hir d,

k - m e a ns, is a m or e n aı̈ v e b ut w ell k n o w n a p pr o a c h t h at d o es n ot c o nsi d er d e nsit y.



4 3

V al u es f or t h e m ost i m p ort a nt p ar a m et ers i n e a c h of t h es e cl ust eri n g al g orit h ms

w er e c h os e n b y a n e v ol uti o n ar y m ulti- o bj e cti v e al g orit h m c all e d N S G A-III. T his al-

g orit h m cr e at es a di v ers e p o p ul ati o n of i n di vi d u als a c c or di n g t o a s et of r ef er e n c e

p oi nts.

Aft er i m pl e m e nti n g t h e s yst e m o n A p a c h e S p ar k, a distri b ut e d c o m p ut ati o n pl at-

f or m, al g orit h ms t o c o m p ut e fi x e d-l e n gt h si g n at ur es f or e a c h of t h e cl ust ers of m al w ar e

w er e pr es e nt e d.

Fi n all y, I d e fi n e d a n d d e m o nstr at e d all of t h e cl assi fi c ati o n a n d cl ust eri n g m etri cs

b y w hi c h t h e fi n al r es ults w o ul d b e e v al u at e d.



C h a p t e r 4

E v al u a ti o n s

T his c h a pt er dis c uss es t h e r es ults a n d o bs er v ati o ns of e x p eri m e nts c o n d u ct e d f or t his

t h esis. I n e a c h e v ol uti o n ar y pr o c ess, t h e o pti m al cl ust eri n g p ar a m et ers ar e d et er-

mi n e d f or t h e u n d erl yi n g d at as et. I n t his w a y, a m al w ar e a n al yst d o es n ot n e e d t o

dir e ctl y a p pl y t h e cl ust eri n g al g orit h ms, b ut c a n i nst e a d t u n e t h e C O U G A R s yst e m

p ar a m et ers b as e d u p o n t h eir d esir e d s e ar c h crit eri a.

A n o v er vi e w of t h e e v al u ati o ns is gi v e n i n T a bl e 4. 1, w hi c h d eli n e at es t h e hi g h-

l e v el d et ails of all e x p eri m e nts r u n a n d a n al ys es c o n d u ct e d f or t his c h a pt er, a n d t h e

s u bs e cti o n i n w hi c h t h e y ar e dis c uss e d.

F or t h e s a k e of cl arit y, i n t his c h a pt er, I r ef er t o t h e t hr e e o bj e cti v es d e fi n e d i n

S u bs e cti o n 3. 4. 1 as ‘t h e o bj e cti v es’, a n d r ef er t h e m n u m eri c all y f or br e vit y. O bj e c-

ti v e 1 is t h e n t h e m a xi mi z e d c o u nt of hi g hl y h o m o g e n e o us cl ust ers, O bj e cti v e 2 is

t h e mi ni mi z e d s u m of s u m s q u ar e d err or a cr oss all cl ust ers, a n d O bj e cti v e 3 is t h e

m a xi mi z e d m e di a n cl ust er si z e.

I n S e cti o n 4. 1, I d et ail t h e pr eli mi n ar y e x p eri m e nts o n a s m all d at as et of 3, 0 0 0

s a m pl es. S e cti o n 4. 2 s c al es t h e e x p eri m e nts t o a l ar g er d at as et of 1 0, 0 0 0 s a m pl es,

a n d i n c or p or at es distri b ut e d c o m p ut ati o n a n d si g n at ur e g e n er ati o n. T h e c h a pt er

c o n cl u d es wit h a s h ort s u m m ar y i n S e cti o n 4. 3.

4. 1 P r eli mi n a r y E x p e ri m e n t s o n 3, 0 0 0 S a m pl e s

T o o bt ai n o pti m al p ar a m et ers f or t h e cl ust eri n g al g orit h ms, t h e y w er e e a c h tr ai n e d

o n 2, 0 0 0 s a m pl es r a n d o ml y s el e ct e d fr o m E M B E R. A c c o u nti n g f or t h e st o c h asti cit y

of g e n eti c al g orit h ms, t his pr o c ess w as r e p e at e d t e n ti m es. I r ef er t o e a c h of t h es e

tr ai ni n g pr o c ess es as a ‘r u n’.

Aft er c o m pl eti n g t h es e r u ns, st atisti c al a n al ysis w as p erf or m e d vi a a n al ysis of

v ari a n c e ( A N O V A) t ests [ 6 6], t o d et er mi n e si g ni fi c a nt di ff er e n c es fr o m t h e m e a n f or

e a c h o bj e cti v e. F or t h os e t h at r ej e ct t h e n ull h y p ot h esis, a d diti o n al p ost h o c t esti n g

4 4
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S a m pl es R u ns p er Al g o. Cl us. Al g o.  E v al. T y p e S u bs e c.

2, 0 0 0 1 0  D, O, k M etri cs o n tr ai n d at a 4. 1. 1
- - -  A N O V A / T u k e y 4. 1. 2

3, 0 0 0 1 0  D  M etri cs o n tr ai n /t est d at a 4. 1. 3
2, 0 0 0 1  D, O, k Si g n. l e n gt h 4. 2. 2

1 0, 0 0 0 1 0  D, O, k M etri cs o n d at a 4. 2. 1
- - - Si g n. r e p. a n al ysis 4. 2. 2
- - - Si g n. dis c ussi o n 4. 2. 2
- - -  W all- cl o c k r u nti m e a n al ysis 4. 2. 3

T a bl e 4. 1: All e x p eri m e nts / a n al ys es c o n d u ct e d

w as c o n d u ct e d. T his yi el d e d a l e a di n g al g orit h m, w hi c h w as t h e n s u bj e ct t o a d diti o n al

tr ai ni n g, b ef or e i ntr o d u cti o n of a t esti n g d at as et of 1, 0 0 0 s a m pl es f or l a b elli n g. Fr o m

t his l a b ell e d d at a, fi n al m etri cs w er e c al c ul at e d.

E a c h i n di vi d u al pr o d u c e d o v er all tr ai ni n g r u ns w as r a n k e d a c c or di n g t o t h eir

as c e n di n g o bj e cti v e s c or es. T h e or d eri n g w as d et er mi n e d b y t h e c o u nt of hi g hl y

h o m o g e n e o us cl ust ers, d ef erri n g t o s u m m e d S S E, a n d t h e n m e di a n si z e, i n c as e of

ti es. I n a d diti o n, a n u m b er of m etri cs w er e c al c ul at e d t o d et er mi n e h o w w ell l a b ell e d

t h es e cl ust ers ar e.

T h e l a b elli n g pr o c ess pr o c e e d e d as f oll o ws. F or e a c h o ut p ut cl ust er, all s a m pl e

r e c or d i nf or m ati o n w as g at h er e d, i n cl u di n g t h e ori gi n al A V Cl ass. T h e n, e a c h s a m pl e

i n t h e cl ust er h a d a pr e di ct e d l a b el assi g n e d a c c or di n g t o t h e m aj orit y v ot e of ori gi n al

A V Cl ass l a b els i n t h e cl ust er.

Wit h t h es e pr e di ct e d a n d a ct u al A V Cl ass l a b els, w ei g ht e d F- S c or e, h o m o g e n eit y,

c o m pl et e n ess, a n d V- M e as ur e w er e c al c ul at e d. T h e t o p t hr e e cl ust eri n gs f or e a c h

al g orit h m, wit h t h es e st atisti cs, c a n b e s e e n i n T a bl e 4. 2. T his t a bl e is dis c uss e d i n

t h e f oll o wi n g s u bs e cti o n.

I n a d diti o n, f or a m or e g e n er al vi e w of t h e p o p ul ati o n, Fi g ur es 4. 2, 4. 3, a n d 4. 4

d e pi ct t h e a v er a g e s c or e f or e a c h o bj e cti v e a cr oss t h e fi n al p o p ul ati o n i n e a c h of t h e

t e n r u ns. Li n e ar r e gr essi o ns ar e c al c ul at e d a cr oss t h es e v al u es. A s h all o w er sl o p e

f or a tr e n dli n e i n di c at es m or e c o nsist e n c y f or t h e a c hi e v e d r es ults a cr oss r u ns. T h es e

fi g ur es ar e als o dis c uss e d i n t h e f oll o wi n g s u bs e cti o n.

O n e c h ar a ct eristi c ass o ci at e d wit h all t hr e e al g orit h ms is a q ui c k c o n v er g e n c e t o a

l o c al o pti m u m, f oll o w e d b y r e g ul ar s cr u b bi n g u ntil t h e e v ol uti o n ar y pr o c ess c o m pl et es.
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Al g o.  O bj. 1 O bj. 2 O bj. 3 F- S c or e H o m o. C o m p. V- M e as.

D B S C A N 1 6 5 3. 8 8 8 0. 6 6 8 0. 7 2 5 0. 8 6 2 0. 7 8 8
D B S C A N 2 6 2 3. 8 7 9 0. 6 7 8 0. 7 4 8 0. 8 7 2 0. 8 0 5
D B S C A N 3 6 2 4. 4 2 8. 5 0. 6 7 3 0. 7 3 3 0. 8 6 4 0. 7 9 3

O P T I C S 1 8 4 1 0. 8 3 8 0. 5 4 9 0. 6 7 5 0. 7 9 2 0. 7 2 9
O P TI C S 2 8 3 1 0. 8 6 8 0. 5 5 4 0. 6 7 7 0. 7 9 5 0. 7 3 1
O P TI C S 3 8 3 1 3. 3 5 7 0. 5 3 9 0. 6 7 1 0. 7 8 0 0. 7 2 2

k - m e a n s 1 5 2 1 3. 6 2 1 5 0. 5 2 0 0. 5 9 3 0. 7 7 4 0. 6 7 1
k - m e a ns 2 5 0 1 3. 5 2 1 5 0. 5 2 8 0. 5 8 8 0. 7 7 3 0. 6 6 8
k - m e a ns 3 4 9 1 2. 7 8 1 6 0. 5 2 6 0. 5 8 8 0. 7 6 7 0. 6 6 6

T a bl e 4. 2: T o p t hr e e u ni q u e cl ust eri n gs p er al g orit h m o n 2, 0 0 0 s a m pl es, r a n k e d b y
as c e n di n g o bj e cti v es

T his c a n b e o bs er v e d i n Fi g ur e 4. 1, w h er e t h e y ell o w m ar k ers r e pr es e nt t h e st art a n d

e n d s c or es of e a c h cl ust eri n g al g orit h m. T h e m ar k er s h a p e is r el at e d t o t h e al g orit h m

t hr o u g h t h e pl ot l e g e n d.

4. 1. 1 Tr ai ni n g R e s ul t s

I n t his s u bs e cti o n, I will d es cri b e t h e r es ults a c hi e v e d b y e v ol vi n g p ar a m et ers f or e a c h

cl ust eri n g al g orit h m.

D B S C A N

L o o ki n g first at tr e n dli n es f or e a c h o bj e cti v e i n Fi g ur es 4. 2, 4. 3, a n d 4. 4, w e c a n

s e e t h at D B S C A N is r el ati v el y fl at a n d a v er a gi n g 3 0 h o m o g e n e o us cl ust ers b y t h e

c o n cl usi o n of e a c h e v ol uti o n ar y pr o c ess. Its s u m m e d err or is m u c h t h e s a m e, sitti n g

j ust a b o v e 2. 0. M e di a n cl ust er si z e is t h e m or e v ari a bl e o bj e cti v e, wit h l o ws of 2 0 0

a n d hi g hs n e ar 4 0 0, t h e tr e n d s o m e w h er e i n t h e mi d dl e ar o u n d 3 2 5.

As f ar as its t o p p erf or m ers ar e c o n c er n e d, D B S C A N a c hi e v es o v er 6 0 hi g hl y

h o m o g e n e o us cl ust ers wit h e a c h. M or e n ot a bl y, it still att ai ns l o w err ors a v er a gi n g

ar o u n d 4. 0 6. T h e a v er a g e m e di a n cl ust er si z e is 8. 5 a cr oss t h e b est p erf or m ers, si g nif-

i c a ntl y l o w er t h a n t h e a v er a g e. T h es e s c or es s u g g est t h at t h os e h o m o g e n e o us cl ust ers

ar e a c hi e v e d b y gr o u pi n g s m all er cl ust ers of d at a p oi nts.
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Fi g ur e 4. 1: A v g. o bj e cti v e p erf or m a n c e o v er o n e r u n of e a c h cl ust eri n g al g orit h m o n
2, 0 0 0 s a m pl es

L o o ki n g at t h e m etri cs f or t h e l a b ell e d d at a i n T a bl e 4. 2, w e s e e c o nsist e nt w ei g ht e d

F- S c or es ar o u n d 0. 6 7 3. H o m o g e n eit y is hi g h er, a v er a gi n g at 0. 7 3 5, b ut c o m pl et e n ess

is hi g h er still, at 0. 8 6 6. T his s e e ms t o i n di c at e t h at, w hil e h a vi n g s o m e misl a b el e d

d at a, t h e pr e di ct e d gr o u pi n gs c o nt ai n m ost of t h e i nst a n c es f or t h eir gi v e n l a b el. T his

n at ur all y l e a ds t o a V- M e as ur e i n t h e mi d dl e, a v er a gi n g 0. 7 9 5.

O P T I C S

I n t h e tr e n dli n es of Fi g ur es 4. 2, 4. 3, a n d 4. 4, O P TI C S a c hi e v es a m ar gi n all y hi g h er

h o m o g e n e o us cl ust er c o u nt t h a n D B S C A N, sitti n g at a p pr o xi m at el y 3 4. T h e v ari-

a bilit y of t his o bj e cti v e is n oti c e a bl e, h o w e v er, wit h l o ws of 2 5 a n d hi g hs a p pr o a c hi n g

4 0. I n f a ct, t his v ari a bilit y e xt e n ds t o t h e ot h er o bj e cti v es. T h e s u m m e d err or r a n g es

fr o m b el o w 3. 0 t o n e arl y 5. 0, wit h t h e tr e n d at j ust u n d er 4. 0. T h e s pr e a d o n m e di a n

cl ust er si z e is n ot as dr a m ati c as D B S C A N. It r a n g es fr o m b el o w 1 0 0 t o a b o v e 2 0 0,

wit h t h e tr e n d ar o u n d 1 4 0.

T o p p erf or mi n g cl ust eri n gs ar e a mi x e d b a g. T h e h o m o g e n e o us cl ust er c o u nts ar e
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Fi g ur e 4. 2: A v g. c o u nt of hi g hl y h o m o g e n e o us cl ust ers ( o bj. 1) o v er 1 0 r u ns o n 2, 0 0 0
s a m pl es
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Fi g ur e 4. 3: A v g. s u m of S S E ( o bj. 2) o v er 1 0 r u ns o n 2, 0 0 0 s a m pl es
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Fi g ur e 4. 4: A v g. m e di a n cl ust er si z e ( o bj. 3) o v er 1 0 r u ns o n 2, 0 0 0 s a m pl es

e x c ell e nt, at 8 3 a n d 8 4, 2 0 cl ust ers m or e t h a n D B S C A N. U nf ort u n at el y, t h e s u m m e d

S S E f or t h os e cl ust eri n gs ar e n e arl y tri pl e t h eir D B S C A N p e ers, a v er a gi n g 1 1. 6 8.

M e di a n si z e is m u c h t h e s a m e as D B S C A N, if sli g htl y l o w er, wit h a n a v er a g e of

7. 6. All-i n- all, t h es e cl ust eri n gs m a n a g e t o fi n d m or e hi g hl y h o m o g e n e o us cl ust ers of

si mil ar si z e, wit h t h e c o ns e q u e n c e of hi g h er n ois e.

T h e m etri cs i n T a bl e 4. 2 ar e l o w er, a cr oss t h e b o ar d, r el ati v e t o D B S C A N. T h e

pr e vi o usl y m e nti o n e d n ois e dr a gs t h e a v er a g e w ei g ht e d F- S c or e d o w n t o 0. 5 4 7. H o-

m o g e n eit y a n d c o m pl et e n ess ar e m or e s u c c essf ul, t h o u g h, a v er a gi n g 0. 6 7 4 a n d 0. 7 8 9,

r es p e cti v el y. T h eir a v er a g e V- M e as ur e c o m es o ut t o 0. 7 2 7.

k - m e a n s

A fi n al l o o k at t h e tr e n dli n es i n Fi g ur es 4. 2, 4. 3, a n d 4. 4 s h o w t h at k - m e a ns a ct u all y

h as t h e m ost c o nsist e nt h o m o g e n e o us cl ust er c o u nt, w h er e ni n e of t h e t e n r u ns ar e

v er y cl os e t o t h e tr e n d, at or ar o u n d 2 0. T his st a bilit y is l a c kl ustr e, h o w e v er, as it

is als o t h e l o w est a v er a g e cl ust er c o u nt of t h e t hr e e al g orit h ms. T his is als o tr u e

of t h e s u m m e d S S E, t h e hi g h est of t h e t hr e e al g orit h ms wit h t h e a v er a g e at 5. 7.

T h e a v er a g e m e di a n cl ust er si z e, o n t h e ot h er h a n d, is a ct u all y c o m p etiti v e wit h
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O bj.  Al g o. 1  Al g o. 2  ∆ µ P- A dj. R ej e ct ?

1. H o m o.  D B S C A N k - m e a ns - 9. 7 8 1 2 0. 0 0 1  Yes
1. H o m o.  D B S C A N O P TI C S 3. 7 1 2 5 0. 0 3 0  Yes
1. H o m o. k - m e a ns  O P TI C S 1 3. 4 9 3 8 0. 0 0 1  Yes

2. S u m of S S E D B S C A N k - m e a ns 3. 6 4 0 1 0. 0 0 1  Yes
2. S u m of S S E D B S C A N O P TI C S 1. 5 5 3 2 0. 0 0 1  Yes
2. S u m of S S E k - m e a ns  O P TI C S - 2. 0 8 6 9 0. 0 0 1  Yes

3. M e d. Si z e  D B S C A N k - m e a ns 6. 0 8 1 2 0. 9  N o
3. M e d. Si z e  D B S C A N O P TI C S - 1 9 0. 4 0 6 3 0. 0 0 1  Yes
3. M e d. Si z e k - m e a ns  O P TI C S - 1 9 6. 4 8 7 5 0. 0 0 1  Yes

T a bl e 4. 3: T u k e y’s H S D t est o n e a c h of t h e t hr e e o bj e cti v es

D B S C A N, at a n a v er a g e of 3 3 1, a n d f airl y st a bl e a cr oss ei g ht of t h e t e n r u ns. T his

c o ul d b e a n e ff e ct of e v er y k - m e a ns p ar a m et er n e e di n g t o b e tr u n c at e d t o a n i nt e g er,

s o mi n or m ut ati o ns of t h e fl o ati n g p oi nt g e n es d o n ot r es ult i n dr a m ati c c h a n g es t o

t h e cl ust eri n g p erf or m a n c e.

Gi v e n t h at k - m e a ns c a n n ot l a b el d at a as n ois e, a n d m ust i n cl u d e e v er y p oi nt i n

s o m e cl ust er, its b est cl ust eri n gs ar e i m pr essi v el y cl os e t o D B S C A N o n t h e h o m o g e-

n e o us cl ust er fr o nt, wit h a n a v er a g e of 5 0. I n f a ct, t h e g a p b et w e e n D B S C A N a n d

k - m e a ns is s m all er t h a n t h e g a p b et w e e n D B S C A N a n d O P TI C S, at a p pr o xi m at el y 1 3

cl ust ers di ff er e n c e. N at ur all y, fr o m t h e n e c ess aril y cl ust er e d d at a, t h e m e di a n cl ust er

si z e is als o t h e l ar g est of t h e t hr e e al g orit h ms, at 1 5. 3. U nf ort u n at el y, t h e s u m m e d

S S E is a g ai n t h e hi g h est of all t hr e e al g orit h ms, at 1 3. 3 1 o n a v er a g e.

Wit h s u c h err or, it c o m es as n o s ur pris e t h at t h e m etri cs o n pr e di ct e d l a b els

ar e t h e w orst of all t hr e e al g orit h ms. T h e w ei g ht e d F- S c or e is j ust u n d er O P TI C S,

a v er a gi n g at 0. 5 2 5. H o m o g e n eit y is n ot m u c h b ett er, at 0. 5 6 0. C o m pl et e n ess is m or e

s u c c essf ul, t h o u g h, j ust u n d er O P TI C S at 0. 7 7 1. T h eir h ar m o ni c m e a n t h e n a v er a g es

t o 0. 6 6 8.

4. 1. 2 S t a ti s ti c al A n al y si s of Tr ai ni n g R e s ul t s

T o d et er mi n e w hi c h al g orit h m w o ul d b e s u bj e ct t o f urt h er t esti n g, it w as n e c ess ar y

t o a p pl y st atisti c al a n al ysis t ests t o t h e fi n al a v er a g e of e a c h o bj e cti v e o v er all t e n

r u ns of e a c h cl ust eri n g al g orit h m. T h es e a v er a g es ar e gi v e n i n T a bl es A. 1, A. 2, a n d



5 1

A. 3. T h e t est of c h oi c e w as a o n e- w a y a n al ysis of v ari a n c e ( A N O V A), w hi c h t ests t h e

n ull h y p ot h esis t h at t h e a v er a g es f or e a c h cl ust eri n g al g orit h m s h ar e a m e a n. T h at

is, it is ass u m e d t h at t h e o bj e cti v e a v er a g es f or e a c h cl ust eri n g al g orit h m ar e si mil ar.

A N O V A t h e n c al c ul at es P- V al u es t h at i n di c at e w h et h er or n ot t his h y p ot h esis is

li k el y. P- V al u es l ess t h a n α , w h er e α = 0 .0 5, i n di c at e t h at t h e n ull h y p ot h esis s h o ul d

b e r ej e ct e d, a n d t h at t h e p o p ul ati o n m e a ns di ff er.

T h e f oll o wi n g P- V al u es w er e c al c ul at e d:

• O bj. 1 — H o m o g e n e o us cl ust er c o u nt: 5 .8 3 · 1 0 − 1 0

• O bj. 2 — S u m of S S E: 5 .5 2 · 1 0 − 1 5

• O bj. 3 — M e di a n cl ust er si z e: 3 .6 1 · 1 0 − 6

Wit h s u c h s m all P- V al u es ( P ≪ 0 .0 5), t h e n ull h y p ot h esis is r ej e ct e d f or e a c h o bj e c-

ti v e, i n di c ati n g st atisti c all y si g ni fi c a nt di ff er e n c es fr o m t h e m e a n.

A N O V A d o es n ot t ell us w hi c h al g orit h ms ar e di ff er e nt fr o m e a c h ot h er, h o w e v er.

T o d et er mi n e t h e di ff er e n c e b et w e e n m e a ns f or e a c h al g orit h m i n e a c h o bj e cti v e, I

r a n T u k e y’s h o n estl y si g ni fi c a nt di ff er e n c e ( H S D) t est [ 6 7] o n e a c h o bj e cti v e. T h e

r es ults ar e s h o w n i n T a bl e 4. 3. F or e a c h o bj e cti v e, e a c h p air of cl ust eri n g al g orit h ms

is c o m p ar e d, a n d t h e di ff er e n c e b et w e e n t h eir m e a ns a n d T u k e y- a dj ust e d P- V al u es

gi v e n. If t h at P- V al u e is l ess t h a n α , w e r ej e ct t h e n ull h y p ot h esis t h at t h eir m e a ns

ar e si mil ar.

T h es e t ests s u p p ort m u c h of w h at I h a v e dis c uss e d i n S u bs e cti o n 4. 1. 1. N a m el y,

f or t h e n u m b er of h o m o g e n e o us cl ust ers, O P TI C S n arr o wl y e d g es o ut D B S C A N. F or

err or, t h e r e v ers e is tr u e. F or m e di a n cl ust er si z e, D B S C A N c o m es o ut o n t o p, wit h

a si g ni fi c a ntl y l ar g er m e di a n cl ust er si z e. I n f a ct, t h e o nl y c o m p aris o n t h at d o es n ot

s h o w a st atisti c all y si g ni fi c a nt di ff er e n c e is t h e a v er a g e m e di a n cl ust er si z e di ff er e n c e

i n T a bl e 4. 3 b et w e e n D B S C A N a n d k - m e a ns w hi c h, as pr e vi o usl y m e nti o n e d, is v er y

si mil ar.

C o nsi d eri n g t h es e r e aliti es, as w ell as t h e w ei g ht e d F- S c or e, h o m o g e n eit y, c o m-

pl et e n ess, a n d V- M e as ur e f or e a c h of t h e al g orit h ms, it b e c o m es cl e ar t h at D B S C A N

is t h e t o p p erf or m er o n t his d at a s u bs et. As a r es ult, it w as t h e n at ur al c h oi c e f or

f urt h er e v al u ati o ns.
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D at a  O bj. 1 O bj. 2 O bj. 3 F- S c or e H o m o. C o m p. V- M e as.

Tr ai n O nl y 6 0 3. 2 1 9. 5 0. 6 8 0 0. 7 3 4 0. 8 7 0 0. 7 9 6
Test O nl y – – – 0. 6 7 1 0. 8 2 1 0. 9 2 2 0. 8 6 8
C o m bi n e d 7 4 5. 4 2 9. 0 0. 6 7 3 0. 7 2 7 0. 8 7 0 0. 7 9 2

T a bl e 4. 4: O bj e cti v e s c or es a n d m etri cs f or t h e fi n al D B S C A N tr ai ni n g /t esti n g r u n

4. 1. 3 T e s ti n g R e s ul t s

I r a n a n ot h er t e n r u ns of C O U G A R usi n g D B S C A N o n t h e 2, 0 0 0 E M B E R s a m pl es,

b ut t his ti m e pr es er vi n g a n a d diti o n al 1, 0 0 0 s a m pl es i n t h e v e ct ori z ati o n as t esti n g

d at a. All 1 6 0 i n di vi d u als w er e s c or e d, a n d o n e of t h e t o p 1 6 i n di vi d u als w as c h os e n,

wit h si mil ar o bj e cti v e s c or es t o t h e D B S C A N cl ust eri n gs i n T a bl e 4. 2. T his i n di vi d-

u al a c hi e v e d s c or es of 6 0, 3. 2 1 2, a n d 9. 5 0 o v er t h e t hr e e o bj e cti v es, wit h cl ust eri n g

p ar a m et ers of e p s = 0 .0 3 4 9 7 1 3 0 4 5 8 0 2 0 5 5 9 4 a n d m i n s a m p l e s = 5.

At t his p oi nt, I r el o a d e d t h e e m b e d di n g, a n d fit t h e n e w d at a i nt o it. Aft er r e-

cl ust eri n g usi n g t h e s a m e s etti n gs as t h e c h os e n i n di vi d u al, I l a b ell e d t h e d at a as i n

S e cti o n 4. 1, a n d c al c ul at e d m etri cs o n t h os e pr e di cti o ns.

It is i m p ort a nt t o n ot e t h at o nl y a p pr o xi m at el y 3 0 % of t esti n g d at a g ets cl ust er e d,

as D B S C A N l a b els m u c h of it as n ois e. As w ell, si n c e cl ust ers w hi c h o nl y c o nt ai n t est-

i n g d at a d o n ot g et a l a b el assi g n e d, t h e y m ust b e dis c ar d e d. A c c or di n gl y, o nl y a b o ut

2 0 % of t h e t esti n g d at a is assi g n e d a l a b el. It is f or t his r e as o n t h at l a b els ar e gi v e n

d e cr e as e d pr o mi n e n c e i n s u bs e q u e nt e x p eri m e nts, a n d us e d m or e f or i nf or m ati o n al

p ur p os es t h a n e v al u ati o n.

Wit h t h at s ai d, t h e r es ults c a n b e o bs er v e d i n T a bl e 4. 4. We c a n s e e t h at t h e

t esti n g a n d tr ai ni n g F- S c or es ar e v er y si mil ar, ar o u n d 0. 6 7, a n d t his ali g ns wit h

w h at w e s a w f or D B S C A N i n T a bl e 4. 2. H o m o g e n eit y a n d c o m pl et e n ess ar e als o

n e arl y i d e nti c al, wit h t his tr ai ni n g d at a e v er s o sli g htl y hi g h er t h a n b ef or e, wit h a n

a c c o m p a n yi n g V- M e as ur e.

W h e n l o o ki n g o nl y at t h e t esti n g d at a, w e c a n s e e a sli g ht dr o p i n w ei g ht e d

F- S c or e, b ut t h e hi g h est h o m o g e n eit y, c o m pl et e n ess, a n d V- M e as ur e a cr oss a n y of

o ur r e p ort e d v al u es, at 0. 8 2 1, 0. 9 2 2, a n d 0. 8 6 8, r es p e cti v el y. T h e i m pli c ati o n is

t h at, l o o ki n g o nl y at u ns e e n d at a, t h e r es ulti n g gr o u pi n gs ar e f airl y h o m o g e n e o us,

a n d hi g hl y c o m pl et e, wit h t h e u ns e e n d at a f or t h eir r es p e cti v e l a b els b ei n g gr o u p e d
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t o g et h er.

P utti n g it all t o g et h er, w e s e e t h at t h e fi n al c o u nt of h o m o g e n e o us cl ust ers h as

i m pr o v e d, wit h m e di a n cl ust er si z e n e arl y u n c h a n g e d, a n d s u m m e d S S E m ar gi n all y

i n cr e asi n g. T h er e is a n e gli gi bl e d e cr e as e (≤ 1 %) a cr oss t h e l a b el m etri cs, r el ati v e t o

tr ai ni n g d at a o nl y.

T h e t a k e a w a y h er e is t h at, w hil e l e a vi n g r o o m f or i m pr o v e m e nt, t h e t esti n g d at a

pr e di cti o ns ar e as g o o d o n s e e n as o n u ns e e n d at a.

T h at s ai d, t h er e w er e i nst a n c es of cl ust ers t h at hi g hli g ht e d t h e w e a k n ess of c at e-

g ori c al l a b els i n t his r es e ar c h pr o bl e m. F or i nst a n c e, s o m e cl ust er l a b els w er e d e ci d e d

wit h a sli m m aj orit y ( e. g.: t e n s a m pl es of A V Cl ass A v ers us ni n e s a m pl es of B ), w hil e

ot h ers w er e d e ci d e d wit h a pl ur alit y ( e. g.: f o ur s a m pl es of A V Cl ass A , t hr e e s a m pl es

of B , t hr e e of C ). I n t h es e e x a m pl es, t h e pr e cisi o n wit h r es p e ct t o A V Cl ass A w o ul d

b e 0. 5 3 a n d 0. 4, r es p e cti v el y, d es pit e t h e u n d erl yi n g cl ust er si mil arit y i n i m p orts.

F or t his r e as o n, i n s u bs e q u e nt e x p eri m e nts, I d e ci d e d t o i n cl u d e a m etri c b as e d

o n t h e g e n er at e d si g n at ur es, a n d h o w w ell t h at si g n at ur e r e pr es e nts t h e cl ust er, as

d es cri b e d i n S u bs e cti o n 3. 7. 3. I n a d diti o n, t his d e cr e as e d e m p h asis o n l a b el p erf or-

m a n c e o b vi at es t h e n e e d f or a s plit tr ai n /t est d at as et, as t h e n e w m etri c dir e ctl y

e v al u at es t h e c o m p ositi o n of t h e cl ust ers, r at h er t h a n t h e assi g n e d l a b els.

4. 2 Fi n al E x p e ri m e n t s o n 1 0, 0 0 0 S a m pl e s

T his s e c o n d r o u n d of e x p eri m e nts w as c o n d u ct e d aft er t h e C O U G A R s yst e m w as

r ei m pl e m e nt e d i n a distri b ut e d f as hi o n t o o p er at e o n a n A p a c h e S p ar k cl ust er, al o n g

wit h si g n at ur e g e n er ati o n c a p a biliti es, as dis c uss e d i n S u bs e cti o ns 3. 5 a n d 3. 6.

As b ef or e, 1 0, 0 0 0 s a m pl es w er e r a n d o ml y s el e ct e d, a n d t h e e v ol uti o n ar y pr o c ess

w as c o n d u ct e d t e n ti m es p er cl ust eri n g al g orit h m. I n di vi d u al r a n ki n g a n d t h e l a-

b elli n g pr o c ess w as als o as dis c uss e d i n S e cti o n 4. 1.

I n t h e f oll o wi n g s u bs e cti o ns, I will dis c uss t h e r es ults as c al c ul at e d fr o m t h e o b-

j e cti v es, l a b el m etri cs, a n d t h e g e n er at e d si g n at ur es, as w ell as t h e c o m p ut ati o n ti m es

t h at r es ult fr o m s c ali n g t o a l ar g er d at as et.
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Al g o.  O bj. 1 O bj. 2 O bj. 3 F- S c or e H o m o. C o m p. V- M e as.

D B S C A N 1 2 2 5 1 7. 2 5 3 1 1 0. 6 6 0 0. 7 0 6 0. 8 2 1 0. 7 5 9
D B S C A N 2 2 2 3 1 9. 0 9 5 1 1 0. 6 4 9 0. 6 9 2 0. 8 1 7 0. 7 4 9
D B S C A N 3 2 2 2 1 9. 0 8 8 1 2 0. 6 5 1 0. 6 9 5 0. 8 1 8 0. 7 5 1

O P T I C S 1 4 0 6 3 4. 9 5 0 8 0. 6 4 4 0. 6 9 0 0. 8 0 6 0. 7 4 3
O P TI C S 2 4 0 5 3 4. 3 4 1 8 0. 6 4 6 0. 6 9 5 0. 8 0 6 0. 7 4 6
O P TI C S 3 4 0 5 3 4. 3 6 9 8 0. 6 4 6 0. 6 9 4 0. 8 0 6 0. 7 4 6

k - m e a n s 1 5 6 1 3. 7 5 9 5 9 0. 4 2 7 0. 4 8 4 0. 7 1 2 0. 5 7 7
k - m e a ns 2 5 6 1 4. 1 0 9 5 3 0. 4 3 4 0. 4 9 6 0. 7 0 2 0. 5 8 1
k - m e a ns 3 5 5 1 4. 2 4 6 5 9 0. 4 3 0 0. 4 8 7 0. 7 1 3 0. 5 7 9

T a bl e 4. 5: T o p t hr e e u ni q u e cl ust eri n gs p er al g orit h m o n 1 0, 0 0 0 s a m pl es, r a n k e d b y
as c e n di n g o bj e cti v es

4. 2. 1 O b j e c ti v e & L a b elli n g R e s ul t s

T his s u bs e cti o n d et ails t h e o bj e cti v e a n d l a b elli n g r es ults o n t h e cl ust eri n gs pr o d u c e d

fr o m t h e 1 0, 0 0 0 s a m pl e d at as et wit h r es p e ct t o e a c h cl ust eri n g al g orit h m.

T a bl e 4. 5 s h o ws t h e t o p u ni q u e cl ust eri n gs p er al g orit h m, as d et er mi n e d b y t h e

o bj e cti v e s c or es. W h at is es p e ci all y stri ki n g a b o ut t h es e o bj e cti v es, a cr oss all of t h e

al g orit h ms, is t h e u nif or mit y of t h e r es ults a c hi e v e d. T o o bt ai n t h e t o p t hr e e u ni q u e

cl ust eri n gs, a n u m b er of i n di vi d u als fr o m e a c h al g orit h m n e e d e d t o b e disr e g ar d e d,

as t h e y w er e s c ori n g i d e nti c al t o ot h ers. T his s p e a ks t o t h e c o nsist e n c y of s ol uti o ns

pr o d u c e d i n t h e e v ol uti o n ar y pr o c ess.

D B S C A N

I b e gi n b y l o o ki n g at t h e tr e n dli n es i n Fi g ur es 4. 5, 4. 6, a n d 4. 7. We c a n s e e t h at

t h e or d eri n g of t h e r es ults f or t h e hi g hl y h o m o g e n e o us c o u nt is i d e nti c al t o t h at

s h o w n i n Fi g ur e 4. 2. T h at is, D B S C A N is t h e mi d dl e p erf or m er, a v er a gi n g j ust u n d er

1 0 0 cl ust ers a cr oss all r u ns. T h e sl o p e of t his li n e is s m all er t h a n pr e vi o usl y s e e n,

s u g g esti n g t h at t h e cl ust eri n g pr o c ess is m u c h m or e st a bl e w h e n pr o vi d e d wit h t h e

a d diti o n al d at a. T h e s u m m e d err or tr e n dli n e is als o si mil ar, if hi g h er t h a n b ef or e

ar o u n d 6. 5. M e di a n cl ust er si z e is, i n c o ntr ast t o t h e pr e vi o us e x p eri m e nts, t h e m ost

st a bl e o bj e cti v e, wit h o nl y a si n gl e r u n f aili n g t o a c hi e v e a v al u e i n cl os e pr o xi mit y
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Fi g ur e 4. 7: A v g. m e di a n cl ust er si z e ( o bj. 3) o v er t e n r u ns o n 1 0, 0 0 0 s a m pl es

t o 1, 9 0 0. T his is li k el y a r es ult of s o m e i n di vi d u als f a v o uri n g t his o bj e cti v e i n t h e

P ar et o fr o nt, a n d g e n er ati n g a s m all n u m b er of l ar g e cl ust ers at t h e e x p e ns e of ot h er

o bj e cti v es.

Pi v oti n g t o t h e t o p p erf or m ers i n T a bl e 4. 5, D B S C A N n e arl y q u a dr u pl es t h e

n u m b er of hi g hl y h o m o g e n e o us cl ust ers t o a n a v er a g e of 2 2 3, w hi c h is n ot f ar fr o m

t h e q ui nt u pli n g v ol u m e of t h e u n d erl yi n g d at a t o b e cl ust er e d. T h e err or f oll o ws t his,

m or e t h a n q u a dr u pli n g t o 1 8. T his o bj e cti v e s c or e s o u n ds w ors e t h a n it a ct u all y is

t h o u g h, as it is n ot s c al e d b y t h e n u m b er of cl ust ers, s o is e x p e ct e d t o i n cr e as e as t h e

n u m b er of cl ust ers d o es. A 3 3 % i n cr e as e i n t h e m e di a n cl ust er si z e t o 1 1 s h o ws t h at

t h es e cl ust ers ar e still r el ati v el y s m all gr o u pi n gs.

C o m p ar e d t o t h e m etri cs i n T a bl e 4. 2 f or D B S C A N, t h es e t o p p erf or m ers ar e a

t o u c h l o w er a cr oss t h e b o ar d. F- S c or e a v er a g es ar o u n d 0. 6 5 3, a dr o p of 0. 0 2, w hil e

h o m o g e n eit y is m or e a ff e ct e d, dr o p pi n g b y 0. 0 4 t o a n a v er a g e of 0. 6 9 8. C o m pl et e n ess

c o nti n u es t h e d o w n w ar d tr e n d t o e n d u p ar o u n d 0. 8 1 9, a d e cr e as e of 0. 0 5, a n d V-

M e as ur e is a c c or di n gl y 0. 7 5 3, d o w n 0. 0 4. It is e n c o ur a gi n g t o s e e t h at, w hil e t h e

a m o u nt of d at a h as i n cr e as e d dr a m ati c all y, t h e a ct u al s c or es ar e al m ost i d e nti c al t o

t h e r es ults a c hi e v e d b y D B S C A N o n t h e s m all er d at as et. S u ffi c e it t o s a y, s c ali n g
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t h e s yst e m w as hi g hl y s u c c essf ul w h e n usi n g D B S C A N, at l e ast a c c or di n g t o t h es e

m etri cs.

O P T I C S

St arti n g a g ai n wit h Fi g ur es 4. 5, 4. 6, a n d 4. 7, O P TI C S is o n c e a g ai n t h e t o p p erf or mi n g

al g orit h m w h e n l o o ki n g at c o u nts of hi g hl y h o m o g e n e o us cl ust ers, at a n a v er a g e of

1 5 3. T his is m or e t h a n a 5 0 % i n cr e as e r el ati v e t o D B S C A N, i n st ar k c o ntr ast t o

t h e fi v e cl ust er di ff er e n c e b et w e e n t h es e al g orit h ms o n t h e s m all er d at as et. As w ell,

t his a v er a g e is q ui nt u pl e t h at of t h e a v er a g e f or 2, 0 0 0 s a m pl es, e x a ctl y i n li n e wit h

t h e i n cr e as e i n d at as et si z e. T h e o nl y c a v e at is t h at t h es e r es ults ar e m or e v ari a bl e

t h a n f or D B S C A N, wit h t h e e xtr e m e l o w a n d hi g h at 1 1 3 a n d 2 1 0, r es p e cti v el y. T his

v ari a bilit y als o e xt e n ds t o t h e s u m m e d err or, w hi c h h as tri pl e d t o 1 0. 6, t h e hi g h est

of t h e t hr e e al g orit h ms. T h e u psi d e h er e is t h at t h e err or is gr o wi n g at a r at e m u c h

l o w er t h a n t h e cl ust er c o u nt. Fi n all y, t h e a v er a g e m e di a n cl ust er si z e h as gr o w n at

a m o d er at e p a c e, fr o m 1 3 5 t o 1 4 6. T his is m u c h m or e r e as o n a bl e t h a n t h e 1, 9 0 0

a v er a g e s e e n fr o m D B S C A N a n d k - m e a ns, e m p h asi zi n g t h e a p pli c a bilit y of O P TI C S

t o l ar g er d at as ets.

T h e o bj e cti v e s c or es f or O P TI C S i n T a bl e 4. 5 c o nti n u e t o d eli v er g o o d n e ws.

T h e c o u nt of hi g hl y h o m o g e n e o us cl ust ers h as n e arl y q ui nt u pl e d t o a n a v er a g e of

4 0 5, d e m olis hi n g t h e c o m p etiti o n wit h a s c or e al m ost d o u bl e t h at of D B S C A N a n d

o ct u pl e t h at of k - m e a ns. T h e err or h as als o i n cr e as e d i n ki n d, t o a n a v er a g e of 3 4. 5.

I nt er esti n gl y, t h e m e di a n cl ust er si z e f or t o p p erf or m ers w as i d e nti c al t o t h at of t h e

pr e vi o us d at as et.

T h e n arr ati v e f or t h e l a b elli n g m etri cs is o p p osit e t h at of D B S C A N: s c or es h a v e

a ct u all y i n cr e as e d, r el ati v e t o T a bl e 4. 2. F- S c or e m a k es a m o d er at e j u m p of 0. 1 t o

a n a v er a g e of 0. 6 4 5, w hil e h o m o g e n eit y, c o m pl et e n ess, a n d t h er ef or e V- M e as ur e, ar e

m u c h m or e t e m p er e d wit h a n i n cr e as e of a p pr o xi m at el y 0. 0 2 e a c h. T h es e m etri cs

f or O P TI C S ar e t h e n wit hi n stri ki n g dist a n c e of D B S C A N, m a ki n g it m u c h m or e

c o m p etiti v e t h a n o n t h e s m all er d at as et.
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k - m e a n s

T h e tr e n dli n es d o n ot p ai nt a fl att eri n g pi ct ur e of k - m e a ns o n t his d at as et. F or t h e

c o u nt of hi g hl y h o m o g e n e o us cl ust ers, t h e a v er a g e a cr oss all r u ns h as dr o p p e d fr o m

2 0 i n Fi g ur e 4. 2 t o 1 5 i n Fi g ur e 4. 5. T h er e is r es pit e i n Fi g ur e 4. 6, as t h e s u m m e d

err or h as i n cr e as e d b y o nl y 0. 6, a n d is i n li n e, q uit e lit er all y, wit h t h e r es ults a c hi e v e d

b y D B S C A N. As i n Fi g ur e 4. 4, t h e r es ults i n Fi g ur e 4. 7 s h o w k - m e a ns t a n gli n g wit h

D B S C A N at a n a v er a g e m e di a n cl ust er si z e of 2, 0 0 0. U nf ort u n at el y, t his o bj e cti v e is

m u c h l ess m e a ni n gf ul f or k - m e a ns, as all of t h e d at a is cl ust er e d a n y w a y. I n a d diti o n,

t h e st a bilit y s h o w n o n t h e s m all er d at as et is n o l o n g er pr es e nt, wit h v al u es r a n gi n g

fr o m 1, 5 2 4 all t h e w a y u p t o n e arl y 3, 0 0 0.

T h e pi ct ur e is n ot a n y r osi er w h e n o n e c o nsi d ers t h e o bj e cti v e s c or es f or t h e t o p

t hr e e i n di vi d u als i n T a bl e 4. 5. T h e a v er a g e d c o u nt of hi g hl y h o m o g e n e o us cl ust ers

i n cr e as e d b y a m e asl y 1 0 %, t o 5 5, d es pit e a 5 0 0 % i n cr e as e i n d at a t o b e cl ust er e d.

T h e err or w as n e arl y u n c h a n g e d, at 1 4, w hil e t h e m e di a n cl ust er si z e q u a dr u pl e d t o

5 7. O n c e a g ai n, t his p erf or m a n c e j u m p is u n d er c ut b y t h e i n cl usi v e n at ur e of t h e

al g orit h m.

A fi n al l o o k at t h e l a b elli n g s c or es f or t h e b est i n di vi d u als s h o ws t h at e v er y m etri c

e x c e pt f or c o m pl et e n ess dr o ps b y a p pr o xi m at el y 0. 1 c o m p ar e d t o t h e r es ults s h o w n i n

T a bl e 4. 2. C o m pl et e n ess is still l o w er b y 0. 0 6. All-i n- all, t h e p erf or m a n c e di ff er e n c e

b et w e e n D B S C A N, t h e al g orit h m wit h t h e b est s c or es o n t h es e m etri cs, a n d k - m e a ns

is s u bst a nti al. T h e g a p b et w e e n a v er a g e F- S c or es is 0. 2 2 3, a n d t h e c orr es p o n di n g

V- M e as ur e g a p is 0. 1 7 4. T h es e r es ults s e al k - m e a ns f at e as t h e l o w est p erf or mi n g

cl ust eri n g al g orit h m o n t his pr o bl e m.

4. 2. 2 Si g n a t u r e R e s ul t s

I n t h e pr e vi o us s u bs e cti o ns, I j u d g e d t h e s u c c ess of t h e cl ust eri n g al g orit h m b as e d

o n t h e assi g n e d l a b els, usi n g w ei g ht e d F-s c or es, h o m o g e n eit y, c o m pl et e n ess, a n d V-

M e as ur es. T his w or k e d w ell e n o u g h fr o m a cl assi fi c ati o n p ers p e cti v e, b ut t his t as k is

n ot tr ul y o n e of cl assi fi c ati o n, b ut cl ust eri n g. We w a nt t o k n o w w h at is si mil ar a b o ut

e a c h s a m pl e. I n cl assi fi c ati o n, mi x e d l a b els ar e u n w el c o m e. H er e, t h e y ar e p ot e nti all y

d e si r e d . As a r es ult, t h e d o mi n ati n g m etri c i n t h es e e v al u ati o ns is t h e r e pr es e nt ati o n

f or e a c h cl ust er. T h at is, t h e p er c e nt a g e of s a m pl es i n e a c h cl ust er t h at h a v e t h e s a m e
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L e n gt h D B S C A N O P TI C S k - m e a ns A v er a g e

3 4 2. 9 3 3 5. 6 4 4 5. 3 7 5 4 2. 9 3
5 4 0. 1 1 3 7 3 9. 1 1 3 8. 7 4
7 4 0. 4 4 4 0. 8 6 4 3. 9 1 4 1. 7 4

T a bl e 4. 6: A v g. h o m o g e n e o us cl ust er c o u nt si g n at ur e l e n gt h c o m p aris o n

i m p orts.

I n t his s u bs e cti o n, I will d et ail t h e pr o c ess b y w hi c h t h e si g n at ur e l e n gt h w as

d et er mi n e d, b ef or e dis c ussi n g t h e r es ults of t h e si g n at ur e g e n er ati o n pr o c ess. T his

i n cl u d es t h e si g n at ur e r e pr es e nt ati o n m etri c, as w ell as a s ur v e y of t h e pr o d u c e d

si g n at ur es, hi g hli g hti n g str e n gt hs a n d w e a k n ess es of t h e a p pr o a c h.

Fi x e d- L e n g t h P a r a m e t e r S el e c ti o n

As pr e vi o usl y dis c uss e d, it w as i m p ort a nt t o c h o os e a r e as o n a bl e l e n gt h f or t h e si g n a-

t ur e t o b al a n c e i nt er pr et a bilit y a n d s p e ci fi cit y. Si n c e t h e si g n at ur e g e n er ati o n pr o c ess

will dr o p cl ust ers t h at c a n n ot pr o d u c e a u ni q u e si g n at ur e, t his p ar a m et er is ess e nti al

t o pr es er vi n g as m u c h d at a as p ossi bl e. H a n a n d Oli vi er [ 1 1] s u g g est n = 5 as pr o-

vi di n g t h e b est b al a n c e b et w e e n g e n eri c a n d s p e ci fi c. A c c or di n gl y, it w as a n at ur al

pl a c e t o st art.

Usi n g 2, 0 0 0 r a n d o ml y s el e ct e d m al w ar e fr o m t h e E M B E R d at as et, t h e C O U G A R

s yst e m is r u n t hr e e ti m es f or e a c h cl ust eri n g al g orit h m, wit h t h e si g n at ur e l e n gt h s et

t o 3, 5, a n d 7. T h e r es ulti n g c o u nts of hi g hl y h o m o g e n e o us cl ust ers w er e c oll e ct e d,

al o n g wit h t h e n u m b er of dr o p p e d cl ust ers, a n d di vi d e d b y t h e n u m b er of i n di vi d-

u als c o nt ai n e d i n t h e fi n al p o p ul ati o n of e a c h r u n. T his yi el ds c o m p ar a bl e v al u es

of a v er a g e cl ust er c o u nts a n d a v er a g e dr o p p e d cl ust ers. T h e l e n gt h s h o ul d t h e n b e

c h os e n s u c h t h at t h e f or m er o bj e cti v e is m a xi mi z e d, w hil e t h e l att er is mi ni mi z e d.

T his e m p eri c al pr o c ess is n ot g u ar a nt e e d t o gi v e c o nsist e nt r es ults, as it is d e p e n d a nt

o n t h e u n d erl yi n g m al w ar e, b ut s h o ul d s u ffi c e as a r e as o n a bl e esti m at e. L o gi c all y, a

l o n g er si g n at ur e is l ess li k el y t o b e d u pli c at e d, s o t his pr o c ess w as m or e a b o ut fi n di n g

a n a c c e pt a bl e t hr es h ol d t h a n a n a bs ol ut e b est p ossi bl e v al u e.

T h e a v er a g e d c o u nts f or e a c h cl ust eri n g al g orit h m, as w ell as t h eir o v er all a v er a g e,
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L e n gt h D B S C A N O P TI C S k - m e a ns A v er a g e

3 0. 4 4 0. 8 1 0. 3 8 0. 5 5
5 0. 2 2 0. 3 3 0. 2 2 0. 2 6
7 0. 0 0. 1 4 0. 0 0. 0 5

T a bl e 4. 7: A v g. dr o p p e d cl ust er c o u nt si g n at ur e l e n gt h c o m p aris o n

is gi v e n i n T a bl es 4. 6 a n d 4. 7. S ur prisi n gl y, a l e n gt h of 5 l e a ds t o t h e w orst p erf or-

m a n c e wit h r es p e ct t o t h e c o u nt of hi g hl y h o m o g e n e o us cl ust ers, w hil e 3 m ar gi n all y

b e ats 7, a c hi e vi n g a si n gl e cl ust er m or e o n a v er a g e.

O n t h e dr o p p e d cl ust er fr o nt, h o w e v er, it is as o n e w o ul d e x p e ct: a l o n g er si g n at ur e

is m or e li k el y t o b e u ni q u e. T h e c o u nt of dr o p p e d cl ust ers is at l e ast c ut i n h alf b y

i n cr e asi n g t h e si g n at ur e si z e fr o m 3 t o 5, a n d a g ai n fr o m 5 t o 7. I n f a ct, w h e n t h e

si g n at ur e si z e is s et t o 7, D B S C A N a n d k - m e a ns d o n ot dr o p a n y cl ust ers at all, a n d

O P TI C S o nl y dr o ps a si n gl e cl ust er a cr oss all i n di vi d u als. As a r es ult, t h e si g n at ur e

si z e w as s et t o 7 f or t his s e c o n d r o u n d of e x p eri m e nts.

Si g n a t u r e M e t ri c s

T o b e gi n, t h e s ur vi vi n g i n di vi d u als of t h e e v ol uti o n ar y pr o c ess es pr o d u c e cl ust eri n gs

t h at r o uti n el y e x hi bit e x c ell e nt r es ults. W h e n o n e c o nsi d ers t h e n u m b er of i n di vi d u als

t h at s c or e at l e ast 9 0 % a cr oss t h eir a v er a g e d si g n at ur e r e pr es e nt ati o n, t h e n u m b ers

s p e a k f or t h e ms el v es:

• 8 9 / 9 1 D B S C A N i n di vi d u als ≥ 9 0 %

• 1 1 5 / 1 1 5 O P TI C S i n di vi d u als ≥ 9 0 %

• 3 9 / 8 1 k - m e a ns i n di vi d u als ≥ 9 0 %

D B S C A N h as o nl y t w o i n di vi d u als b el o w 9 0 % ( 8 0 % a n d 7 2 %), w hil e O P TI C S h as

n o n e. E v e n k - m e a ns, w hi c h h as b e e n d e m o nstr at e d t o br e a k d o w n o n t his l ar g er

d at as et, m a n a g es a m e di a n r e pr es e nt ati o n of 8 8. 8 %.

Si n c e s o m a n y s ol uti o ns ar e hi g hl y r a n k e d b y t his m etri c, I h a v e c h os e n t hr e e

di ff eri n g i n di vi d u als t h at e a c h s c or e ≥ 9 5 % t o ill ustr at e t h e di v ersit y of s ol uti o ns

o bt ai n e d t hr o u g h t h e fr o nts, a n d t h er ef or e t h e t u n a bilit y of t h e s yst e m. T h es e c a n

b e s e e n i n T a bl e 4. 8.
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Al g o.  R e p. O bj. 1 O bj. 2 O bj. 3 F- S c or e H o m o. C o m p. V- M e as.

D B S C A N 1 1 0 0 1 8 7 8. 4 8 7 9 0. 7 3 5 0. 7 8 7 0. 8 7 9 0. 8 3 0
D B S C A N 2 1 0 0 1 1 8 0. 8 2 5 9 0. 7 9 3 0. 8 4 5 0. 9 2 4 0. 8 8 2
D B S C A N 3 9 8. 8 4 4 1 6. 1 7 2 6 5 0. 5 1 5 0. 5 5 5 0. 7 8 9 0. 6 5 1

O P TI C S 1 1 0 0 2 2 3 3. 6 7 2 7 0. 7 6 0 0. 8 1 5 0. 9 0 5 0. 8 5 8
O P TI C S 2 1 0 0 1 5 6 1. 6 5 4 8 0. 7 9 4 0. 8 3 6 0. 9 1 8 0. 8 7 5
O P TI C S 3 9 8. 1 5 9 0 1 6. 7 3 2 3 3 0. 5 5 6 0. 6 1 9 0. 7 6 8 0. 6 8 6

k - m e a ns 1 9 7. 3 2 5 6 1 3. 7 5 9 5 9 0. 4 2 7 0. 4 8 4 0. 7 1 2 0. 5 7 7
k - m e a ns 2 9 6. 1 9 3 3 9. 9 5 7 6 9 0. 4 0 2 0. 4 5 8 0. 7 0 1 0. 5 5 4
k - m e a ns 3 9 5. 7 3 3 1 1 1. 1 5 7 8 7. 5 0. 4 0 6 0. 4 6 0 0. 7 0 4 0. 5 5 6

T a bl e 4. 8: S el e ct e d elit e cl ust eri n gs p er al g orit h m o n 1 0, 0 0 0 s a m pl es, r a n k e d b y
cl ust er r e pr es e nt ati o n

T h e first D B S C A N i n di vi d u al a c hi e v es a cl ust er r e pr es e nt ati o n of 1 0 0 %, wit h o b-

j e cti v e s c or es b ett er or n e arl y as g o o d as t h e b est gi v e n i n T a bl e 4. 5. T his i n di vi d u al

f alls wit hi n t h e p art of t h e n o n- d o mi n at e d fr o nt t h at pri oriti z es c o u nts of hi g hl y h o-

m o g e n e o us cl ust ers, fi n di n g 1 8 7. T h e s e c o n d i n di vi d u al als o m a n a g es a r e pr es e nt ati o n

of 1 0 0 %, b ut i nst e a d pr o m ot es err or mi ni m ali z ati o n, wit h a mi n us c ul e 0. 8 2 5. W hil e

t h e y d o n ot c o m p et e f or t h e t o p r a w o bj e cti v e s c or es, t h eir ‘j a c k- of- all-tr a d es’ v ers atil-

it y r es ults i n h er et of or e u ns e e n F- S c or es a n d V- M e as ur es, wit h t h e s e c o n d i n di vi d u al

a c hi e vi n g 0. 7 9 3 a n d 0. 8 8 2, r es p e cti v el y. T h e l ast i n di vi d u al, o n t h e ot h er h a n d, h as

a sli g htl y l o w er r e pr es e nt ati o n, b ut m a xi mi z es t h e m e di a n cl ust er si z e t o 6 5, si g ni fi-

c a ntl y hi g h er t h a n s e e n fr o m ot h er D B S C A N i n di vi d u als. A n i n di vi d u al li k e t his c a n

b e s e e n as ‘ c asti n g a wi d er n et’ o n t h e d at a, b y s a cri fi ci n g t o p p erf or m a n c e t o cl ust er

m or e d at a. T his r e pr es e nts a k e y str e n gt h of t h e C O U G A R s yst e m, i n t h at its o ut p ut

c a n b e filt er e d t o t h e d esir es of t h e s e ar c h er.

T h e n arr ati v e f or c h os e n O P TI C S i n di vi d u als f oll o ws t h e s a m e tr e n ds, wit h sli g ht

di ff er e n c es i n o bj e cti v e s c or es a n d m etri cs. C o u nts of hi g hl y h o m o g e n e o us i n di vi d u als

a n d err or ar e u p, w hil e m e di a n cl ust er si z es ar e d o w n, r el ati v e t o D B S C A N. L a b elli n g

m etri cs ar e al m ost u ni v ers all y hi g h er, wit h t h e e x c e pti o n of t h e s e c o n d i n di vi d u al,

w hi c h is sli g htl y l o w er t h a n its D B S C A N e q ui v al e nt o n V- M e as ur e. T h e u psi d e is

t h at it n arr o wl y e d g es o ut t h at s a m e D B S C A N i n di vi d u al f or t h e hi g h est r e p ort e d

F- S c or e a cr oss all hi g hli g ht e d i n di vi d u als, at 0. 7 9 4. Wit h all of t his s ai d, O P TI C S
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d e m o nstr at es t h at it c a n pr o d u c e hi g hl y r e pr es e nt ati v e cl ust ers a n d o ut p a c e D B S C A N

cl ust er c o u nts, w hil e als o k e e pi n g t h e err or at a c c e pt a bl e l e v els.

T h es e tr e n ds a p pl y l ess s o t o t h e s el e ct e d k - m e a ns i n di vi d u als. T h e first i n di-

vi d u al is t h e s a m e hi g h est r a n k e d s ol uti o n as i n T a bl e 4. 5, wit h a r e pr es e nt ati o n of

9 7. 3 %. T h e s e c o n d a n d t hir d i n di vi d u als r e d u c e t h eir h o m o g e n e o us cl ust er c o u nt i n

t h e i nt er est of l o w er e d err or a n d hi g h er m e di a n cl ust er si z e, r es p e cti v el y. T h e y als o

a c hi e v e r es p e ct a bl e r e pr es e nt ati o ns of 9 6. 2 % a n d 9 5. 7 % a cr oss t h eir cl ust ers. T h at

s ai d, t h e err ors ar e hi g h er t h a n m ost of t h e s el e ct e d D B S C A N / O P TI C S i n di vi d u-

als wit h m u c h l o w er c o u nts of h o m o g e n e o us cl ust ers. As a r es ult of t h e al g orit h m’s

pr o p e nsit y f or l ar g e cl ust ers, t h e m e di a n cl ust er si z e is al w a ys r el ati v el y hi g h, a n u p-

si d e t h at is u n d er c ut b y l a b elli n g m etri c s c or es as l o w as h alf t h at of D B S C A N or

O P TI C S.

Di s c u s si o n of P r o d u c e d Si g n a t u r e s

Si n c e a n e x pli cit g o al of t h e si g n at ur es g e n er ati o n m et h o d ol o g y w as i nt er pr et a bilit y,

o n e h as t o as k t h e q u esti o n: c a n w e u n d erst a n d t h e m ? T h e a ns w er d e p e n ds o n t h e

cl ust er. S o m e cl ust ers h a v e i n d e e d b e e n assi g n e d si g n at ur es s u g g esti v e of t h e u n d er-

l yi n g b e h a vi o ur, w hil e ot h ers ar e m or e cr y pti c. F or e x a m pl e, i n o n e r u n of D B S C A N,

o ut of 1 7 5 cl ust ers, 1 5 0 of t h e m ar e c o nsi d er e d ‘l e gi bl e’. T h at is, t h eir cl ust er si g n a-

t ur e c o nsists of at l e ast f o ur f u n cti o ns, a n d n ot m or e t h a n t hr e e of t h os e f u n cti o ns ar e

or di n al f u n cti o ns ( dis c uss e d b el o w). T his h e uristi c is s u ffi ci e nt t o d et er mi n e w h et h er

t h e f u n cti o ns ar e s u g g esti v e or cr y pti c, f or t h e p ur p os es of e x pl or ati o n. I will e x pl or e

t hr e e of t h e f or m er, a n d t w o of t h e l att er. It s h o ul d b e n ot e d, h o w e v er, t h at e v er y

o n e of t h e 1 7 5 cl ust er si g n at ur es i n t his e x a m pl e r u n is 1 0 0 % r e pr es e nt ati v e of its

r es p e cti v e cl ust er, r e g ar dl ess of l e gi bilit y. T h e M D 5s a n d A V Cl ass l a b els f or e a c h

s a m pl e i n t h es e cl ust ers c a n b e f o u n d i n A p p e n di x B.

T h e first cl ust er u n d er o bs er v ati o n c o nsists of 9 3 s a m pl es, wit h t h e m aj orit y ( 8 9)

h a vi n g t h e A V Cl ass l a b el f l y s t u d i o . T h e c h os e n si g n at ur e c o nsists of t h e f oll o wi n g

s e v e n f u n cti o ns i m p ort e d fr o m c orr es p o n di n g li br ari es:

• c o m c t l 3 2 . d l l , i m a g e l i s t d u p l i c a t e

• o l e a u t 3 2 . d l l , o r d i n a l 1 6 5
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• w i n m m . d l l , m i d i o u t u n p r e p a r e h e a d e r

• w i n m m . d l l , m i d i s t r e a m c l o s e

• w i n m m . d l l , m i d i s t r e a m o p e n

• w i n m m . d l l , m i d i s t r e a m p r o p e r t y

• w i n m m . d l l , m i d i s t r e a m s t o p

T h e first t w o f u n cti o ns ar e u nr el at e d t o t h e r est, b ut t h e fi n al fi v e ar e all fr o m t h e

s a m e li br ar y, e n a bli n g a c c ess t o m ulti m e di a f u n cti o n alit y i n Wi n d o ws. As c a n b e s e e n

fr o m t h e f u n cti o n n a m es, t h es e f u n cti o ns all o w f or MI DI ( M usi c al I nstr u m e nt Di git al

I nt erf a c e) str e a ms t o b e c o ntr oll e d w hi c h i m pli es t h at t h es e m al w ar e m a y pl a y s o m e

s ort of m usi c or s o u n d. W hil e t his b e h a vi o ur is n ot p arti c ul arl y m ali ci o us, it is still

a disti n ct b e h a vi o ur b y w hi c h t h es e m al w ar e h a v e b e e n gr o u p e d.

M o vi n g t o a b e h a vi o ur t h at is d e ci d e dl y m or e n ef ari o us, t h e s e c o n d cl ust er is

c o m p os e d of t e n s a m pl es l a b ell e d as e m o t e t . T his is a w ell- k n o w n p ersist e nt t hr e at

t h at is es p e ci all y d estr u cti v e [ 6 8]. T h e si g n at ur e f or t his cl ust er is as f oll o ws:

• c r y p t 3 2 . d l l , c e r t c r e a t e c t l c o n t e x t

• c r y p t 3 2 . d l l , c e r t d u p l i c a t e s t o r e

• c r y p t 3 2 . d l l , c e r t f i n d c t l i n s t o r e

• c r y p t 3 2 . d l l , c r y p t m e m r e a l l o c

• c r y p t 3 2 . d l l , c r y p t m s g d u p l i c a t e

• c r y p t 3 2 . d l l , c r y p t m s g u p d a t e

• c r y p t 3 2 . d l l , c r y p t s i g n m e s s a g e

T h es e f u n cti o ns ar e all fr o m t h e Wi n d o ws li br ar y e n a bli n g a c c ess t o t h e Cr y pt o A PI.

T his c o ul d b e s u g g esti v e of r a ns o m w ar e b e h a vi o ur, a n d t h es e f u n cti o ns c o ul d b e us e d

as p art of t h e us er fil e e n cr y pti o n pr o c ess. A n ot h er p ossi bilit y c o ul d b e t h at t h es e

m al w ar e e n cr y pt s o m e of t h eir o w n bi n ari es, a n d us e t h es e f u n cti o ns t o d e o bf us c at e

t h e ms el v es. R e g ar dl ess, t h e b e h a vi o ur h er e is still c o h er e nt.
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I n t h e fi n al i nt er pr et a bl e cl ust er, all b ut o n e of t h e 2 5 h a v e b e e n assi g n e d t h e

l a b el r a m n i t . T his f a mil y is k n o w n t o h o o k i nt o t h e Wi n d o ws s er vi c e h ost pr o c ess,

a c c or di n g t o Mi cr os oft [ 6 9]. Wit h t h at i n mi n d, t h e f oll o wi n g si g n at ur e f u n cti o ns

s e e m a p pr o pri at e:

• a d v a p i 3 2 . d l l , c h a n g e s e r v i c e c o n f i g a

• a d v a p i 3 2 . d l l , c r e a t e s e r v i c e a

• a d v a p i 3 2 . d l l , q u e r y s e r v i c e c o n f i g a

• a d v a p i 3 2 . d l l , r e g i s t e r s e r v i c e c t r l h a n d l e r a

• a d v a p i 3 2 . d l l , s t a r t s e r v i c e a

• a d v a p i 3 2 . d l l , s t a r t s e r v i c e c t r l d i s p a t c h e r a

• k e r n e l 3 2 . d l l , f l u s h v i e w o f f i l e

T h e first si x ar e all i m p ort e d fr o m t h e s a m e li br ar y, a n d r el at e d t o t h e cr e ati o n or

m a n a g e m e nt of Wi n d o ws s er vi c es, j ust as pr e vi o usl y m e nti o n e d. O n c e a g ai n, t his

si g n at ur e pr o vi d es a n ‘ at a gl a n c e’ s ni p p et of t h e u n d erl yi n g m al w ar e si mil arit y.

L o o ki n g i nst e a d at cl ust ers w hi c h d o n ot h a v e a dis c er ni bl e b e h a vi o ur, w e h a v e

a cl ust er of 9 5 s a m pl es, 9 4 of w hi c h ar e l a b ell e d as z b o t . W hil e all of t h e si g n at ur e

f u n cti o ns ar e fr o m t h e s a m e li br ar y, t h eir f u n cti o n ‘ n a m es’ l e a v e m u c h t o b e d esir e d:

• m f c 4 2 . d l l , o r d i n a l 1 8 4 9

• m f c 4 2 . d l l , o r d i n a l 1 9 4 2

• m f c 4 2 . d l l , o r d i n a l 2 5 8 3

• m f c 4 2 . d l l , o r d i n a l 3 0 3

• m f c 4 2 . d l l , o r d i n a l 3 3 7 1

• m f c 4 2 . d l l , o r d i n a l 3 3 9 9

• m f c 4 2 . d l l , o r d i n a l 3 6 4 1
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T h es e f u n cti o ns ar e n ot i m p ort e d b y n a m e, b ut i nst e a d t h eir or di n al n u m b er, i d e n-

tif yi n g t h eir p ositi o n wit hi n t h e li br ar y’s e x p ort t a bl e [ 7 0]. T h es e ar e i m p ossi bl e t o

d e ci p h er wit h o ut e x p ert k n o wl e d g e or dis ass e m bl y s oft w ar e w hi c h is c a p a bl e of tr a ns-

l ati n g t h e or di n al n u m b ers b a c k t o t h e a p pr o pri at e s y m b ol, s u c h as I D A Pr o1 . T his

is n ot a f aili n g of t h e cl ust eri n g m et h o d ol o g y s o m u c h as t h e u n d erl yi n g f e at ur es.

F or t h es e m al w ar e, a d diti o n al st ati c or d y n a mi c a n al ysis f e at ur e mi g ht pr o d u c e m or e

i nt er pr et a bl e r es ults.

I n t h e fi n al cl ust er, w e h a v e a n e x a m pl e of t h e l e ast i nf or m ati v e si g n at ur e p att er n:

a s m all n u m b er of g e n eri c i m p orts. I n t his c as e, it is o nl y a si n gl e f u n cti o n. Of t h e

6 3 s a m pl es i n t his cl ust er, 6 1 of t h e m ar e l a b ell e d as w a n n a c r y , a r a ns o m w ar e f a mil y.

T h e f u n cti o n is:

• k e r n e l 3 2 . d l l , c l o s e h a n d l e

T his f u n cti o n si m pl y cl os es a n o p e n h a n dl e t o a n o bj e ct, a tri vi al si mil arit y b et w e e n

s a m pl es. U nf ort u n at el y, t his is a w e a k n ess of t h e si g n at ur e g e n er ati o n m et h o d ol o g y.

F u n cti o ns t h at ar e pr es e nt i n, f or e x a m pl e, 9 9 % of s a m pl es mi g ht h a v e b e e n m or e

i nf or m ati v e t h a n t his si n gl e f u n cti o n t h at is pr es e nt i n 1 0 0 %.

E v e n i n t h es e t w o e x a m pl es wit h l ess i nf or m ati v e si g n at ur es, t h e cl ust ers t h e m-

s el v es ar e c o m p os e d of m a n y m al w ar e t h at s h ar e t h e s a m e l a b el. A c c or di n gl y, a

r e fi n e m e nt i n si g n at ur e g e n er ati o n t h at c a n i d e ntif y a n d r e c al c ul at e tri vi al si g n at ur es

mi g ht miti g at e t his s ort of iss u e i n f ut ur e w or k.

4. 2. 3 C o m p u t a ti o n Ti m e

I n t his s e c o n d r o u n d of e x p eri m e nts, p ar all el a n d distri b ut e d c o m p ut ati o n w as st at e d

as a n i m p ort a nt p art of s c ali n g t h e s yst e m. P ar all el c o m p uti n g c a n all o w f or t as ks t o

c o m pl et e i n t h e fr a cti o n of t h e ti m e t h e y w o ul d t a k e if c o m p ut e d i n s e q u e n c e. Wit h

t h at s ai d, distri b ut e d r esili e n c y is a m aj or b e n e fit of S p ar k, b ut n ot stri ctl y n e c ess ar y.

T o t h at e n d, t h es e e x p eri m e nts w er e c o n d u ct e d o n a p o w erf ul s er v er 2 r u n ni n g S p ar k

i n a ps e u d o- distri b ut e d c o n fi g ur ati o n. Gi v e n t h e p o p ul ati o n si z e of 1 6, u p t o 1 6

e x e c ut ors w o ul d b e d e pl o y e d d uri n g p eri o ds of p ar all el c o m p ut ati o n.

1 h t t p s : / / w w w . h e x - r a y s . c o m / p r o d u c t s / i d a /
2 F o ur 6- c or e d u al-t hr e a d e d I nt el X e o n E 7 3 5 0 C P U s @ 1. 8 7 G H z, f or a t ot al of 4 8 l o gi c al pr o c e s s or s,

a n d 1 T B of R A M.

https://www.hex-rays.com/products/ida/
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Cl ust eri n g Al g orit h m M e a n M e di a n St a n d ar d D e vi ati o n

D B S C A N 4 3 5. 6 1 4 3 7. 7 8 4 2. 4 9
O P T I C S 4 2. 0 2 4 1. 3 8 2. 6 6
k - m e a ns 3 9 3. 7 3 3 5 5. 5 8 7 3. 5 2

T a bl e 4. 9: El a ps e d ti m e st atisti cs, i n mi n ut es, o n 1 0, 0 0 0 s a m pl es

F or e a c h of D B S C A N, O P TI C S, a n d k - m e a ns, all e x e c uti o n ti m es ar e list e d i n

T a bl es A. 4, A. 5, a n d A. 6, r es p e cti v el y. A n o v er vi e w of t h e r es ults is f o u n d i n T a bl e

4. 9.

D B S C A N t a k es t h e l o n g est o n a v er a g e, at 4 3 5 mi n ut es ( 7. 2 5 h o urs), wit h o nl y a

t w o mi n ut e di ff er e n c e b et w e e n m e a n a n d m e di a n r u n ti m es. T h e st a n d ar d d e vi ati o n

is 4 3 mi n ut es, e q ui v al e nt t o 9. 7 5 % of t h e m e a n ti m e. k - m e a ns is si mil ar, b ut sli g htl y

f ast er at 3 9 3 mi n ut es ( 6. 6 h o urs), wit h a si g ni fi c a ntl y wi d er g a p b et w e e n t h e m e a n

a n d m e di a n ti m es, at 3 8 mi n ut es. T his c orr es p o n ds t o a st a n d ar d d e vi ati o n of 7 3

mi n ut es, n e arl y d o u bl e t h at of D B S C A N, a n d 1 8. 6 7 % of t h e m e a n ti m e. T his is

al m ost c ert ai nl y d u e t o t h e c h a n gi n g n u m b er of i niti ali z ati o ns a n d it er ati o ns s p e ci fi e d

as p art of t h e k - m e a ns e v ol uti o n ar y pr o c ess.

O P TI C S tr ul y s hi n es i n t his e v al u ati o n, h o w e v er, as it c o m pl et es its r u ns i n 4 2

mi n ut es o n a v er a g e, a s p e e d t e nf ol d f ast er t h a n t h e ot h er al g orit h ms. T h e di ff er e n c e

b et w e e n t h e m e a n a n d m e di a n s p e e d is l ess t h a n a mi n ut e, a n d t h e st a n d ar d d e vi ati o n

is o nl y 2. 7 mi n ut es. T h e l att er m e as ur e m e nt is a s m all fr a cti o n of t h e ot h ers, a n d

a m u c h l o w er p er c e nt a g e of t h e m e a n ( 6. 3 %). As a r es ult, O P TI C S is f ar a n d a w a y

t h e f ast est cl ust eri n g al g orit h m o n t h e l ar g er d at as et, a n d m ost st a bl e wit h r es p e ct

t o r u nti m es. T his s u p p orts t h e ass erti o n of t h e S ci kit- L e ar n d e v el o p ers t h at t h eir

O P TI C S i m pl e m e nt ati o n is m or e s uit a bl e t o l ar g e d at as ets.

It is als o i m p ort a nt t o c o nsi d er t h e o bj e cti v e p erf or m a n c e of t h e al g orit h ms i n t h e

c o nt e xt of t h eir di ff eri n g r u nti m es. As s h o w n i n T a bl es 4. 5 a n d 4. 8, O P TI C S c o m p et es

wit h or e x c e e ds D B S C A N a cr oss e v er y m etri c, w hil e k - m e a ns is n ot c o m p etiti v e. I n

c o n cl usi o n, O P TI C S all o ws f or v er y g o o d r es ults t o b e c o m p ut e d i n o n e-t e nt h t h e

ti m e of t h e ot h er c o m p ar e d al g orit h ms.
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4. 3 S u m m a r y

I n t his c h a pt er, I dis c uss e d t h e e x p eri m e nts p erf or m e d a n d t h e r es ults of t h os e e x-

p eri m e nts.

I n a r o u n d of pr eli mi n ar y e x p eri m e nts, t h e C O U G A R s yst e m w as tr ai n e d o n

2, 0 0 0 s a m pl es, wit h 1, 0 0 0 h el d b a c k f or t esti n g. T hr e e cl ust eri n g al g orit h ms w er e

c o m p ar e d a cr oss t h e o bj e cti v e s c or es f or t h e m ulti- o bj e cti v e g e n eti c al g orit h m, as

w ell as t h e af or e m e nti o n e d l a b elli n g m etri cs. Aft er e v al u ati n g t h e tr ai ni n g r es ults

wit h st atisti c al a n al ysis t ests, D B S C A N w as s el e ct e d f or f urt h er t esti n g, a n d s h o w e d

st a bl e p erf or m a n c e o n t h e t esti n g d at as et.

Aft er r ei m pl e m e nti n g t h e s yst e m usi n g A p a c h e S p ar k, t h e s e c o n d a n d fi n al r o u n d

of e x p eri m e nts r e pli c at e d t h e first b ut o n a l ar g er d at as et of 1 0, 0 0 0 s a m pl es. T o

a c c o u nt f or l a b elli n g iss u es i n t h e first r o u n d, a n e w m etri c w as i ntr o d u c e d b as e d o n

t h e si g n at ur es b ei n g g e n er at e d. T h e e v al u ati o ns s h o w e d t h at t h e s yst e m s c al es t o t h e

l ar g er d at as et. D B S C A N a n d k - m e a ns o p er at e at si mil ar s p e e ds, b ut t h e f or m er is

si g ni fi c a ntl y m or e s u c c essf ul t h a n t h e l att er a cr oss t h e o bj e cti v es a n d m etri cs. T h e

p erf or m a n c e of O P TI C S e x c e e ds t h at of D B S C A N i n m a n y c as es, w hil e it r u ns i n

m u c h l ess ti m e. T h e m ost s u c c essf ul cl ust eri n gs a c hi e v e F- S c or es of 0. 7 9 a n d V-

M e as ur es of 0. 8 8.

T h e si g n at ur es g e n er at e d ar e t u n e d t o t h e i d e al l e n gt h b y r e p e ati n g t h e first r o u n d

e x p eri m e nts wit h a n e y e f or t h e n u m b er of cl ust er si g n at ur es t h at c olli d e. Wit h t h e

l e n gt h c h os e n, C O U G A R g e n er at es cl ust er si g n at ur es t h at r e pr es e nt t h e v ast m aj orit y

of s a m pl es c o nt ai n e d wit hi n. T his a p pli es a cr oss all t hr e e al g orit h ms, wit h 2 4 3 of t h e

2 8 7 ( 8 5 %) o ut p ut i n di vi d u als c a p a bl e of cr e ati n g cl ust eri n gs wit h a v er a g e d si g n at ur e

r e pr es e nt ati o ns of at l e ast 9 0 %.
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C o n cl u si o n

I n t his t h esis, I st u di e d t h e pr o bl e m of cl ust eri n g m ali ci o us s oft w ar e a n d g e n er ati n g

si g n at ur es t o d es cri b e t h os e cl ust ers. T his c o ntri b uti o n w as e n a bl e d b y t h e i m pl e-

m e nt ati o n of a s yst e m c all e d C O U G A R, w hi c h m arri es n at ur al l a n g u a g e pr o c essi n g

m et h o d ol o g y a n d g e n eti c o pti mi z ati o n.

C O U G A R r e d u c es hi g h- di m e nsi o n al b e h a vi o ur al d at a fr o m m al w ar e t o t w o- di m e nsi o ns,

a n d o pti mi z es t h e cl ust eri n g pr o c ess f or t h os e e m b e d di n gs usi n g a m ulti- o bj e cti v e g e-

n eti c al g orit h m. T his b e h a vi o ur al d at a is pr o vi d e d b y i m p ort e d f u n cti o ns e xtr a ct e d

fr o m t h e m ali ci o us bi n ari es, a f or m of st ati c a n al ysis. T h e i m p orts i m pl y p ot e nti al

b e h a vi o urs b y c o nsi d eri n g t h e us e of t hir d- p art y li br ari es t h at ar e di ffi c ult t o o bf us-

c at e wit h o ut br e a ki n g c o m p ati bilit y wit h t h e li br ar y. T h e o bj e cti v es t o b e o pti mi z e d

i n cl u d e s u c h d esir a bl e cl ust er pr o p erti es as h o m o g e n eit y, l o w err or, a n d cl ust er si z e.

Si g n at ur es ar e t h e n assi g n e d b as e d o n t h e c o m m o n aliti es i n t h e u n d erl yi n g cl ust er

f e at ur es, e m p h asi zi n g c o m p ut ati o n al s p e e d a n d i nt elli gi bilit y.

T h e d at a f or t h es e e x p eri m e nts w as pr o vi d e d b y E M B E R, a n o p e n-s o ur c e d at as et

c o nt ai ni n g pr e- e xtr a ct e d m ali ci o us f e at ur es, s u c h as b yt e hist o gr a ms, f u n cti o n i m-

p orts, e x p orts, A V l a b els, a n d ot h er i d e ntif yi n g m et a d at a. W hil e t his i nf or m ati o n

w as pr e- e xtr a ct e d, a n d t h e s yst e m t est e d o n o nl y o n e t y p e of f e at ur e, t h e m et h o d ol-

o g y is fl e xi bl e e n o u g h t o a c c o m m o d at e ot h er f e at ur es wit h littl e a d a pt ati o n.

T w o r o u n ds of e x p eri m e nts w er e p erf or m e d, o n s m all a n d l ar g e d at as ets, w h er e

t h e s yst e m w as r ei m pl e m e nt e d f or t h e s e c o n d s et of e x p eri m e nts t o s u p p ort p ar all el,

distri b ut e d c o m p ut ati o n o n s c al a bl e c o m p ut e cl ust ers. I n t h es e e x p eri m e nts, t hr e e

cl ust eri n g al g orit h ms, D B S C A N, O P TI C S, a n d k - m e a ns, w er e dir e ctl y c o m p ar e d t o

as c ert ai n t h e p erf or m a n c e di ff er e n c es a cr oss o bj e cti v e s c or es, l a b elli n g m etri cs, cl ust er

si g n at ur e r e pr es e nt ati o n, a n d c o m p ut ati o n ti m e.

T h e r es ults i n di c at e t h at D B S C A N a n d O P TI C S b ot h pr o d u c e r es p e ct a bl e cl us-

t eri n gs t h at ar e s u p p ort e d b y t h e d et ail e d m etri cs. k - m e a ns m a n a g es s o m e s u c c ess o n
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t h e s m all er d at as et, b ut h as m or e di ffi c ult y fi n di n g a c c e pt a bl e cl ust ers o n t h e l ar g er

d at as et. T h e m ost s u c c essf ul cl ust eri n gs a c hi e v e F- S c or es of 0. 7 9 a n d V- M e as ur es of

0. 8 8. T h e si g n at ur es pr o d u c e d d uri n g t h es e e x p eri m e nts ar e hi g hl y r e pr es e nt ati v e of

t h e u n d erl yi n g cl ust ers, a n d c a n b e i nt er pr et e d t o dis c o v er s h ar e d b e h a vi o urs of t h e

m al w ar e. 8 5 % of t h e i n di vi d u als i n t h e fi n al p o p ul ati o ns w er e c a p a bl e of cr e ati n g

cl ust eri n gs wit h a v er a g e d si g n at ur e r e pr es e nt ati o ns of at l e ast 9 0 %. If k - m e a ns is

dis c ar d e d, 9 9 % of i n di vi d u als a c hi e v e t h at disti n cti o n.

5. 1 F u t u r e W o r k

T h e s c o p e of t his t h esis w as t o s ur v e y a n d j oi n s u c c essf ul t e c h ni q u es o bs er v e d i n

t h e lit er at ur e f or t h e p ur p os es of b uil di n g a n d d e m o nstr ati n g a pr o of- of- c o n c e pt a u-

t o m at e d m al w ar e cl ust eri n g a n d si g n at ur e g e n er ati o n s yst e m. As s u c h, t h er e ar e a

n u m b er of ar e as f or gr o wt h pr es e nt i n t h e s yst e m t h at e n c o ur a g e f urt h er r es e ar c h. I

will e n u m er at e i d e as t h at w o ul d c o ntri b ut e fr o m a n o p er ati o n al st a n d p oi nt, as w ell

as ar e as f or e x pl or ati o n.

T h er e ar e w e a k n ess es t o t h e si g n at ur e g e n er ati o n a p pr o a c h. As m e nti o n e d, n ot

all si g n at ur es ar e of t h e d esir e d l e n gt h ( 7), o wi n g t o t h e t er m s el e cti o n pr o c ess. T his

c o ul d b e all e vi at e d b y c o nsi d eri n g t h e si z e of t h e m a xi m al si g n at ur e i n t h e g e n er a-

ti o n pr o c ess, a n d e ns uri n g t h at t h e l e n gt h of t h e m a xi m al si g n at ur e is e q u al t o or

gr e at er t h a n t h e d esir e d l e n gt h. T his c o ul d b e e n a bl e d b y s el e cti n g f u n cti o ns wit h

a r a n g e of t er m fr e q u e n ci es, r at h er t h a n t h e si n gl e m ost o c c urri n g fr e q u e n c y i n t h e

cl ust er. As w ell, t h e u n d erl yi n g f u n cti o ns c a n b e di ffi c ult t o u n d erst a n d. T his c o ul d

b e a d dr ess e d b y e m pl o yi n g a v ari et y of m al w ar e b e h a vi o ur f e at ur es, r at h er t h a n j ust

f u n cti o n i m p orts, a n d usi n g t h os e m ost i nf or m ati v e.

T h e si mil arit y c o m p aris o n pr o c ess its elf h as s c ali n g iss u es, o wi n g t o t h e q u a dr ati c

ti m e c o m pl e xit y of c osi n e si mil arit y, a n d t h e v e ct ori z ati o n pr o c ess. T h e f or m er is still

a b ottl e n e c k of t h e c urr e nt i m pl e m e nt ati o n of t h e s yst e m, as t h es e c o m p aris o ns ar e

m a d e o nl y o n a si n gl e c or e. T h e l att er is n ot pr es e ntl y a c o n c er n, b ut t h e gr o wi n g

di cti o n ar y will al m ost c ert ai nl y pr o v e pr o bl e m ati c w h e n s a m pl e c o u nts r e a c h hi g h er

or d ers of m a g nit u d e.

T o a d dr ess t h e s c ali n g pr o bl e m of di cti o n ar y si z es w h e n v e ct ori zi n g s a m pl es, t h e

h as hi n g tri c k c o ul d b e e m pl o y e d. B y h as hi n g t h e f e at ur es i nt o a m atri x of fi nit e si z e,
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a di cti o n ar y w o ul d n o l o n g er b e r e q uir e d. U nf ort u n at el y, t his w o ul d u n d er c ut t h e

si g n at ur e g e n er ati o n c a p a biliti es of t h e s yst e m, s o is n ot a n e n d- all s ol uti o n.

As f ar as c osi n e si mil arit y is c o n c er n e d, a m or e p o w erf ul pr o c essi n g c or e w o ul d

s u ffi c e f or s o m e ti m e, b ut w o ul d e v e nt u all y n e e d t o gi v e w a y t o a n alt er n ati v e m et h o d-

ol o g y or i m pl e m e nt ati o n. T h e l att er c o ul d b e d o n e usi n g s o m e s ort of h ar d w ar e a c-

c el er ati o n, s u c h as c o m p uti n g o n a gr a p hi cs pr o c essi n g u nit ( G P U), or c o ul d its elf b e

distri b ut e d a cr oss a c o m p ut e cl ust er.

I n c o ntr ast, r at h er t h a n s p e e di n g u p t h e c o m p aris o n pr o c ess, t h e n u m b er of c o m-

p aris o ns c o ul d b e r e d u c e d b y d e fi ni n g a r e pr es e nt ati v e s a m pl e f or e a c h cl ust er, as

s u g g est e d b y L e e et al. [ 7]. I n d oi n g s o, cl ust ers t h at ar e o b vi o usl y di ff er e nt a n d

d o n ot m erit f urt h er c o m p aris o n c o ul d b e disr e g ar d e d d uri n g t h e e v al u ati o n pr o c ess

b y first c o m p ari n g t o t h e r e pr es e nt ati v e s a m pl e, a n d r et ur ni n g if b el o w a p arti c ul ar

t hr es h ol d.

Fi n all y, t h e cl ust eri n g al g orit h m its elf c o ul d b e r e c o nsi d er e d. H D B S C A N, a hi-

er ar c hi c al v ari a nt of D B S C A N, w as n ot e x pl or e d i n t his w or k, a n d c o ul d gi v e p er-

f or m a n c e b e n e fits b y n e g ati n g t h e ε d et er mi n ati o n pr o c ess, si mil ar t o O P TI C S. I n

a d diti o n, H D B S C A N s u p p orts s oft cl ust eri n g, w h er e d e gr e es of m e m b ers hi p f or e a c h

s a m pl e ar e assi g n e d. T his m a y pr o vi d e a n ot h er a n al ysis a n gl e i n t h e str u ct ur e of t h e

cl ust er.

N ot wit hst a n di n g t h es e ar e as f or i m pr o v e m e nt, t h e e x p eri m e nts i n t his t h esis d e m o n-

str at e t h e p ot e nti al t h at e xists i n e m pl o yi n g m ulti- o bj e cti v e g e n eti c al g orit h ms f or

t u ni n g cl ust eri n g al g orit h ms i n t h e d o m ai n of m al w ar e i d e nti fi c ati o n. T h e C O U G A R

s yst e m st a n ds as pr o of of t his c o n c e pt.
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A p p e n di x A

S u p pl e m e n t a r y T a bl e s

H o m o g e n e o us Cl ust er C o u nt S u m of S S E M e di a n Cl ust er Si z e

3 4. 0 0 2. 3 2 3 7 7. 2 2
2 7. 2 5 1. 9 6 1 9 3. 7 5
3 1. 3 8 2. 5 1 3 7 8. 1 6
2 7. 8 1 1. 9 8 3 8 8. 9 4
2 9. 3 8 2. 1 1 1 9 5. 3 8
2 5. 8 8 1. 5 9 3 8 2. 6 9
3 1. 5 0 2. 2 6 1 9 0. 0 0
3 0. 8 1 2. 0 5 3 8 1. 3 4
2 7. 2 5 1. 8 1 3 8 8. 7 8
3 0. 3 1 2. 0 2 3 8 0. 3 8

T a bl e A. 1: Fi n al a v er a g e o bj e cti v e s c or e f or e a c h D B S C A N r u n o n 3, 0 0 0 s a m pl es

H o m o g e n e o us Cl ust er C o u nt S u m of S S E M e di a n Cl ust er Si z e

3 4. 4 4 3. 4 3 1 5 1. 6 9
3 4. 8 8 3. 0 5 6 9. 3 1
3 8. 5 0 4. 3 3 1 2 9. 5 6
3 3. 8 8 3. 2 7 1 7 0. 8 8
2 4. 2 5 4. 7 0 2 1 1. 7 5
3 0. 6 9 4. 3 3 1 7 8. 7 5
3 6. 9 4 3. 2 0 6 3. 2 8
3 3. 1 9 2. 8 6 6 2. 7 5
2 9. 3 8 3. 2 9 1 9 6. 8 8
3 6. 5 6 3. 7 0 1 1 7. 7 2

T a bl e A. 2: Fi n al a v er a g e o bj e cti v e s c or e f or e a c h O P TI C S r u n o n 3, 0 0 0 s a m pl es

7 8
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H o m o g e n e o us Cl ust er C o u nt S u m of S S E M e di a n Cl ust er Si z e

1 4. 6 3 4. 5 4 3 6 1. 9 4
1 8. 4 4 5. 1 7 3 0 6. 2 2
1 9. 1 3 5. 6 2 5 5 5. 0 9
1 9. 9 4 5. 8 8 2 9 7. 9 7
2 1. 3 8 5. 9 2 2 8 5. 3 4
2 1. 1 9 5. 6 9 2 9 7. 8 4
2 1. 5 6 6. 1 8 2 9 2. 2 5
2 0. 6 3 6. 1 8 2 9 8. 7 5
2 0. 7 5 5. 9 5 3 0 7. 0 6
2 0. 1 3 5. 9 0 3 1 4. 9 7

T a bl e A. 3: Fi n al a v er a g e o bj e cti v e s c or e f or e a c h k - m e a ns r u n o n 3, 0 0 0 s a m pl es

Cl ust eri n g Al g orit h m El a ps e d S e c o n ds

D B S C A N 2 4 3 9 8
D B S C A N 2 4 6 5 0
D B S C A N 2 3 1 7 5
D B S C A N 2 1 7 8 3
D B S C A N 2 6 7 1 4
D B S C A N 2 8 4 6 7
D B S C A N 2 7 0 1 9
D B S C A N 2 9 2 0 2
D B S C A N 3 0 1 3 6
D B S C A N 2 5 8 1 9

T a bl e A. 4: E x e c uti o n ti m es of C O U G A R o n S p ar k usi n g D B S C A N o n 1 0, 0 0 0 s a m pl es

Cl ust eri n g Al g orit h m El a ps e d S e c o n ds

O P TI C S 2 3 6 3
O P TI C S 2 7 3 1
O P TI C S 2 4 6 4
O P TI C S 2 3 5 2
O P TI C S 2 3 6 5
O P TI C S 2 5 0 2
O P TI C S 2 6 2 1
O P TI C S 2 6 3 5
O P TI C S 2 3 6 9
O P TI C S 2 8 1 0

T a bl e A. 5: E x e c uti o n ti m es of C O U G A R o n S p ar k usi n g O P TI C S o n 1 0, 0 0 0 s a m pl es
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Cl ust eri n g Al g orit h m El a ps e d S e c o n ds

k - m e a ns 3 1 0 7 1
k - m e a ns 2 0 5 7 2
k - m e a ns 2 8 9 4 8
k - m e a ns 2 1 3 9 8
k - m e a ns 1 9 9 8 6
k - m e a ns 1 9 5 3 6
k - m e a ns 2 0 8 1 2
k - m e a ns 3 0 7 1 4
k - m e a ns 2 1 9 2 6
k - m e a ns 2 1 2 7 2

T a bl e A. 6: E x e c uti o n ti m es of C O U G A R o n S p ar k usi n g k - m e a ns o n 1 0, 0 0 0 s a m pl es



A p p e n di x B

M al w a r e f o r Cl u s t e r Si g n a t u r e Di s c u s si o n

Fl y s t u di o Cl u s t e r

d 6 f e 7 4 d 3 d e d 8 f 7 1 3 9 e 5 a c d 6 1 1 2 2 8 f 4 b e f l y s t u d i o

e 6 6 4 3 d c 4 4 c 0 4 6 a 0 1 a 7 f e 1 9 c 2 d 5 d 8 d d 4 3 f l y s t u d i o

f 6 b 2 9 1 a b d f 8 d 1 5 d 2 5 8 1 d 1 e a d f 3 d 2 3 d f 9 f l y s t u d i o

f e b 4 7 5 1 3 e a 2 0 7 9 5 5 1 0 6 5 4 5 c c 9 f 7 2 d 8 c 0 f l y s t u d i o

6 b f 1 c 3 1 c 8 d 2 8 0 c 6 5 c 6 e d 4 7 1 5 3 c 2 5 7 5 d 7 f l y s t u d i o

e 2 a c 6 0 f 8 d 3 0 8 7 e 8 3 d a 3 8 f 8 7 8 e e 4 f d 6 e f f l y s t u d i o

a 4 c 6 4 b 5 b e 4 7 4 e a 4 d 9 5 f 4 9 5 4 3 d 6 7 d b e 5 b f l y s t u d i o

a b 3 a f b d 1 4 1 9 3 8 3 4 9 2 a b d d c a 1 d 4 a 1 0 a 5 e f l y s t u d i o

d 3 0 8 e d a d 6 b 8 a e 7 a f 7 e b 9 3 b d 5 d c 6 3 2 e 8 e f l y s t u d i o

f e 7 f 4 0 b d 7 5 7 a c a 5 f 5 6 0 9 a 2 9 b c d 2 e f 5 d e f l y s t u d i o

a 1 a 2 c e 1 a 9 6 d 7 6 0 4 7 c 6 4 9 9 f d 3 0 3 1 7 5 b a 1 f l y s t u d i o

a f 0 3 e 2 2 5 0 f f 3 5 a a 0 5 0 4 f c 7 5 3 b 0 6 c 1 a f 8 f l y s t u d i o

d d 5 2 f 3 3 c d 9 d 5 2 9 6 a 7 d 1 0 d 7 5 3 5 e b b 7 2 8 f f l y s t u d i o

d 7 5 0 3 1 6 d 7 a 8 c b 8 e b 5 b a 1 1 5 5 8 5 f 7 a f 1 a e f l y s t u d i o

c 5 f 6 2 b 7 1 8 3 3 1 1 b 6 0 0 a e c 2 b b 4 3 b e 3 f 6 f 0 f l y s t u d i o

c 0 0 6 c e 3 6 f c 4 2 5 5 c 2 f 2 8 b 3 8 e d a 4 7 8 3 8 a 1 f l y s t u d i o

b 3 7 a 2 5 9 a a 4 a 6 8 c 4 a 4 2 4 8 6 3 a e e f 1 c d e e a f l y s t u d i o

e c 2 5 3 5 d f 3 0 d 2 0 f c a 3 c 8 6 7 2 5 2 4 4 3 5 1 1 9 0 f l y s t u d i o

f e 4 6 2 e c d 8 4 b 5 5 5 d 3 b 3 c 5 4 7 5 5 f 5 d f 1 8 a 6 f l y s t u d i o

3 e 1 b 2 0 e e d a 4 7 0 b e 3 e 0 1 5 0 8 c d 4 e 8 6 2 0 5 0 f l y s t u d i o

e 1 3 b 2 6 9 3 3 a d a d a 1 8 a 3 7 5 b d 8 b 4 4 5 4 c 8 b e f l y s t u d i o

d b 2 6 6 0 8 c 1 3 8 1 a 2 7 0 c 5 2 4 7 3 f 2 b 9 e 3 0 b d 3 f l y s t u d i o

a 2 5 f e 4 0 2 9 d 5 e f 3 0 5 8 f 4 a c d d d 9 0 7 4 4 e 9 2 f l y s t u d i o

b 0 6 c b 5 8 2 c f 2 e 7 d 4 5 3 a 9 3 b 1 5 e c b 8 e 6 4 c 7 f l y s t u d i o

3 e 2 5 9 e b c 5 c f 1 4 b 9 c 4 b 2 f b 0 3 7 3 5 9 a c e 3 3 f l y s t u d i o

8 1



8 2

b 2 0 d f 2 3 e 0 e 6 e 4 a f 8 e 0 d 4 3 8 5 f c 0 a 4 5 c a 6 f l y s t u d i o

b 8 6 c e 6 c 8 3 6 f 5 6 b d 7 f 5 5 7 3 1 1 9 2 b 6 2 2 4 f 6 f l y s t u d i o

d 8 1 4 f a f f 9 b c 0 5 6 7 4 f 8 6 a 7 6 7 a e 6 a 7 1 b 2 4 f l y s t u d i o

f 2 1 2 e 8 b c 2 0 2 b a 1 a d 7 0 8 e a c e 7 9 4 a a 0 7 c 2 f l y s t u d i o

d 6 4 c b f 1 d 7 c 8 3 6 e a b a 9 e 7 b 5 b d 4 3 3 2 6 4 d 8 f l y s t u d i o

d 9 3 8 b 8 2 3 b 7 1 b 9 d 9 c 3 2 a 4 1 8 c c a 5 3 8 3 1 2 6 f l y s t u d i o

c f 5 4 5 d 6 8 d 3 9 d f d a e 0 0 c 0 b 1 5 d 9 2 3 7 1 4 b 3 f l y s t u d i o

e b d 0 6 6 e d e c b b 4 1 b a 2 b 1 c 2 1 c 0 a d 9 a 9 e f 2 f l y s t u d i o

d 8 3 2 d a a 7 4 0 6 f d 9 5 1 b f b 0 5 0 7 5 8 6 0 b 7 a 1 d f l y s t u d i o

a 1 0 4 a e 3 2 e f 3 8 2 4 3 e 3 0 7 8 d 4 5 e e 0 9 e 8 8 b 7 f l y s t u d i o

c 3 f f c 9 4 9 3 b 9 b b d b 5 c 4 4 e a 7 c 4 8 7 1 9 0 7 9 5 f l y s t u d i o

d 9 d 1 a 0 f 9 c 0 9 1 d 6 2 7 7 d b 4 0 8 8 b d e 6 5 5 d 4 2 f l y s t u d i o

c c f e 8 8 6 8 5 7 1 e 2 a 2 9 5 2 8 b 8 7 b 7 6 2 5 3 2 8 5 0 f l y s t u d i o

e 3 e d 5 5 6 d 7 8 1 e 1 f 8 2 e a b 8 0 8 4 2 3 c 1 d 6 7 5 a f l y s t u d i o

b 5 c 4 5 7 f 4 a d 8 5 1 6 b b c 7 f b d e b e 3 4 7 7 7 d c f f l y s t u d i o

a 2 e 5 0 2 d 8 2 e 3 a e 6 f b f 7 8 8 5 b 2 d 8 f b 5 c d 2 4 f l y s t u d i o

b 9 e 3 6 0 d b b f d 1 0 9 3 3 4 9 3 4 2 8 8 e 6 6 8 7 9 1 5 9 f l y s t u d i o

b 3 e 8 9 6 d a 3 e 4 c f 8 7 9 2 f d 0 d f 7 c 3 5 b 5 e b e 1 f l y s t u d i o

d f e f 0 2 0 e 3 e d e 8 a b e 4 0 5 f 7 b d e 2 e 9 a 7 f b c f l y s t u d i o

d f 9 8 1 3 2 0 2 b d 1 1 6 5 f 2 4 3 b 8 f b b 3 8 f d 8 c 5 d f l y s t u d i o

b 5 3 e 5 6 d 2 0 3 6 6 d 8 1 4 e c 0 9 3 e 5 b 8 e 2 4 9 0 b c f l y s t u d i o

a 1 b e c b f 7 0 1 f a 8 2 c 3 4 6 7 c 8 9 7 a 8 f 3 4 9 0 5 0 f l y s t u d i o

f e b d 3 8 7 9 5 4 7 4 1 8 e d 6 3 6 7 b 3 d 0 7 9 d 3 3 8 9 c f l y s t u d i o

c 1 c e 1 d 8 5 7 a b 0 f 1 3 b 3 b 6 6 b d 6 2 3 6 6 8 3 9 4 4 f l y s t u d i o

c a a 5 3 1 b f 1 d 2 3 c d 0 d 9 1 3 7 0 0 b 0 8 7 b 9 4 f 6 0 f l y s t u d i o

b 0 7 c b f 8 a 2 f 0 4 e 9 6 1 2 f c d 3 5 6 4 f 7 b f 5 4 f 7 f l y s t u d i o

b b 3 d c d 9 f 1 2 7 1 d 7 3 4 8 b 0 a 4 2 d c 3 9 7 7 8 b 3 8 f l y s t u d i o

3 8 c c 8 e 3 2 0 5 4 b b 0 5 d 7 b 2 6 1 d 0 e 1 3 b 7 b 2 2 d f l y s t u d i o

e b 6 8 4 9 7 8 9 1 b b 9 b b d 4 e 4 8 7 9 c b f 6 3 6 f 6 b 0 f l y s t u d i o



8 3

b 0 9 5 7 f f 3 b d c 1 b 5 f 9 c e d 5 4 0 1 7 8 4 2 8 2 2 9 0 f l y s t u d i o

c 3 4 3 9 a a 6 1 f a e 8 b 1 e b 1 e 8 c f f c b 6 e d c 5 c d f l y s t u d i o

e 7 0 0 e 7 9 8 4 9 3 2 7 e d 6 2 4 a d d 2 b 7 f 6 8 4 8 b c d f l y s t u d i o

d b 7 8 7 1 8 1 4 7 5 4 5 b 5 b 1 7 7 4 2 0 9 6 9 2 b 4 7 9 d 5 t e s c r y p t

1 6 1 9 5 5 2 1 d 7 f 5 6 8 d f 6 d b 4 3 b 9 b 0 0 f 8 d 3 5 0 f l y s t u d i o

c d c 0 8 1 3 4 b d c c 8 2 5 a 3 5 b 2 9 8 7 2 9 f 7 5 d 3 6 4 f l y s t u d i o

a e 5 9 f 7 7 f 3 b f 4 0 5 6 2 e 3 6 6 2 5 9 d f 9 3 9 0 3 f 4 f l y s t u d i o

c 8 a c c 2 3 0 6 0 b b b b 5 6 f 0 b 5 f 9 7 6 2 e 1 0 b c b 0 f l y s t u d i o

d e 8 4 8 0 e e 1 d b b e b 9 3 d 5 7 7 5 7 a 3 e e 5 1 1 8 b 5 f l y s t u d i o

c f 7 8 b 8 5 a 0 0 c 7 6 1 a 6 7 5 1 a 2 6 e 0 4 d 0 b 2 6 6 8 f l y s t u d i o

c 2 5 2 5 3 8 4 7 b 8 8 d 7 d a 3 3 c 9 0 c 3 5 1 8 a 1 9 c f 3 f l y s t u d i o

c e b d 9 d e 2 4 2 3 8 5 0 7 2 b 8 5 4 6 8 d 5 e 7 1 9 9 0 0 d f l y s t u d i o

f 5 4 5 2 f 1 6 6 f 5 f 2 8 1 4 3 8 b 3 7 6 b 9 c 6 1 2 2 a 3 9 f l y s t u d i o

a d 3 5 8 d e 5 0 5 0 3 9 a 6 2 3 7 5 5 8 3 2 4 6 5 b 6 5 e d e f l y s t u d i o

c 6 3 b 1 a 9 a f 2 5 4 e 6 f b 4 b e 9 0 3 b 1 3 d e 8 a 6 5 0 s k e e y a h

a 6 4 2 a c 6 2 4 9 0 c c 1 9 e 3 7 e 9 9 6 c d 8 5 9 5 9 8 4 2 f l y s t u d i o

e 6 2 4 b d 8 6 7 5 a f c f f a 6 9 f 9 4 3 1 c 3 b a d 9 4 a f f l y s t u d i o

a c 6 3 4 a 6 2 4 1 f f 4 8 6 b 7 1 7 b c 5 8 0 3 b 1 1 7 4 5 9 f l y s t u d i o

a a 4 6 3 a d 6 1 d 7 b c d 8 7 2 0 0 4 d e 2 4 0 5 9 9 8 6 9 7 f l y s t u d i o

b 4 5 3 8 e 8 f 2 a 8 f 6 9 4 3 b 1 7 d 5 5 1 3 f 6 f 1 b a 4 a f l y s t u d i o

c 1 e 1 5 9 0 8 7 e 5 b 2 0 4 9 7 2 7 3 9 4 c 2 d 5 6 f 0 d 5 c f l y s t u d i o

b e f c a 4 6 4 f a 4 a 1 0 b b 4 1 2 5 2 7 2 1 6 6 2 7 6 e 6 c f l y s t u d i o

c 1 c a 6 c f 8 4 6 b 7 c b 8 3 1 b 4 c 8 c 6 e d 1 5 d e 2 6 f f l y s t u d i o

a 7 5 4 6 e f 3 a 6 c d 4 4 e 0 8 2 3 9 e 6 3 1 c 0 0 b 3 d a f f l y s t u d i o

b a 8 f a c 5 d 6 a e 7 2 1 d e 0 1 0 e 9 6 7 9 d 7 1 9 0 0 6 f f l y s t u d i o

b 2 f 5 1 1 1 a 4 3 d 9 d 8 a 1 8 c 6 e 2 3 d 3 a 1 e 9 c 2 6 6 f l y s t u d i o

e 2 1 d b 1 a f 5 2 3 a 4 a 4 0 d b 7 2 8 9 b 4 e 4 c 4 2 0 4 3 f l y s t u d i o

1 c 7 9 f 3 c 9 c 3 5 f b f 3 f 4 e 1 d b 4 3 c 8 2 7 7 8 2 4 0 f l y s t u d i o

c 2 2 2 f a b e c 9 1 b 7 4 d f e 4 7 6 c d 2 7 e e 1 3 d 6 1 d f l y s t u d i o

e 3 f a 2 0 7 2 7 1 f 1 2 4 6 7 2 f 6 a 9 3 3 d f 9 3 4 a e 4 c f l y s t u d i o

d 6 d a a 9 8 b 8 3 6 e 1 f b 4 d f f c 1 2 a e b c b 3 8 a d 1 t e s c r y p t

1 f 0 f 7 9 0 0 c f b a 9 1 1 6 8 2 a 5 8 d 7 9 2 c 9 c 2 e 8 3 f l y s t u d i o



8 4

b b 4 b f 4 9 e 1 d 8 a b b 2 1 c 5 6 e 0 9 c 4 7 a 6 2 f 5 6 7 f l y s t u d i o

4 7 e a 7 0 b 8 e e 9 8 a 2 3 d b a 2 f 3 e 2 d d d c e 9 a 5 0 f l y s t u d i o

a 4 c 0 f 5 d 5 9 b f 7 3 9 0 6 0 a b 6 4 3 4 3 a a a 0 b 8 3 7 t e s c r y p t

d 8 6 a 9 6 b 4 a f c f a 1 4 4 f 5 2 c e f b e 4 1 5 6 5 3 a 0 f l y s t u d i o

a 2 2 0 7 0 4 3 5 8 e 0 f 8 d 2 3 e 9 8 8 4 4 f 1 f b 3 7 1 8 0 f l y s t u d i o

d c 4 e 1 b c 8 9 b a 1 4 e 6 e 7 d 8 7 e d 4 a f 8 c 3 8 5 1 9 f l y s t u d i o

b 9 a a a 3 8 f 7 e 2 9 e 4 4 3 3 c 5 e 3 8 6 3 6 0 c 1 e 7 2 2 f l y s t u d i o

E m o t e t Cl u s t e r

0 a 7 a 7 2 a 5 8 5 3 f 3 7 4 0 e a 7 6 f 9 9 3 4 7 6 4 b d 4 4 e m o t e t

b 1 f a 3 3 9 a 1 9 7 a c a c 2 7 e e f 6 5 2 0 b f e 5 b 8 4 e e m o t e t

2 3 f 8 e e c 4 c 3 b 3 1 b a d 4 d d d f 8 0 7 8 4 3 6 5 b 7 d e m o t e t

1 7 0 8 d 4 8 9 3 0 1 f d c c 0 4 2 7 3 8 2 d 0 a 7 3 8 4 4 2 b e m o t e t

2 2 6 6 f d e e 5 3 0 7 b 9 e 7 a 5 e 6 1 e d 3 9 e d 0 5 c b 9 e m o t e t

1 d 1 3 b 9 2 e 9 f a 2 6 3 4 1 6 7 5 9 f 8 5 7 7 c 7 3 a 7 3 a e m o t e t

e 5 4 7 d f c 0 7 7 3 2 9 1 4 6 b b c a d d 3 b e 7 c 3 b 4 d d e m o t e t

f 5 5 c 5 8 b 1 d 8 a d e 1 b f 0 2 6 4 6 d a f 4 5 e f a 7 b 8 e m o t e t

2 a 8 4 4 5 e c e a 1 a a a 5 2 d 1 e 4 c 0 f b 7 b f f 9 b b 8 e m o t e t

c 6 0 2 8 7 a 3 1 f 0 c 0 2 a 4 9 2 2 9 a 0 1 4 8 0 5 2 0 e 9 f e m o t e t

R a m ni t Cl u s t e r

7 7 d f 8 3 1 1 8 2 d a 5 d 1 8 7 0 e 8 8 5 6 d 6 e 0 c 3 e 7 7 r a m n i t

f a 5 3 d e 3 5 6 b e 8 a 0 8 c 2 0 9 a 6 e c 2 d 6 5 4 4 6 6 6 r a m n i t

0 3 b 4 a 1 3 3 0 0 c 6 5 4 6 a 5 d f 4 9 2 3 3 1 a 1 5 9 8 4 5 z b o t

0 d d 1 d 6 b c 6 c 0 d 1 2 0 5 1 0 4 e e b 4 6 b 7 9 2 b a f 4 r a m n i t

2 3 7 3 f c b e 0 f d 0 1 3 5 f 4 d 9 0 f b 6 e f c 0 6 5 9 4 b r a m n i t

5 4 e a f 0 f a c 0 3 3 c 6 c 9 c 9 c 5 6 f a 9 a 0 1 c 1 e c c r a m n i t

2 e 7 6 1 8 0 6 c b 4 7 f e 0 f 0 5 1 7 4 3 b 4 4 d d 1 9 1 f 8 r a m n i t

6 c 7 2 8 1 1 8 a a e 5 d 5 0 2 b c 3 9 7 e 7 0 6 a c 5 d 0 b 0 r a m n i t

d 0 9 5 c b 0 f 2 d 9 e c 6 4 d a 8 2 4 3 c 7 9 5 c a d 5 f 8 f r a m n i t



8 5

4 1 7 8 2 9 7 9 6 f c 6 d 4 d 3 4 7 e e f a 7 2 8 8 2 5 8 e a 2 r a m n i t

b 4 1 6 7 2 4 c 7 f 3 9 3 4 9 c 5 3 c a 9 1 b 8 3 8 c a a 1 4 1 r a m n i t

e f 4 7 7 7 d 5 5 c f e 8 7 3 0 2 d e 0 0 1 d 0 c d a 7 2 e 6 4 r a m n i t

d d 8 8 5 2 1 3 7 f 6 f f 8 2 e 3 0 f c b 2 e 3 a 8 e d 2 4 9 7 r a m n i t

5 9 9 e 9 f 3 8 0 5 1 a e 9 5 d 7 f 5 6 f b 1 3 b 5 9 4 1 f 7 e r a m n i t

4 0 1 0 6 0 b 5 9 9 1 f 4 7 a f e d 4 e 2 4 e 6 0 f 6 4 6 2 1 5 r a m n i t

c 2 d 2 5 0 b 8 6 f 7 7 4 9 7 1 c f 0 b 1 a c 2 8 3 5 b b d a 1 r a m n i t

6 9 e f f 1 e 3 d a 3 6 a 3 c 3 7 a 5 9 f 4 2 a 1 4 e e 5 c 4 4 r a m n i t

4 1 3 a f 0 e 7 8 c b 8 8 1 2 c 5 7 8 a 0 0 a 8 6 f d e 8 e 9 f r a m n i t

e 0 6 1 9 1 c 6 5 0 b 9 b c a 9 c d d 4 8 3 5 a 9 9 4 2 8 4 3 2 r a m n i t

1 6 2 f 0 5 3 d 8 4 5 2 4 4 e c 7 7 d 6 0 e f e d 4 1 3 c 3 7 8 r a m n i t

2 d c 7 0 9 b b b 1 1 a f 6 a 7 6 8 d 6 e 8 f 1 7 5 9 4 f c 6 4 r a m n i t

4 1 0 5 2 d 3 b b 5 0 f c 3 1 3 e 6 7 f 8 0 4 1 3 6 e 6 1 d 1 9 r a m n i t

4 0 b 7 0 5 0 2 0 a b 8 4 8 6 4 9 6 2 2 1 a 8 9 d d 9 0 a d 9 0 r a m n i t

7 9 e f 6 0 5 9 8 a a 7 5 2 f f 5 e a d f f b 8 e b 2 8 f a a 0 r a m n i t

Z b o t Cl u s t e r

1 1 a 9 e 2 3 6 a 5 9 6 d a 2 7 4 1 5 8 7 6 6 3 e 3 f b 1 8 4 9 z b o t

c 3 1 c b 2 c 4 a b d 1 9 a b 6 f b 4 1 3 2 7 6 e 5 d 2 b f 4 1 z b o t

d 1 a 2 a 9 f f 3 6 6 7 f 2 e a 7 9 9 d b 4 4 c 4 f e b e 6 5 d z b o t

f f 3 5 b 4 c b 9 e e 1 5 5 2 4 e 9 9 a e 9 7 b b d 9 2 c d a a z b o t

6 2 e 1 a 9 6 c 1 3 1 7 e 9 2 6 2 8 e b 7 6 5 b b 5 6 3 1 7 5 2 z b o t

d 2 d 6 4 e 2 7 9 0 3 c 3 a b 2 d 7 9 7 7 9 b 5 2 0 c d 5 a c d z b o t

0 1 a 5 4 0 e 0 9 c 4 9 5 d 5 6 5 3 0 d 1 d 1 f c 8 0 7 8 9 7 e z b o t

1 6 d 2 6 4 f 3 9 3 e c d c 0 0 8 a 0 5 3 f 1 c 3 2 8 b 6 0 0 c z b o t

e e c 9 9 2 d 6 c 2 5 9 a f 4 0 4 5 9 d 4 a d 6 8 b 3 b e 0 d 4 z b o t

f 8 2 e 3 5 e f 9 7 8 d f 7 8 2 6 1 3 a 0 7 7 6 1 0 5 4 8 2 6 8 z b o t

c b f 4 0 7 6 f 5 e 0 2 8 b 3 d 6 c 7 1 e e 1 2 5 6 4 6 6 9 1 5 z b o t

a 2 e d b f 2 3 7 d 5 5 3 0 6 f 8 c 2 0 3 3 3 0 e 5 1 b c 7 1 d z b o t

1 7 3 4 c 9 4 5 9 6 3 1 9 6 9 7 5 4 f d c 4 b 9 0 7 c 5 8 4 d 3 z b o t

1 6 f 0 5 1 9 a a a 8 4 6 e 6 2 4 1 1 b e 6 b 2 d d 8 2 3 9 c f z b o t



8 6

f 5 4 c 5 9 3 d 9 1 0 7 7 3 9 d f c 6 0 c 0 8 3 7 6 a d 6 2 4 b z b o t

f 9 d b 2 9 2 6 6 a 2 e 2 3 e a c b 2 f 6 6 4 7 2 a a 7 6 5 e b z b o t

a f c 5 5 1 4 b 3 9 7 1 f d 8 f 9 9 b b 5 5 c 2 5 1 c 1 b 2 c 9 z b o t

b f f 0 2 2 9 3 8 8 7 6 2 7 c 3 1 9 f 1 d 2 1 d f c 1 8 d 2 8 5 z b o t

b 7 5 f 3 d 6 b 4 b 7 5 b 0 6 4 1 5 2 c 3 0 b 4 3 0 4 1 6 3 2 4 z b o t

4 6 9 f 1 d f d 7 f 0 6 3 7 f 4 6 f 4 e b 6 8 6 9 0 8 8 8 0 5 8 z b o t

c 8 f 9 d 7 d 3 1 b b f 9 a 6 0 d b 4 9 c 9 5 8 7 8 9 7 1 5 7 5 z b o t

a 4 2 6 7 8 5 9 0 8 2 f a 2 e e b e 7 b 6 4 8 f e a 8 b 8 0 0 3 z b o t

0 f 6 0 5 a 3 4 7 5 2 7 1 4 2 b 5 9 7 6 6 e c f a 1 6 3 9 3 f 6 z b o t

e 7 1 1 6 5 5 9 4 e 9 a b 3 3 f f 8 0 1 b b 0 1 a 7 3 0 3 f 9 1 z b o t

b 2 4 a a 2 8 d 3 5 7 2 8 4 c c 4 e b 0 9 d d 0 3 d b 4 8 2 e d z b o t

e b 7 b 1 6 0 5 1 9 5 6 c d d 9 c b 4 8 b d 9 e c 2 1 e 2 8 d 6 z b o t

b 4 9 4 e 4 7 a 6 e 4 1 8 a 2 d 9 f 0 1 d c 5 d 0 b 5 2 7 9 f b z b o t

5 2 c 9 f e 4 a 4 a a e 8 e 5 d d 9 2 b 8 7 7 3 2 d e a 6 0 6 6 z b o t

9 9 f d 1 e b a 6 5 a 6 d b 7 9 a 9 4 7 2 7 d b 5 b 3 5 9 d 3 6 z b o t

f c 0 7 2 d 0 9 d d 6 0 7 e 1 f 8 8 e 6 f e 6 5 5 6 1 1 4 f b 7 z b o t

c d 2 4 c b e c 9 9 2 6 6 7 f 7 0 d d b c 5 1 e d 2 3 f 5 3 3 4 z b o t

d 6 c c 4 5 f 0 0 9 2 8 5 5 0 e 7 0 e 5 2 7 6 d 5 4 e 1 e f 6 7 z b o t

e 9 1 e 6 2 6 7 0 7 0 6 4 9 6 1 0 b c 0 9 b 5 9 1 4 5 7 c 3 b 0 z b o t

2 9 4 1 c f 7 0 7 2 4 1 8 d 1 d a f 0 8 3 8 1 a e b 9 c f f 3 e z b o t

2 5 6 3 0 a d 2 4 b b 2 7 8 3 7 e e 0 4 5 c 3 a 9 6 b d 8 0 6 f z b o t

e b 3 5 3 6 d 1 0 a 4 e 8 3 9 a b f 0 1 c f 4 6 5 a f b a 2 1 9 z b o t

9 f d e 5 3 8 3 d b b 5 8 3 d 6 c 3 3 5 c 3 d 2 a d 4 4 4 8 2 8 z b o t

f a 2 d 5 9 a 2 a 8 8 3 4 e 4 2 8 8 c 8 d 4 3 9 b 8 8 d e e 2 4 z b o t

c 8 3 6 3 7 2 d 6 b 1 f 6 8 6 b b c 8 f e 7 8 6 2 2 2 6 9 5 9 d z b o t

e 5 2 1 7 b c d 2 f a 6 b 4 f 9 f 3 0 8 9 1 1 0 6 2 6 3 c c 7 d z b o t

f e 6 0 c 5 9 f 7 2 5 0 f 7 6 a 0 a 7 8 a d e 8 1 2 3 a 7 0 1 7 z b o t

f 3 c a 2 d f a 1 8 f 7 9 6 9 3 c b 9 1 1 3 1 0 3 b 8 7 9 e 1 8 z b o t

f a d 4 c 9 6 3 c f e 4 2 0 a 7 e 6 f d 0 4 4 d 5 0 5 1 5 4 8 f z b o t

a 9 0 5 7 5 f 9 e 5 8 4 e 5 c 1 d 5 f 4 2 d 0 0 3 2 f 9 e d d 6 z b o t

e 9 3 3 e 9 a a 4 1 3 c a 0 5 4 8 f 2 8 6 2 7 4 3 3 5 b 8 8 8 8 z b o t

a 1 5 a 0 2 5 4 4 3 5 5 a c 8 c 4 2 4 b 9 7 7 8 3 3 7 b 2 c e 2 z b o t



8 7

1 a 0 4 8 8 d a 2 0 5 a 0 e 4 3 5 0 6 5 a 5 a a 0 5 4 e 4 d e 9 z b o t

c a f b 9 b 8 d e d a 8 7 a 2 4 8 5 8 6 0 3 8 7 1 2 1 1 2 4 5 d z b o t

d 9 9 2 9 b 7 2 7 9 e 0 e c 8 0 a e 1 4 f 9 e 7 e 5 3 7 d a 5 c z b o t

3 e e e e c d 1 0 c 9 b a a 5 1 3 3 1 9 1 b 0 4 0 d 7 b 1 e 4 2 z b o t

b f 9 7 1 c f 8 4 1 c 3 f 5 0 c e e 2 d 9 6 3 4 c 0 9 2 3 b 9 8 z b o t

8 e 0 a 6 a 5 a 7 f 7 7 c 5 3 e b e b d 7 e 0 3 7 0 6 0 6 d 4 4 z b o t

e 0 e a 5 8 2 c f 3 0 1 e 1 a e 0 9 5 e 1 7 4 e f a 3 1 9 d 1 d z b o t

b 7 3 3 6 3 c 0 d 2 6 b a 5 3 7 0 5 9 5 1 6 b 5 5 e 2 1 e f 3 a z b o t

a 7 9 7 5 a 8 4 6 1 e b 3 8 f 1 2 a 6 f 0 1 c 0 b 4 6 2 1 a 1 0 z b o t

a 5 6 5 c 4 e 3 9 b 4 2 7 b a f 3 8 9 d 4 9 8 c 0 3 a 8 0 2 7 8 z b o t

0 f 4 0 1 4 b 9 3 2 b 9 f 1 1 e 2 8 5 1 a 7 9 c 9 6 6 e 3 5 6 0 z b o t

d a 1 c a 2 7 7 0 f 4 1 6 3 c 3 c 0 8 d 7 6 b 4 1 b 8 d 9 d c 6 z b o t

6 0 0 d 6 3 8 e e b d 2 5 1 0 f 2 e d 3 f d c 1 6 3 0 3 2 c f e z b o t

a 8 e 5 7 2 3 6 5 b 2 0 6 2 0 0 5 3 2 4 c a 4 b a 3 8 5 7 e 6 2 z b o t

d 5 4 d e a 0 7 b a e f 2 a a a 0 1 a c f 0 f d 0 0 1 0 f c f e z b o t

b 1 d 8 4 8 0 5 2 2 4 e 2 0 8 4 b c a 7 f a b 8 6 5 d 6 e a f d z b o t

c b 1 0 b 7 3 1 a 3 3 8 6 5 2 1 5 5 f 7 a 3 2 e 8 3 2 9 c 6 1 1 z b o t

0 3 9 9 8 0 6 6 a e c 7 1 a 8 d 5 b 0 7 5 a 4 7 9 b 1 b 7 0 e f z b o t

5 b 3 a d 6 0 9 0 b c b 5 b 2 4 b c c 6 b 5 5 0 8 4 e 1 d 7 6 3 z b o t

6 5 d f 0 4 0 2 6 8 b a c 4 f a 5 3 2 e 2 1 a b 0 3 1 d 5 7 5 1 z b o t
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