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Overview

* Introduction to digital forensics in archival repositories
* Development of Dalhousie’s digital forensics lab

* Forensic images

» Digital forensics tools and workflows

* Free digital forensics tools

» Ask questions any time!
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What is digital forensics?

 Forensic science — recovery and investigation of data
found in digital storage devices

* Primarily used in criminal investigations, corporate
Investigations

 Archives are adopting digital forensics techniques to
support acquisition, accessioning, preservation, and
access

[ Acquisition H |dentification H Evaluation H Admission J

Source: Infosec Institute, Digital Forensic Models (January 25, 2016):
http://resources.infosecinstitute.com/digital-forensics-models/
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Why have a digital forensics lab?
OLD MEDIA

Researchers have stored data in dozens of formats over the years. Here are
three former staples of computing that are rarely seen today.

PUNCH CARDS

1890-1980s

~80 bytes

Used in the 1890 US
Census, stiff, perforated
cards could be read by
dedicated machines to
store and process data.

Digital information
was represented
according to how

holes were placed.
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MAGNETIC TAPE

1950s-present
>5 megabytes per reel

Although reel-to-reel
and cassette tapes are
largely obsolete for
home computing,
magnetic tapes are still
used for long-term
storage. Newer formats
can hold more than
100 terabytes of data.

Digital forensics at the Dalhousie University Archives

FLOPPY DISKS

1970s-2000s
80KB-1.44MB

First introduced as a
delicate 8-inch (20cm)
sheet covered in plastic,
floppy disks evolved to
pack more data in a
smaller space. The
form persists as the
'save’ icon in popular
applications.

Source: Baker,
M. (2017, May
2). Disks back
from the dead.
Nature, 545
(7652), 117—
118.
https://doi.org/1
0.1038/545117a



https://doi.org/10.1038/545117a

Why have a digital forensics lab?

* Archivists are now working with a wide variety of:
» Digital storage devices

- Computer file systems, operating systems, and
software

* File formats

* Digital storage devices are unstable and data is at risk

« Supports archival mission to preserve authenticity and
integrity of records
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How are archives doing digital
forensics work?

» Use write-blockers to create forensic images
» Adopt forensic software (BitCurator or FTK or EnCase)

* Incorporate digital forensics tools and techniques into
core archival functions

* New policy decisions (e.g., preserve forensic image or
extract files?)

* Archival functions become blurred (e.g., files can be
arranged before they are accessioned)
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Timeline at Dalhousie

* February 2016 — Acquire forensic workstation

* May — November 2016 — Digital archives collection
assessment project: http://hdl.handle.net/10222/72663

« January 2017 — Install BitCurator and Forensic Toolkit
(FTK) software

* February 2017 — Advanced computer forensics training
« May 2017 — Launch digital forensics lab

 April 2017 — Dal’s first time at BitCurator Users Forum
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DIGITAL MEDIA CARRIER FORMATS

978

NS O O & SN ©
X \‘\o on SIS @e\o b:\éc) oF %%« O 0,&% \9{9 . & . o Q}Q QQ oF of
5 ) Q N ) g ®
5 N Q W ) O
N Ay ~ O o k¥
~ 2 ¥ 2 MRS
9 N N Q% o
-\ - N4 O
< Q Q N
Q R «
') O <
< < X
s
<
?
DALHOUSIE 1318 Digital forensics at the Dalhousie University Archives 8

UNIVERSITY 218



Components of Digital Forensics Lab

* Forensic tower

* Dual Intel Xeon processors
- 64 GB RAM
» Tableau T35689iu write-blocker

- AFT EX-S3 forensic card reader
 FTK software

 BitCurator software
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Forensic images
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What is a forensic image?

« Complete (i.e., bit-level) copy of a hard drive or other
digital storage media

* Includes unallocated space and slack space
* Includes operating system and file system

* Includes computer registry files, browser history, and
other contextual information about how the computer

was used

* Includes all files on the hard drive
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Preserve information about the
operating system and file system

OPERATING FILE FILES
SYSTEM SYSTEM

Source: Power Data Recovery: The Volume does not contain a
recognized file system — how to fix :
https://www.powerdatarecovery.com/hard-drive-recovery/volume-not-
contain-recognized-file-system.html
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Preserve data in slack space /
unallocated space

= 4K Cluster

48 Bytes

512 Byte Sector
464 Bytes

= Used File Space

= Slack Space
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Forensic image Logical image

Recovers operating system Does not recover operating
and file system system and file system

Potential for password Almost no potential for
recovery, decryption, etc. password recovery,
decryption, etc.

Recover Internet search Cannot recover Internet

queries and form data search queries and form
data

Size of entire hard drive, Size of files on hard drive

regardless of how many
files are stored
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Digital forensics tools

DALHOUSIE 1818
UNIVERSITY 218




DALHOUSIE 1818 - . . . . .
UNIVERSITY 2018 Digital forensics at the Dalhousie University Archives 17



DALHOUSIE 1818
UNIVERSITY 218

Tableau Forensic Bridge (2
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=TABLEAU

2.5” IDE Hard Drive Adapter

Model TDAS-25
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BitCurater

Find, Oorganize, & Analyze Computer Evwidence

2CE

AccessDara : - 4 Z L A

FORENSIC TOOLKIT"

FTK Install
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Digital forensics workflows
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|dentification ]_l Abstract digital

_ forensics model
| Preparation ]_l

| Approach Strategy
| Preservation ]_l

[ Collection ]_l

Examination ]_l

Analysis ]_l

| Presentation ]_l

| Returning Evidence |

Source: Infosec Institute, Digital Forensic Models (January 25, 2016):
http://resources.infosecinstitute.com/digital-forensics-models/
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Penn State University workflow

PENMN STATE UNIVERSITY WORKFLOW MAP

Bom Digital Content on Media
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Dalhousie University workflow (draft)

Add evidence
item(s) to case

Analyze data

Create two Create case in
Receive digital Inventory digital copies of disk FTK (usually
storage device storage device image(s) with [ "| onecase per
FTK Imager accession)
|
y
Identify
Identify archival personal

material

information and
sensitive data

]

Use Bagger to
bag files and

Transfer Bag

Ingest Bag and

Export selected nto
files + metadata transfer to local Archivematica generate SIP
SAN
|
Y
Process SIP Process AIP Revise/edit
Upload DIP to )
and generate and generate AtoM metadata in
AIP DIP AtoM
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Forensic imaging workflow (BitCurator)

Source media

Alternate i
i
¥

Farensic write-blocker (hardwarg] Software write-block

v y

Host system

Imaging software (Guymaager)

AFF packaged image(s) —)[ Bulk processing scripts
A

Alternate i

r ----------1
E01 packaged image(s) I Image capture techMD
e -
|
Scripted metadata export to archival, lihrary standards (EAD, METS)
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Identify privacy concerns

Capture and image metadata ;
> Log, device info

Faorensically packaged image

Filesystem report, DFXML

Filesystem metadata exiraction (fiwallk)

Fllg == disk block map

Y
Image analysis (filesystam, sensitive info
g bt U ) Bulk Extractor
I___
| . Outputs
Il
Raporting plug-ins (Python [ C++, libharu)jp« Annotated feature file
Reprocessed by
\ Viewed in
Bulk Exractor GUI
)
Raw reporting data (<ML or document stream)
1
I- PDF Repors: file distribution, sensitive info, hashes, efc.
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Bill Freedman fonds filtered in FTK
Filter  |Descripton _|#offiles |Size

Unfiltered All files in case 26,651,084 3,568 GB

Primary status Duplicate File indicator IS “Primary” 731,417 83.48 GB

Secondary Duplicate File indicator IS 16,569,218 271.5 GB

status “Secondary”

KFF Ignore Match all files where KFF status IS 2,548,119  44.29 GB
“Ignore”

No KFF Ignore Match all files where KFF status IS 24,102,965 3524 GB
NOT “Ignore” + KFF status IS “Not
checked”

Primary status + Match all files where duplicate file 626,351 71.95 GB
No KFF Ignore  indicator IS “Primary” + KFF status
IS NOT “Ignore”

Actual files + Match all disk-bound files where 103,412 61.81 GB
Primary status + duplicate file indicator IS “Primary” +
No KFF Ignore  KFF status IS NOT “Ignore”
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Free digital forensics tools and

resources — FTK Imager, BitCurator,
and SleuthKit
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FTK Imager (free download)

* Create forensic images of source media
* Intended for use with hardware write blocker
* Preview, triage, and image

« Export, hash, convert
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FTK Imager (free download)

» Imaging tool — create forensic images of mounted

* Preview tool — preview evidence to determine if further
analysis is needed

» Export tool — quickly select and export files prior to
performing full analysis of the disk image

« FTK Imager can open mounted drive, contents of a
folder, or a forensic image

* FTK Imager cannot create image of a networked drive

DALHOUSIE 1818
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FTK Imager — Create Image

Create Image

Pt

| \\. \PHYSICALDRIVE 11

|'Image Source

Starting Evidence Mumber: I-

WY Drive/Image Verify Results

—Image Destination(s)

Add...

Add Overflow Location

Iw verify images after they are created

[~ Precalculate §

Mame

Sector count
MD5 Hash
Cornputed hash
Report Hash
Verify result
SHA1 Hash
Cornputed hash
Report Hash
Verify result

2016-015_extHDD_itemn2_copy.001
312581808

dcf7e0b3c6e8992d33ch474902d80259

[} Ln

dcf7elb3c6e8992d33chb47490ed80a

bb66aaebe

094eb2ebfraScl646230

ch5094eb2ebfrasc1646239

4
4bbbbaaebc

[V Create directory listings of all files in the image after they| [0 nod cacene 1oms b
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SleuthKit + Autopsy

Images source: https://www.sleuthkit.org/

Bﬁ{‘\l;}z%ggg 2}%3 Digital forensics at the Dalhousie University Archives

36


https://www.sleuthkit.org/

SleuthKit + Autopsy

e SleuthKit is a collection of command line tools to
iInvestigate disk images

* Tools support the analysis of volume and file system
data

 Autopsy is graphical user interface to SleuthKit and
other digital forensics tools
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Free resources

* Forensics wiki: http://forensicswiki.org/wiki/Main Page

» List of digital forensics tools:
https://en.wikipedia.org/wiki/List of digital forensics t

ools

 BitCurator wiki:
https://wiki.bitcurator.net/index.php?titlte=Main Page
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